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Abstract: Interoperability has become crucial in the world of electronic health records, allowing
for seamless data exchange and integration across diverse settings. It facilitates the integration
of disparate systems, ensures that patient records are accessible, and enhances the care-delivery
process. The current interoperability landscape of electronic health records is saddled with challenges
hindering efficient interoperability. Existing interoperability frameworks have not adequately ad-
dressed many of the challenges relating to data exchange, security and privacy. To address these
challenges, the TASIPPS (Technical and Semantic Interoperability, Preserving Privacy and Security)
framework is proposed as a comprehensive approach to achieving efficient interoperability. The
TASIPPS framework integrates robust security and privacy measures, providing real-time access to
electronic health records that enable precise diagnoses, timely treatment plans and improved patient
outcomes. The TASIPPS framework offers a holistic and effective solution to healthcare interoperabil-
ity challenges. A comparison of the framework with existing frameworks showed that the TASIPPS
framework addresses key limitations in privacy, security, and scalability, while providing enhanced
interoperability across distinct healthcare systems, positioning it as a more comprehensive solution
for modern healthcare needs.

Keywords: interoperability; electronic health records; semantic; security; privacy; healthcare outcomes;
framework

1. Introduction
1.1. Overview

Interoperability refers to two or more systems or applications sharing and utilizing
information or data [1-3]. In healthcare, interoperability encompasses the seamless and
secure exchange of electronic health information across different systems and settings,
enabling healthcare providers to access and share patient data efficiently. Interoperabil-
ity not only improves care coordination and patient outcomes but also facilitates more
informed decision-making, advancing the overall quality of healthcare services [4]. Despite
the numerous benefits, there are significant challenges regarding the interoperability of
electronic health records, related to data exchange, security, and privacy.

The World Health Organization (WHO) has supported digital health for over two
decades, helping to establish the science-based discipline of digital health [5]. This long-
term commitment underscores the importance of creating robust frameworks that address
challenges related to the interoperability of electronic health records (EHRs) or electronic
medical records (EMRs). EHRs and EMRs have slightly different practical uses but they
have common characteristics and refer to an electronic form of health /medical records [6].
The terms are therefore used interchangeably in this work. This paper first discusses
existing interoperability frameworks for EHRs/EMRs, identifying inadequacies in order to
establish the need for an alternative framework.
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The paper then proposes a novel framework to address existing interoperability chal-
lenges, especially those related to data exchange, privacy, and security. The framework
was designed using a bottom-up approach, which consisted of examining existing inter-
operability frameworks to identify their inadequacies to determine the requirements for a
novel and improved framework. The novel framework aims to achieve improved efficiency
compared to past frameworks and is proposed to be implemented within a single legal
jurisdiction; therefore, legal interoperability is not considered in this work.

1.2. Existing Interoperability Frameworks

An interoperability framework establishes rules and guidelines to enable different
components or systems to work together to achieve interoperability. This section discusses
existing interoperability frameworks for EHRs/EMRs in chronological order. The eHealth
European Interoperability Framework (eEIF) constitutes a blueprint developed to effec-
tively address the interoperability and standardization challenges within Europe’s eHealth
sector [7]. It was developed based on the foundations of the Antilope project and embodies
a refinement of the broader European Interoperability Framework (EIF) to cater exclusively
to the dynamic and evolving eHealth landscape [8]. At its core, the eEIF is designed to
bolster the provision of European public services by cultivating an environment conducive
to smooth interoperability that goes beyond both geographic and sectoral boundaries. The
main purpose of the eEIF is to establish a universal framework and shared definition that
systematically dissects interoperability challenges and eliminates eHealth-centric resolu-
tions across the European Union landscape. The refined interoperability model in the
eEIF consists of six levels: (i) legal and regulatory; (ii) policymaking; (iii) care execution;
(iv) applications; (v) IT infrastructure; (vi) and information exchange.

Each level represents various aspects and stakeholders involved in achieving interop-
erability in the eHealth domain. The eEIF also provides a template for describing high-level
use cases and realization scenarios, which helps in the provision of a consistent set of
descriptions of and solutions to problems. Overall, the eEIF is a valuable tool for imple-
menters and purchasers deploying eHealth systems, enhancing interoperability in the
eHealth domain. It offers a common language and framework for addressing interoperabil-
ity challenges and improving the delivery of eHealth services across Europe. The eEIF is
dated and employs technical standards that have limitations and are difficult to implement.
The current research aims to develop an alternative framework that focuses on the use of
modern technologies and different standards that are easier to implement.

An interoperability framework was proposed by [9], with a focus on granting patients
total control over their data and regulating how hospitals and healthcare organizations
access such data. The framework leverages blockchain security and prioritizes network
consensus, relying on proof of structural and semantic interoperability for consensus. While
the framework achieved some success, it exhibited certain limitations. The inconsistent
use of healthcare terminology among institutions posed challenges in interpreting and
comprehending the shared data of patients and participating organizations. Standardizing
this terminology emerged as a crucial challenge, as this impacts semantic interoperability
within the framework.

Additionally, while the approach eliminated the need for a single, centralized source
of trust, it introduced new security concerns due to the distributed nature of the blockchain
network. Ensuring data privacy and protection from cyber-attacks remains a critical
concern. Moreover, achieving a consistent view of patient records across the data-sharing
network became problematic due to the distributed data sources and potential conflicts in
data updates. As the number of participants and the volume of data increase, maintaining
the scalability and performance of the Blockchain network will represent significant system
performance challenges [10-12]. This research proposes an alternative framework that
addresses the aforementioned limitations, including implementing a semantic mechanism
for deriving the meaning and interpretation of standard data and prioritizing access control
implementation to provide more robust data security.
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The authors of [13] presented an interoperability framework that utilizes blockchain
technology to ensure the privacy and security of patients” medical records in an interopera-
ble environment. They proposed a blockchain-based framework named Ancile to facilitate
secure, interoperable, and efficient access to medical records by patients, providers, and
third parties while safeguarding patients’ sensitive information. Ancile utilizes smart
contracts in an Ethereum-based blockchain to enhance access control and data obfuscation,
incorporating advanced cryptographic techniques for heightened security. While successful
in achieving its intended objectives, the framework faces fundamental challenges related
to scalability and the cost of storing data on blockchain platforms, rendering it unsuitable
for nationwide deployment. Scalability issues and the associated costs of using blockchain
technology make it impractical to implement on large-scale interoperable platforms, as
has been noted by several authors, such as [14-17]. The current study proposes an alter-
native framework, addressing these challenges and emphasizing scalability and higher
security measures.

An innovative access control framework was proposed by [18]. It focused on safe-
guarding the privacy of Personal Health Record (PHR) data during emergencies. This
framework was built on permissioned blockchain technology, specifically utilizing the
Hyperledger Fabric and Hyperledger Composer playground for evaluation. Through their
experiments, the researchers demonstrated that the proposed framework ensures the se-
cure sharing of PHR data, incorporating important features such as auditing, immutability,
and emergency access control policies. This framework has limitations regarding latency
and performance traits (related to scalability) that are inherent in the Hyperledger-based
(blockchain) approach. The current research aims to overcome these limitations through
the use of scalable technologies and therefore provide a more efficient and effective solution
for handling PHR data within a healthcare ecosystem.

A conceptual framework was proposed by [19], aimed at enhancing decision-making
processes within healthcare facilities in Tanzania through the implementation of EHRs.
The paper establishes six propositions that underscore the role of EHRs” interoperability
in supporting effective decision-making. It addresses the existing inconsistencies in EHR
implementation and emphasizes the potential of interoperability to bridge these gaps and
improve decision-making outcomes. The framework proposed in the paper emphasizes the
collaborative potential of interoperable EHRs among healthcare professionals, facility man-
agers, and policymakers, enabling shared decision-making. Furthermore, the framework
highlights the importance of information exchange between policymakers and health-
care facility managers to create an environment conducive to efficient healthcare delivery.
Despite its promising potential, the proposed interoperability conceptual framework for
Tanzanian healthcare facilities exhibits certain limitations. It lacks applicability beyond the
Tanzanian context, and the practical challenges associated with its implementation, encom-
passing technical, financial, and regulatory aspects, are not thoroughly addressed. Also,
data security and privacy concerns, which are critical, are inadequately addressed. The
current research seeks to propose an alternative framework that addresses the limitations
discussed above.

In the study by [20], an interoperability framework was proposed to address the
privacy challenges in sharing and storing EHRs. The study focused on introducing a
framework named PbDinEHR, which focused on Privacy by Design (PbD) mechanisms,
distributed data storage, and sharing in the context of EHRs. To showcase the framework’s
capabilities, the researchers developed a Patient Record Management System (PRMS),
providing user interfaces for patients and healthcare providers. They also implemented a
distributed file system and two permission blockchain networks using the Interplanetary
File System (IPFS) and Ethereum blockchain, respectively, to ensure transparency and
security when sharing patients” medical files with various healthcare providers. Despite
these promising features, the PbDinEHR framework exhibits certain limitations.

Firstly, it lacks support for the right of erasure, a critical aspect defined in the General
Data Protection Regulation (GDPR) that ensures privacy protection. Moreover, the frame-
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work’s security measures could be further enhanced by incorporating a robust encryption
tool. Additionally, the level of user control provided by the framework is limited, and
its scalability beyond the study’s scope is questionable. To overcome these shortcomings,
the current research proposes an alternative framework implementing progressive resis-
tance against data breaches, employing dynamic data-masking techniques, and utilizing
transparent database encryption. These measures are intended to address the identified
limitations and strengthen the framework’s overall effectiveness and security.

The DEPLOYR interoperability framework, which was proposed by [21] at Stanford
University (USA), offers a swift solution for deploying custom real-time machine learning
models into EMRs. It serves as a technical tool to facilitate the seamless deployment and
monitoring of researcher-created clinical ML models within widely used EMR systems.
The framework aims to establish best practices for machine learning (ML) deployment
and bridge the existing gap in model implementation. While this framework has been
influential in shaping the current research, it has certain limitations that render it unsuitable
for nationwide interoperability. Notably, it is tailored to integrate with Stanford Health
Care’s EMR vendor, necessitating further customization for institutions using different
EMR systems. As a result, its replication in other locations is challenging. DEPLOYR
relies on data from Stanford University’s common data model for model training, which
may not be feasible or applicable to all settings. Moreover, it supports the APIs of the
common FHIR standard for interoperability to comply with U.S. regulatory mandates, but
this might require upgrades to accommodate a broader range of clinical ML applications
with diverse data modalities, creating additional challenges. Furthermore, the framework’s
applicability is constrained by its dependency on specific data models and EMR systems,
demanding further customization and adaptation for use in different environments. These
limitations need to be carefully considered when considering its implementation beyond its
original context. Considering the above, the current research aims to propose an alternative
framework that addresses the discussed limitations, making the framework more suitable
for nationwide interoperability.

An API-led integration framework was introduced by [22], aiming to improve the
interoperability of patient health information amongst healthcare organizations. This frame-
work is designed to maintain rigorous data privacy and security standards throughout
its implementation. Central to its philosophy is the acknowledgment of the need for API
integration to achieve the smooth and secure flow of data within the healthcare sector,
facilitating the seamless exchange of data and functionality among various applications.
The framework comprises a well-structured, three-tier architecture, with components that
prioritize scalability, real-time capabilities, and orchestration. Emphasizing the potency of
API-led connectivity, this framework has significant benefits, notably the reusability of the
APIs, which contribute to the efficient development of its applications. In light of this, this
research utilizes APIs to facilitate communication between disparate systems.

1.3. The Need for a Novel Conceptual Interoperability Framework for EHR

This work argues for a new conceptual interoperability framework to tackle the various
challenges associated with achieving both semantic and technical interoperability in EHRs
while preserving privacy and security. According to [23], a conceptual framework serves
as a roadmap that helps conceptualize and organize work by connecting various ideas,
concepts, and theories within the field of study, which, in this case, is the interoperability
of EHRs. A conceptual framework is a structural foundation through which researchers
endeavor to elucidate the inherent progression of the phenomenon under investigation [24].
A conceptual framework elucidates the interplay between the core concepts of a study.
Its logical arrangement facilitates a visual representation, offering a tangible depiction of
the interconnectedness of the ideas within the study [25]. It functions as the researcher’s
roadmap for delving into the research problem, outlining the path that is to be navigated.
Through an integrated lens, the conceptual framework provides a comprehensive per-
spective on the studied issue, harmonizing various aspects into a coherent whole [26].
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A conceptual framework substantially aids the researcher in meticulously defining and
specifying the concepts pertinent to the study’s problem [27]. Conceptual frameworks are
aptly characterized as either “graphical or in a narrative form, showing the key variables
or constructs to be studied and the presumed relationships between them” [28]. A concep-
tual framework provides a coherent and organized structure that guides the researcher’s
exploration, articulation, and understanding of the complex interplay among variables and
constructs inherent to the research topic.

Interoperability fosters efficient healthcare delivery. Healthcare professionals can
access vital patient information quickly and securely, streamlining the decision-making
process and facilitating faster treatment interventions, as noted by [29]. In previous studies,
many frameworks have been proposed, and some were partially able to address some of
the challenges associated with the interoperability of EMRs/EHRs. Many limitations of
existing interoperability frameworks (as discussed in Section 1.2) will be addressed in the
proposed framework.

There is a need for a novel conceptual framework that takes a holistic approach to
interoperability (incorporating security and privacy mechanisms) and aids in making ac-
curate medical diagnoses using real-time access to patients’” EHRs, formulating timely
treatment plans, and ultimately improving patient outcomes. It has been argued that estab-
lishing standardized protocols, robust security measures, and governance frameworks are
essential steps toward achieving seamless interoperability while safeguarding patient data
privacy and security [30]. Only through these concerted efforts can healthcare systems fully
realize the benefits of interoperability, ultimately leading to better patient care, improved
outcomes, and enhanced population health, as reiterated by [31].

1.4. Requirements for a New Conceptual Interoperability Framework

Based on the related frameworks, discussed in Section 1.2 and other existing research,
several key requirements for an efficient conceptual interoperability framework can be put
forward, as follows:

(@) Modern and Scalable Technology: Interoperability frameworks should utilize modern
and scalable technologies to ensure that they can manage a large volume of data
and participants without compromising performance. This includes avoiding single
points of failure, as these can lead to significant downtime [32,33].

(b) Data Privacy and Security: Ensuring the privacy and security of patient data is
paramount. The framework must have robust mechanisms for access control, data
obfuscation, encryption, and compliance with data protection regulations such as the
UK DPA (GDPR) and the US Health Insurance Portability and Accountability Act
(HIPAA) [34].

(c) Standardized Terminology: The consistent use of standardized healthcare terminology
is crucial for successful data sharing and interpretation. Addressing the challenges of
inconsistent healthcare terminology is essential for achieving semantic interoperability.

(d) Flexibility and Adaptability: The framework should be adaptable to different health-
care settings and EHR systems. It should support various data modalities and allow
for customization to accommodate diverse clinical applications as well as diverse
input and output formats [35].

(e) Support for Right of Erasure: Compliance with data protection regulations like GDPR
and HIPAA, including the right of erasure, should be part of the framework. It should
provide users with control over the data that have been captured and processed [36].

(f) Progressive Resistance against Data Breaches: The framework should implement
measures like dynamic data-masking techniques and transparent database encryption
to actively resist data breaches [36].

(g) Reusability of APIs: An API-led integration approach should focus on creating
reusable APIs. This contributes to efficient application development and data ex-
change among healthcare organizations [37,38].
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(h) Real-Time Capabilities: Frameworks should prioritize real-time data exchange ca-
pabilities to support immediate decision-making processes and provide up-to-date
information [37].

(i) Compatibility: A well-structured architecture with orchestration capabilities should be
integral to the framework, ensuring that different components can work harmoniously
despite their differences. This will also ensure that legacy systems can be integrated
into the conceptual framework [21].

(j)  Practical Applicability beyond the Original Context: The framework should be de-
signed with the ability to be implemented beyond its original context or region. It
should address various technical, semantic, and regulatory concerns [38].

In conclusion, the above requirements should be incorporated into any new interoper-
ability framework to address the limitations observed in the existing frameworks, which
are critiqued in the above. The next section proposes a new framework that could better
serve the needs of a wide range of healthcare systems.

2. The TASIPPS Conceptual Framework

This paper proposes the “Technical and Semantic Interoperability, Preserving Privacy
and Security” (TASIPPS) conceptual framework to address multiple aspects of the previ-
ously discussed interoperability challenges by leveraging the strengths of several existing
technologies in a novel way, in addition to incorporating new technologies. The main
existing technologies that are used include the Service-Oriented Architecture (SOA), Fast
Healthcare Interoperability Resources (FHIR), and Security Assertion Markup Language
(SAML), to ensure a holistic, robust, and comprehensive interoperability solution. New
technologies that are developed include an Al module that enables network monitoring and
security, and a semantic interoperability module incorporating a novel medical (disease)
ontology. The TASIPPS conceptual framework consists of six major components/modules,
as illustrated in Figure 1: a Middleware server module; a semantic interoperability module;
a privacy module; a security module; and the policy module.

’ SEMANTIC INTEROPERABILITY MODULE |

MIDDLEWARE SERVER MODULE
Application Standard | Communication Protocol | Data Format

PRIVACY MODULE
Data Anonymization | Access Control|
Data Intergrity | Breach Notification |
Consent Management | Data Retension

SECURITY MODULE
le—»| Application Security | Network Security |
Database Security |

A A

_‘ POLICY MODULE

Figure 1. The TASIPPS Framework showing the components of the TASIPPS framework.

The framework components are described in greater detail in the next section.

2.1. The TASIPPS Framework Components
2.1.1. The Middleware Server Module

Technical interoperability pertains to the seamless communication and interaction
between hardware/software components, systems, and platforms, facilitating machine-to-
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machine connectivity [3]. This form of interoperability involves the utilization of standard-
ized communication protocols and the necessary infrastructure to support these protocols’
functioning. The focus of technical interoperability is ensuring efficient data exchange, al-
lowing diverse machines and systems to interact cohesively within a connected ecosystem.
Figure 2 shows the various components that make up the Middleware server module of
the TASIPPS framework.

Middleware Server

Y r T

i b | Standard/communication |
| Communication protocols | [

Application standards

[ data format [
« AES 256 « TCP/IP . CSV
« HASHING (SHA 512 with *TLS1.3 « XML
salt) * HTTP « JSON
* OAUTH 2.0
« REST

Figure 2. The Middleware server module’s components.

Figure 2 presents the application standards, communication protocols, and the com-
mon data format that will be utilized within this framework. The components are ex-
plained below.

Application standards: The application standards defined within this framework set
parameters and associated values to constrain the connecting systems technology in terms
of performance or other features. The suggested AES 256 encryption is used for a range
of encryption needs, including wireless networks and secure online transactions. The
importance and suitability of this encryption model, because it is difficult for hackers to
circumvent, were discussed by [39].

The extensive hash value of SHA-512 enhances its resistance to attacks, surpassing
other hash functions in terms of security; as a result, SHA-512 is acknowledged as a potent,
resilient, and swift hashing algorithm [40].

OAuth 2.0 permits restricted user data access, including access upon the expiration
of authorization tokens. This capability enables data-sharing among users without the
necessity of disclosing personal details. Furthermore, its implementation is simplified
while also delivering enhanced authentication strength, as reiterated by [23].

The framework incorporates REST (Representational State Transfer) APIs, which have
been recommended as the best way to facilitate interoperability due to their flexibility,
allowing for the use of a variety of data formats [41]. A notable aspect of REST APIs is
their flexibility [42]. REST APIs liberate data from being bound to resources or methods,
allowing them to adeptly manage a variety of call types, offer diverse data formats, and
seamlessly evolve in structure through the skillful incorporation of hypermedia. This
makes REST APIs very suitable for the proposed framework.

2.1.2. The Semantic Interoperability Module

The semantic interoperability module is a subsection of the TASIPPS framework. It is
positioned as an intermediary between disparate EHR systems, avoiding a central point of
access that would be vulnerable to attacks. This placement ensures that data flow securely
between systems without creating a single point of failure, enhancing both security and
reliability. The various subcomponents of the module are explained below.

Adaptation of FHIR: The proposed solution to achieving interoperability does not
utilize common technical interoperability standards such as openEHR or FHIR due to
the need for participating hospitals to obtain new systems and other implementation
costs to conform to these standards. It was also noted by [43] that the associated cost of
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implementation, inconsistencies in the various versions, and variations in vendors during
their implementation, amongst other factors, do not allow for common standards (such as
openEHR or FHIR), which would provide the final answer to the interoperability challenge.
Figure 3 captures the flow of traffic and how the EHR systems connect to the central
database and the semantic interface.

---------- SEMANTIC
W) |o-=me > (nTEROPERABILITY
INTERFACE

API CALL TO FETCH DATA
MIDDLEWARE

Q N API CALL Ti PUSH DATA

AES256

- pra——
—
€ =

Database

Middleware Server

Figure 3. The semantic interoperability module and traffic flow.

The diagram in Figure 3 captures the two EHR systems that connect to the central
database and the semantic interoperability interface. Both EHR systems connect to the
central database and share basic patient information with the center, as depicted above. The
EHR systems then connect to the semantic interface through API calls to fetch and push
data. The proposed framework represents an advancement in interoperability through the
forging of seamless connections between two distinct EHR systems—EHR1 and EHR2. At
its core lies a sophisticated central database, designed to transcend traditional data silos
and cultivate a holistic repository of patient information. By systematically populating
this central database with essential but limited details, such as patient names, contact
information, affiliated hospitals, and attending physicians, the framework sets the stage for
a paradigm shift in healthcare data management. A pivotal feature of this framework is its
bilateral connectivity, facilitated through the robust Application Programming Interfaces
(APIs) between EHR1 and EHR?2. This strategic interoperability not only allows for the
exchange of data but also provides a novel approach to semantic interoperability.

The mechanics of the bidirectional data flow between EHR1 and EHR2 are orches-
trated through a dedicated Semantic Interoperability Interface, which is integrated into the
framework’s architecture. This interface acts as a gatekeeper, regulating access to patient
data between the two EHR systems. When a physician from EHR1 seeks patient informa-
tion from EHR2, they engage with the Semantic Interoperability Interface, necessitating the
input of secure login credentials. This process ensures a stringent verification of the user’s
identity and authorization status, fortifying the overall security of the interoperability
ecosystem. The same process is replicated when a physician from EHR?2 seeks data from
EHR1, cementing the bidirectional nature of the interoperability framework.

Security is a paramount consideration in the implementation of this framework,
with a robust array of access control mechanisms forming the vanguard. Users, whether
from EHR1 or EHR2, are assigned predefined access rights contingent on their roles
and responsibilities. This meticulous access control architecture ensures that sensitive
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patient information is exclusively accessible to authorized personnel, mitigating the risk
of unauthorized data exposure. Additionally, encryption protocols are systematically
deployed to ensure data security during transmission, adding a layer of protection against
potential data breaches.

Furthermore, the framework prioritizes the security of the interconnected EHR sys-
tems. Each EHR, when initiating a connection or data request through the central interface,
undergoes a strict authentication process. The interface prompts the user to input secure
credentials, validating both their identity and authorization status. Simultaneously, the
interface ensures the legitimacy of the originating system, safeguarding against any ma-
licious system or user activities. This two-fold authentication mechanism guarantees the
integrity of data exchanges, providing an additional layer of security at the point at which
a connection is initiated. As stated earlier, the framework employs the AES256 encryption
method. In essence, the framework not only secures the data during transmission but also
rigorously authenticates and authorizes every connection attempt, enhancing the overall
security of the interoperability ecosystem.

How Semantic Interoperability Is Achieved

The semantic search process begins with the retrieval of vectorized data from a special-
ized database. This database contains vectorized representations of diseases and symptoms
from each of the connected prototype systems. The vector index dimension of 1536 was
used in this work. The vectorization process involves converting raw text data into numeri-
cal vectors using techniques like word embedding, which captures the semantic meaning
of the text. In this work, the open-source Al model OpenAl'’s text-embedding-3-small was
utilized to generate these vector embeddings. This model was chosen for its ability to
produce high-quality, semantically rich vector representations at a lower cost. The text
embedding created by this model is stored in a vector database, such as PG Vector, which
facilitates efficient mathematical operations and comparisons during the search process.
The choice of model and vector index length is optimized to enhance the relevance of the
search results. Longer vector indexes, such as 1536 (as used in this work), provide a more
detailed representation of the text and are associated with increased relevance in search
outcomes. Figure 4 captures the various steps involved in the vectorization used in this
work. By selecting appropriate models and vector index lengths, the system can improve
the accuracy and effectiveness of the semantic search process.

TRANSFORM
INTO EMBEDDING

TRANSFORM
INTO EMBEDDING

EMBEDDING
VECTOR
DATABASE

— {

NEIGHBOUR
SEARCH

S —

RESULTS

DOCUMENTS

Figure 4. Vectorization flow (semantic search process).

The primary advantage of using a vectorized database over traditional ontology-based
approaches lies in its ability to capture complex semantic relationships between medical
terms without the need for exhaustive manual curation. Ontologies require extensive effort
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to create and maintain, as they depend on predefined relationships and categories, which
can be limiting and are prone to becoming outdated. In contrast, vectorized databases
automatically learn and represent the semantic nuances of medical data through training
on large datasets. This not only reduces the workload associated with manual updates
but also enhances the flexibility and scalability of the system. By embedding the medical
terminologies and their descriptions into a vector space, the system can leverage elastic
semantic search capabilities to understand and retrieve relevant medical records based on
the context of the search queries. This approach ensures more accurate and contextually
relevant search results, ultimately improving the interoperability and usability of EHRs
across different healthcare platforms.

When a requesting hospital initiates a search for a patient’s medical history from the
interoperability platform, it triggers the semantic search process. The requesting hospital
(Hospital A) seeks to view the patient’s medical history, which is stored in another hospital’s
(Hospital B) system. To facilitate this, the semantic search mechanism converts the patient’s
diagnosis and other relevant medical information from Hospital B’s terminology into a
format or terminology that Hospital A’s system can understand and work with. Upon
receiving the search request, the system first takes the search query and converts it into
its own vector representation. This is achieved using the same OpenAl text-embedding-3-
small model that was used to vectorize the data in the database. This conversion ensures
that both the query and the stored medical data are represented in the same vector space,
making meaningful comparisons possible.

With the vector representation of the search query in hand, the system performs a
cosine similarity search to determine the relevance of the vectorized data to the search
query. Cosine similarity measures the cosine of the angle between two vectors. This metric
reflects how similar the vectors are in terms of their direction in the vector space, focusing
on the orientation rather than the magnitude, which highlights the semantic closeness
between the query and the stored data. The vector representation of the search query is
compared with the vector representations of all data entries in the vector database. The
system calculates the cosine similarity score for each comparison, indicating the degree of
similarity between the query and each data entry. The results are then ranked based on
their similarity scores, with higher scores indicating greater relevance to the query.

The system retrieves the top three most relevant results based on their similarity
scores. These results contain information from across all connected hospitals, including
Hospital B. The system then filters these results to ensure that the information returned
is relevant to Hospital A, focusing on the specific needs of the querying system. As part
of the filtering process, the system translates the patient’s diagnosis and other relevant
medical information from Hospital B’s terminology into a format that Hospital A’s system
can understand. This step ensures that the medical information is not only relevant but is
also comprehensible to the healthcare professionals at the requesting hospital.

The most relevant results from the semantic search are then returned to the requesting
system at Hospital A. This process ensures that healthcare professionals have access to perti-
nent patient medical history in familiar terminology, enabling them to make accurate medical
diagnoses, formulate timely treatment plans, and ultimately improve patient outcomes.

2.1.3. The Privacy Module

The privacy module within the framework is a critical component, designed to safe-
guard the confidentiality and individual rights of users regarding their personal informa-
tion. This module addresses the ever-growing concerns surrounding data privacy, ensuring
that the framework’s operations adhere to stringent privacy regulations and the best prac-
tices laid out in the GDPR (UK/EU) and HIPAA (USA), which served as guidelines for this
framework. By implementing robust privacy measures, the framework not only instills
confidence in its users but also demonstrates a commitment to regulatory compliance,
ethical data handling, and user-centric design. Figure 5 captures the sub-components of
the privacy module within the framework.



Appl. Syst. Innov. 2024, 7, 116

11 of 21

Privacy

f

* Breach Notification

+ Consent management

+ Data retention and Deletion

* Pseudonymization and Anonymization
* Access control

* Data Integrity

Figure 5. Sub-components of the privacy module of the TASIPPS framework.

Figure 4 shows the six (6) components that make up the privacy module. Together,
these components achieve privacy; they are discussed in detail below.

Pseudonymization and Anonymization: Pseudonymization and anonymization are
mandated by the GDPR Art 25 [44]. Pseudonymization is the process of identifying
entities associated with privacy-sensitive data and replacing them with credible alterna-
tives [45]. The incorporation of pseudonymization helps to improve the privacy of the
health records [46]. In the works of [47,48], pseudonymization was used effectively; the
original texts were replaced with synonyms and some lexical substitutes in placehold-
ers to conceal them. In their privacy-preserving framework, [49] proposed the use of
pseudonymization to achieve maximum privacy. Anonymization, on the other hand, in-
volves removing personal identifiers from data to preserve the identity of the person or
entity that the data have been collected about. The work of [50] utilized a combination of
pseudonymization and anonymization to serve as an additional protection for the EHRs
that were collected in their work. This work proposes anonymization and pseudonymiza-
tion at the database level to conceal any personally identifiable patient data.

Data Access Controls: This encompasses the regulation and administration of data
entry and access by employing specialized security mechanisms to guarantee the confi-
dentiality, integrity, and availability of the data [51]. Data access controls are essential for
maintaining data security and to ensure compliance with the data protection regulations
enshrined in the GDPR (Art 5(f)) and HIPAA 45 CER Part 164, Subpart C. This framework
employs data access control mechanisms to ensure the privacy of patients” health records.
This framework makes use of role-based access control, which grants access to data based
on the role of the user. With this proposed framework, when a connected facility attempts
to access a patient’s medical history, a notification is sent to the patient prompting jim/her
of the request. The steps that take place before patient authorization are explained as
follows:

A notification is sent to the patient explaining the query.

The patient can review the query and either approve or deny the request.

Access is only granted if the patient explicitly approves the request.

If the patient does not approve the request, the system will log the denial and notify
the requesting party that access has been denied.

This is depicted in Figure 6.

As depicted in Figure 6, the patient receives a notification indicating a request has
been initiated to view their medical history. This notification will also indicate the name of
the facility and will contain an option to grant or decline the request.

Data Integrity: Data integrity within the proposed framework encompasses maintain-
ing the accuracy, consistency, and reliability of data across their entire lifecycle (GDPR Art 5).
Data integrity ensures that information remains unaltered and dependable from its initial
input through the storage, processing, and retrieval stages. In the context of this frame-
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work, data integrity plays a pivotal role in upholding the credibility of the healthcare data
that will be exchanged and managed within the system. This holistic approach to data
integrity involves multiple strategies. It includes mechanisms such as version control,
which keeps track of data modifications over time, ensuring a clear historical record of
changes. Encryption techniques (AES256) are applied to secure the data during both the
transmission and storage phases, fortifying their protection against unauthorized access.
Hashing algorithms and HMAC (Hash-Based Message Authentication Code) protocols
are employed to guarantee that data in transit remain unmodified and untampered, with
real-time alerts configured to signal any potential breaches. Maintaining data integrity also
encompasses a comprehensive review of access control procedures. Rigorous authentica-
tion and authorization protocols are established, ensuring that only authorized individuals
are able to interact with data. Notably, all alterations or modifications will be meticulously
documented and subject to approval before implementation, bolstering accountability and
traceability. By seamlessly integrating these strategies, the framework ensures data integrity.
This, in turn, underpins the reliability of the healthcare data, fostering an environment of
trust, precision, and security throughout the system’s operations.

Patient Health Record
Access Request

Y
Send Notification to
patient for access

No patient does not approve ‘(Access to medical history
'L declined

Yes patient approve

Facility 1s able to view
patients medical history and
is able to make an informed

decision on the care to

deliver

Patient receives notification
»| of facility accessing their
medical hoistory or access
being declined

Figure 6. How patients grant and decline access to their data.

Data Retention and Deletion: Ensuring proper data retention and deletion is crucial for
maintaining compliance with regulations, protecting privacy, and managing the lifecycle of
data within the proposed framework. The retention and deletion of data will be guided by
the storage limitation principle (Art 5(1) (e)) of the GDPR and other industry best practice
guides. Within the policy module, the retention policies for the different data classifications
are outlined. In this module, data classification is implemented to differentiate between
sensitive data, important data, and non-sensitive data. This framework implements auto-
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mated triggers on the various data classifications and initiates the deletion of data once the
defined retention period expires. The framework also implements cryptographic erasure to
ensure that deleted data cannot be restored. This ensures consistency and reduces the risk
of human errors.

Consent Management: The framework implements an explicit opt-in mechanism
where individuals actively provide their consent before their data are collected or processed,
as mandated by Art. 7 of the GDPR. This is achieved through checkboxes and online forms.
The proposed framework offers granular consent options that allow individuals to choose
which specific portions of their EHR data they are comfortable sharing and for what
purposes. This initiative empowers the patient to control the extent of the data sharing.
There is also a straightforward process that enables individuals to withdraw their consent
at any time. The framework incorporates a centralized system to document consent. This
system stores information about who provided the consent, when it was provided, and
for what purpose(s). Due to the various classifications of data, a prompt is presented for
subjects to re-confirm their consent if their data usage changes.

Breach Notification: Implementing breach notifications requires a combination of
technologies to ensure timely and accurate communication with affected individuals. This
framework incorporates email notifications and system alert flags to notify participants
of breaches. Within the framework’s user interface, web alerts are incorporated, which
appear when users log in. These deliver breach notifications and valuable information
immediately upon login. The GDPR mandates that the data protection authority must be
promptly informed in the event of a system breach (Art 33) and the subjects of the data
must also be informed if there is a risk to their rights and freedoms (Art 34).

2.1.4. The Security Module

This module manages the security aspect of the framework, which is critical in the
sharing and exchanging of EHRs. The GDPR in (Art 5(1) (f)) states that personal data must
be “processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorized or unlawful processing and accidental loss, destruction or
damage, using appropriate technical or organizational measures” This informs some of the
actions undertaken to achieve security within the proposed research. Figure 7 shows the
three components of the security module of the framework. They are application security,
network security, and database security.

NETWORK
SECURITY

APPLICATION
SECURITY

1.Hashing (SHA 512)

2.0AUTH2.0 LIPSEC

ol H -
3.Firewall 2. Firewall

3.Network access control

>

DATABASE SECURITY

1.Transparent Data Encryption
2. Data masking and Redaction

3. Database Activity monitoring

&

Figure 7. Components of the security module.
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As illustrated in Figure 7, these three components are part of the security provisions
needed to protect against attacks on the EHR systems, and form part of the interoperability
system. The components are discussed further below.

Application Security

Within the proposed framework, a pivotal component is the application security layer,
which is designed to enforce the security of the prototypes that are instrumental to the
framework’s functionalities. Application security measures are strategically employed
to safeguard these prototypes, ensuring their integrity, confidentiality, and availability in
the face of modern-day cyber-attacks, potential threats, and vulnerabilities. Incorporating
SHA-512, OAuth 2.0, and strategically positioned firewalls, the application security layer
functions as a safeguarding stronghold for the prototypes within the framework. These
measures collectively bolster data integrity, control access, and mitigate risks, ensuring
that the prototypes remain fortified against a diverse range of security challenges. As the
backbone of the framework’s security architecture, the application security layer plays
an instrumental role in upholding the confidentiality, integrity, and availability of the
prototypes and the sensitive data they manage.

Network Security

This component is geared towards safeguarding the foundation of the proposed frame-
work. This is essential to the comprehensive security approach of the proposed framework,
and a fundamental layer that ensures the protection and resilience of the entire network
infrastructure upon which the framework is built. The implementation of robust network
security measures is paramount to suppressing or eliminating potential threats, mitigating
vulnerabilities, and maintaining the overall integrity of the framework’s operations.

The network security module forms a resilient shield for the framework’s operational
environment by incorporating IPsec, Network Access Control, and fortified firewalls
alongside sophisticated IDS/IPS. These measures collectively enhance data protection,
secure communications, and bolster the framework’s overall resilience against modern
cyber threats. As the bedrock of the framework’s security infrastructure, the network
security module plays an instrumental role in safeguarding the integrity and continuity of
operations across the interconnected parties.

Database Security

The database security subcomponent, a crucial facet of the overarching security mod-
ule, stands as the sanctuary in which critical data reside. Its purpose is to ensure the
impervious security of the data stored within the database, thereby maintaining its con-
fidentiality, integrity, and availability. The implementation of a robust database security
framework is pivotal to blocking or frustrating any potential breach attempts, preserving
data privacy, and maintaining the unwavering trust of stakeholders.

The combination of Transparent Data Encryption (TDE), data masking, redaction,
and Database Activity Monitoring (DAM) used within the database security subcompo-
nent forges a resilient bastion for the data entrusted to the framework. These measures
collectively uphold the sanctity of the data by fortifying their confidentiality, ensuring
controlled access, and enabling a rapid response to potential threats. As the repository
of sensitive information, the database security subcomponent stands as an unwavering
bulwark against the diverse array of risks that seek to compromise the framework’s most
valuable asset—its data.

2.1.5. The Policy Module

The policy module within this framework is dedicated to governing and regulating
various facets of system operations and data management. Its core purpose revolves
around the formulation, enforcement, and administration of policies that safeguard the
ethical, legal, and secure utilization of healthcare data within the framework proposed in



Appl. Syst. Innov. 2024, 7, 116

15 of 21

this study; these policies will be implemented and assessed later in this research. As [52]
aptly noted, the “interoperability of EHRs is inevitably bound with data protection issues
because of the processing of personal data” and, as such, policies must be put in place to
ensure compliance with guiding principles such as the GDPR or HIPAA.

Consequently, the establishment of policies is imperative to ensure adherence to legal
frameworks such as the UK/EU GDPR and the US HIPAA. The policies recommended
in this work draw inspiration from the GDPR, HIPAA, and other industry best practices.
The work was also inspired by the European Commission-issued Recommendation (EU)
2019/243 of February 2019, which is a comprehensive guide for achieving both technical
and semantic interoperability while upholding the privacy and security of patient data.
The policy module in this study aspires to follow this guidance by proposing a set of
policies that will allow for the realization of privacy-preserving technical and semantic
interoperability with robust security measures.

The following policies are implemented in the framework: the Compliance Monitoring
Policy; Change Management Policy; Disaster Recovery and Business Continuity Policy;
Data Consent Revocation Policy; Data Retention and Deletion Policy; Audit Logging Pol-
icy; Error Handling and Reporting Policy; Interoperability Testing Policy; Identity and
Access Management Policy; and Consent Management Policy. The primary objective of
the policy module is to establish a robust system that ensures adherence (by all stakehold-
ers) to the (defined) interoperability standards and regulations governing EMRs. These
policies are guided by the standards presented by [53], which advocate for consistent
system monitoring.

2.2. Case Study of the TASIPPS Framework

The TASIPPS framework was implemented in a system consisting of a central (inter-
operability) platform and two different EMR protypes. A specific case study simulation,
demonstrating the utilization of the TASIPPS framework, was successfully conducted dur-
ing the testing. In this scenario, two simulated healthcare institutions with different EHR
prototypes were integrated using the TASIPPS framework. The framework enabled seam-
less data exchange, ensuring that the medical records from one hospital were accurately
interpreted and accessible to the other hospital in real-time. The semantic interoperability
module played a crucial role in translating healthcare terminologies between the systems,
avoiding any misinterpretation of patient data.

The necessary steps in accessing a patient’s medical history using the TASIPPS frame-
work are as follows (see also Figure 8):

1. A doctor initiates query for patient history: During a consultation, if the doctor at
Hospital A needs to review a patient’s medical history, stored by Hospital B, they
initiate a query request to the central platform. The doctor’s role-based access control
(RBAC) permissions are verified within Hospital A’s system to confirm they are
authorized to make this request.

2. Request sent to central platform: The request (from Hospital A) is securely transmitted
to the central platform, which acts as a mediator between the two connected prototype
(hospital) systems. The central platform identifies the patient’s unique ID and prepares
to fetch the patient’s medical records from both Hospital A (current) and Hospital
B (connected).

3. Verification of doctor’s role: The central platform checks the RBAC policies of both
systems to ensure that a user who is a doctor is making the request, adhering to
the security protocols of each institution. This RBAC verification helps maintain the
data access restrictions, allowing only qualified healthcare practitioners to access
patient information.

4.  Display of patient’s medical history: The central platform retrieves a list of the pa-
tient’s previous visitations from both Hospital A and Hospital B. The list includes
details such as the visit date, hospital name, attending doctor’s name, and any relevant
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clinical notes. This information is presented in a consolidated view on the doctor’s
interface, allowing for a quick overview of the patient’s history across institutions.

5. Patient consent request via OTP: Once the doctor selects a specific medical record to
view, the central platform triggers a consent request to the patient’s registered phone
number. An OTP (one-time password) is sent to the patient, along with a secure link
that allows them to approve or decline the data view request.

6. Patient consent approval/denial: The patient receives the OTP and link, allowing
them to verify the access request. By entering the OTP and selecting “Approve” or
“Decline,” the patient controls the sharing of their medical information, in compliance
with privacy regulations.

7. At this stage, the central platform ensures semantic interoperability by aligning the
medical terminology and data structures across Hospital A and Hospital B. This
alignment allows for data from disparate EMR systems to be accurately interpreted
and presented in a consistent format on the doctor’s interface. By standardizing
terminologies and data models (see Section 2.1.2), the central platform ensures that
the medical information from both hospitals is meaningful and accessible, providing
the doctor with a unified view of the patient’s medical history.

8. Access granted to the doctor (upon approval): If the patient approves the request, the
central platform grants the doctor access to view the selected medical record. The
doctor can then review the patient’s full details, which may contain critical information
for the ongoing treatment.

9.  Audit logging for compliance: the central platform logs the entire transaction, includ-
ing the identities of the requesting doctor, the patient’s approval or denial, the time of
access, and the specific records accessed. This audit trail helps ensure accountability
and compliance with healthcare privacy/data protection regulations.

Visit Date Hospital Doctor Select

Figure 8. Screenshot showing a list of the patient’s medical history.

In the case study, the privacy and security mechanisms, including AES-256 encryption
and role-based access controls, were fully functional, ensuring that only authorized person-
nel could access sensitive patient information. The consent management system was also
successfully tested, allowing for patients to approve or deny access to their medical records
before the data exchange took place.

This case study, supported by the test results, showcases the framework’s ability to
facilitate interoperability, enhance data security, and comply with privacy regulations. It
proves the system’s effectiveness in real-world settings, making it a valuable solution to
the challenges regarding the interoperability of healthcare.

2.3. Evaluation and Discussion

The TASIPPS framework was evaluated by comparing it to existing frameworks
using various criteria relevant to the achievement of interoperability. The comparison table
(Table 1) compares the proposed framework with the related works discussed in Section 1.2.
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Table 1. Framework comparison table.

Blockchain- Hyperledger- Tanzanian

Criteria eEIF  Based (Sharma Ancile Based (Access EHR PbDinEHR ~ DEPLOYR APFLed ryqppg
et al., 2021 [31]) Control) Framework 8
I Semantlc. . Yes No No No Yes Yes No No Yes
nteroperability
I Techmca‘l . Yes Yes Yes Yes Yes Yes Yes Yes Yes
nteroperability
Reusability No No No No No No No Yes Yes
Scalability No No No No No No No Yes Yes
Compliance to Yes Yes Yes Yes Yes Yes Yes Yes Yes
Standards
Consent
Management No Yes Yes Yes No No No Yes Yes
(Privacy)
Access antrol Yes Yes Yes Yes No No No Yes Yes
(Security)
Network Security ~ Yes Yes Yes Yes No No No Yes Yes
Identity and
M Access Yes Yes Yes Yes No No No Yes Yes
anagement
(Security)
Threat Detection
and Prevention No Yes Yes Yes No No No Yes Yes
(Security)
I Legal . Yes No Yes Yes No No No Yes Yes
nteroperability
Privacy Yes Yes Yes Yes No No No Yes Yes

The evaluation of the TASIPPS framework in the comparison table (Table 1) high-
lights its ability to comprehensively meet key interoperability challenges through modern
technologies and robust security measures. The evaluation criteria are explained below.

1.  Semantic Interoperability: the framework excels by utilizing standardized healthcare
terminologies, ensuring consistent and accurate data interpretation across systems.
This addresses a major limitation seen in other frameworks.

2. Technical Interoperability: The framework is highly adaptable, allowing for seamless
integration with various EHR systems and clinical applications, making it suitable for
diverse healthcare environments.

3. Reusability: With its modular architecture, the framework supports the reuse of com-
ponents, which enables flexibility and reduces system redundancy. This reusability
enhances system maintenance and expansion.

4. Scalability: The framework is built on a cloud-based infrastructure with dynamic
resource allocation and load-balancing, allowing the framework to scale efficiently as
data volumes and workflow complexities grow.

5. Compliance with Standards: By leveraging widely accepted standards like SOA,
FHIR, and SAML, TASIPPS ensures compliance, reducing the risk of obsolescence
and maintaining compatibility with future systems.

6. Consent Management: The framework integrates comprehensive privacy controls,
including consent management, to ensure that patients have control over their health-
care data, aligning with regulations like the GDPR and HIPAA.

7. Access Control: Through advanced mechanisms like OAuth 2.0-based authentica-
tion and authorization, TASIPPS ensures that only authorized personnel can access
sensitive patient data, providing strong access control.

8. Network Security: The framework employs advanced encryption techniques such as
AES-256 and SHA-512, maintaining high levels of security in terms of data transmis-
sion and storage, which ensures the protection of healthcare data.
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9.  Identity and Access Management: The framework provides robust identity and access
management solutions to secure sensitive healthcare data, enhancing security across
interconnected systems.

10. Threat Detection and Prevention: With built-in threat detection and prevention mech-
anisms, the framework safeguards healthcare data against cyber-attacks and breaches,
ensuring a high level of system protection.

11. Legal Compliance: The framework also complies with legal frameworks by offering
mechanisms for dynamic data masking and data erasure, ensuring adherence to
privacy regulations like GDPR.

12.  Privacy: Finally, the framework provides enhanced privacy features such as data
obfuscation and masking, ensuring that sensitive patient data remain secure while
ensuring compliance with key data protection regulations.

In comparison with other frameworks, the TASIPPS framework stands out for its holis-
tic approach, integrating privacy, security, and interoperability into a cohesive solution. Its
cloud-based infrastructure, combined with its advanced security measures and support for
emerging technologies, ensures the framework remains scalable, future-proof, and adapt-
able to the evolving needs of data exchanges in healthcare. One possible limitation of the
TASIPPS framework, which will be addressed in further work, is the complexity of imple-
menting it across different regions, as variations in regional healthcare systems, regulations,
and technological infrastructures may require further customization and adaptation.

3. Conclusions

This research proposed a new conceptual framework to ensure the interoperability
of EHRs using a bottom-up approach. The TASIPPS framework streamlines access to
comprehensive patient data for healthcare providers, enabling more informed and timely
decision-making. This reduces administrative burdens, allowing healthcare professionals
to focus on patient care. The enhanced semantic interoperability, powered by the semantic
search and Al text-embedding components, ensures that data are presented consistently
across different systems, minimizing the risk of misinterpretation. For patients, the TASIPPS
framework improves the continuity of care by making health records easily accessible and
transferable across providers, leading to more coordinated and personalized care with
fewer delays and treatment errors.

A comparison of the framework with existing frameworks showed that the TASIPPS
framework addresses key limitations in privacy, security, and scalability while providing
enhanced interoperability across distinct healthcare systems, positioning it as a more
comprehensive solution to modern healthcare needs. In summary, the TASIPPS framework
is well-positioned to remain relevant and effective in the rapidly evolving healthcare
landscape, offering long-term viability in diverse healthcare environments. Its scalability
and adaptability make it suitable for large-scale and nationwide deployment, allowing for
its seamless integration into existing systems at a comparatively low cost. By creating a user-
friendly environment for both healthcare providers and patients, with security and privacy
at the forefront, the TASIPPS framework ultimately leads to better healthcare outcomes,
improved patient satisfaction, and an efficient, interoperable healthcare ecosystem for
all stakeholders.
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