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Abstract—Blockchain is now a widespread technology. How-
ever, achieving mass adoption for specific applications requires
overcoming several challenges inherent to the use of distributed
algorithms and cryptographic primitives, which are central to
blockchain technology. One of the main obstacles is interoper-
ability between different blockchains, as each blockchain acts
as an isolated environment. To address the interoperability
problem, it is essential to use off-chain processes capable of
interconnecting the blockchains in question. If the intercon-
nected blockchains are private or consortium-based, attention
must be paid to both the confidentiality of the data exchanged
and the authority of those authorised to operate on them. We
propose a novel approach in which each blockchain implements
its own off-chain component. Each off-chain component does
not communicate with the others and uses a threshold digital
signature scheme as cryptographic proof aimed at improving
the control and management of inter-chain transactions, along-
side computational complexity reductions.

1. Introduction

Blockchain is a disruptive technology, originally con-
ceived as a distributed ledger to support the secure ex-
change of cryptocurrencies between untrusted parties. The
transactions are kept within a ledger structured into a se-
ries of blocks. The blocks are linked and secured using
cryptographic principles. Each block contains transactions
exchanged by users within a certain period of time. Over the
last decade, blockchain technology has evolved significantly,
expanding functionality beyond what its pioneer, Bitcoin,
offered. One of the most significant advancements is the
development of smart contracts, digital contracts executed
within the blockchain. Ethereum introduced a Turing com-
plete programming language called Solidity [1], turning the
blockchain into a programmable system. Within Ethereum,
the smart contracts can interact with participants or other
smart contracts. The availability of a variety of blockchains
and their adoption is gradually permeating into the private
sector as well. As more and more blockchains were devel-
oped, the need for them to interact with each other became
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apparent. Inter-chain transactions, or cross-chain communi-
cation, are critical to achieving a fully integrated blockchain
environment, but they introduce a number of challenges,
particularly in the areas of privacy and trust, especially for
permission-based (permissioned) blockchains. It is known
that interoperability is not possible without the presence of
off-chain third parties in charge of conducting communica-
tions [2]. The off-chain components are in charge of veri-
fying the presence of a transaction on a source blockchain
and executing its counterpart on a destination blockchain.
Projects such as Polkadot [3], Cosmos [4], and the Cross-
chain Interoperability Protocol (CCIP) [5] have proposed
solutions that aim at interconnecting public blockchains
within a unified framework. Cosmos and Polkadot require
specific configurations in the architecture of the intercon-
nected blockchains, limiting their applicability. They make
use of intermediate blockchains and relays responsible for
moving transactions from a source blockchain to a destina-
tion blockchain. The presence of an intermediate blockchain
adds a level of complexity that could affect the scalability
of the entire infrastructure and furthermore, an economic
incentive is needed to make an inter-chain transaction. CCIP
is more versatile, being based on oracles and smart con-
tracts, that involves the presence of different oracles that
implement a consensus protocol. These oracles require read
and write access to the interconnected blockchains. This
problem arises in contexts where blockchains are permis-
sioned, with CCIP also requiring economic incentives to
carry out inter-chain transactions. Furthermore, none of the
proposed protocols provide a mechanism that governs the
initiation of an inter-chain transaction. This can be prob-
lematic in contexts where interconnected blockchains have
significantly different block production times, generating
bottlenecks. To mitigate these existing challenges, this paper
explores a novel off-chain component for interoperability
protocols that does not implement consensus algorithms but
uses an threshold signature scheme to handle inter-chain
transactions. The introduction of a threshold signature aims
at making the protocol more efficient, as it requires less
computational effort than consensus protocols. The protocol
aims at promoting interoperability between permissioned



blockchains, improve control over cross-chain transactions,
and preserve confidentiality. The main idea is to implement
specific off-chain components for each blockchain, with
these off-chain components do not directly communicate but
work indirectly. One one hand, the off-chain components
have the task of regulating user activities in sending inter-
chain transactions, avoiding the saturation of the slower
blockchain, favouring synchronisation between the inter-
connected blockchains; but on the other hand, they aid
in finalising an inter-chain transaction. In both cases, it is
necessary to use a cryptographic proof that must be verified
on specific smart contracts that resides on interconnected
blockchains.

2. Interoperability Protocol

In this section, we present a protocol that aims at con-
necting two permissioned blockchains, or a permissioned
blockchain to a public one. The idea of the protocol is
based on the following points: 1. Users can initiate inter-
chain transactions independently, like normal transactions;
2. Inter-chain transactions occur exclusively through smart
contracts; and 3. The inter-chain process is in charge of ver-
ifying the activities in the inter-chain actions and finalising
the transactions in the target blockchain. The protocol aims
at combining the properties of relays and oracles. On one
hand, the protocol is similar to relays, which are responsible
for monitoring events and generating cryptographic proof;
but on the other hand, it is similar to oracles, where the off-
chain components themselves read the data needed to gen-
erate and send transactions. Figure 1 shows the steps needed
by the protocol in case the interconnected blockchains are
permissioned. Each blockchain (B4 and Bp) has its own
off-chain component (OC4 and OC'p), capable of reading
and writing to the blockchain to which it is connected, and
can read only the portions of data subject to inter-chain
transactions from the destination blockchain. An inter-chain
transaction occurs according to the following steps: (1) a
user sends an inter-chain transaction to the Source smart
contract. After the transaction is validated, it generates an
event or system log; (2) the off-chain component OCp of
the target blockchain Bp reads the contents of the inter-
chain transaction; (3) using the data contained therein, it pre-
pares an inter-chain transaction and sends it to the destina-
tion blockchain. If the transaction is valid, it is validated by
the validator nodes of the destination blockchain; (4) once
validated, the Target smart contract generates an event or
system log that is captured by the off-chain component OC 4
of the source blockchain B,4; (5) with the data contained
therein, the off-chain component OC4 sends a transaction
to the Source smart contract as an ack of completion. This
completes an inter-chain transaction. In case the transaction
on the target blockchain fails (step (3) of Figure 1), the
off-chain component OC'y4 of the source blockchain By
must execute a roll-back transaction that restores the state of
the source blockchain, reverting any changes made by the
transaction that generated an inter-chain transaction (step
(1) of Figure 1), i.e., in case of transfer of fungible or non-
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Figure 1. The figure shows the main steps needed by an inter-chain
transaction from the source blockchain B4 to the destination blockchain
Bp in the case both By and Bp are permissioned.

fungible tokens, it is necessary to re-credit the user who
initiated the transaction.

The protocol is simpler in the case of communica-
tions from a permissioned blockchain to a public one as
a single off-chain component managed by the permissioned
blockchain is required.

2.1. Observations

The computational complexity for the protocol imple-
mentation is quite low. Each permissioned blockchain has its
own trusted off-chain component responsible for managing
communications with other blockchains. Each blockchain
has interface smart contracts that allow the execution of
inter-chain transactions. An inter-chain transaction can be
initiated by users via simple calls to the Source smart
contract.

In the proposed protocol, the simplest way to define off-
chain components is to provide individual processes respon-
sible for verifying the status of inter-chain transactions and
making decisions, such as finalising transactions and notify-
ing their completion or rejection. However, structuring off-
chain components as single processes opens up a significant
number of problems. First, it introduces single points of
failure, threatening the distributed or decentralised nature
of blockchains. Second, delegating the power to change
the state of one blockchain, based on the state of another
blockchain, to a single process is very risky. Individual pro-
cesses could be compromised or act maliciously. Moreover,
in the case of consortium blockchains, this can open up
disputes regarding the authority in charge of managing the
node that implements the off-chain component.

A possible solution is to define the process as distributed
or, at most, decentralised. At the same time, however, we
want to avoid implementing a consensus algorithm, as it
would introduce further scalability issues, and we want the
off-chain process to be able to send transactions directly
to the blockchain. With these properties in mind, in the
next section, we present a decentralised off-chain component



that conducts cross-chain transactions and makes use of a
threshold signature scheme.

3. Off-chain component based on a threshold
signature scheme

The off-chain component must be distributed or decen-
tralised and must not implement consensus algorithms to
manage inter-chain transactions. This is essential to avoid
scalability issues in inter-chain communications. In recent
years, research on the so-called (¢,n)-threshold signatures
has been very active, proposing innovative solutions that
have made this cryptographic scheme versatile and efficient.
The main idea of a threshold signature is to enable a group
of participants to collaboratively generate a single digital
signature. Some of the most recent advances concern the in-
troduction of multi-party computation (MPC) to improve the
efficiency and security of threshold signature, especially in
the distributed key generation protocol in charge of generat-
ing the individual keys of the participants. The major devel-
opments in this sense concern threshold signature schemes
based on BLS [6] and ECDSA [7]. Therefore, we propose
the introduction of a (t,n)-threshold signature scheme in
order to increase the security and trust of off-chain nodes.
The presence of a threshold signature guarantees that inter-
chain transactions must be signed by a minimum number
of nodes ¢, where ¢ is the threshold required to produce
valid signatures. So, the off-chain component is composed
of n nodes OC = {pi1, p2,..., Pn}, each of which is
equipped with a private key s;, known only to the node
p; itself. The set-up of the threshold scheme is entrusted
to the same bodies that manage the validator nodes (i.e.,
referring to Figure 1, OCy4 is set up by the authorities of
By, and OCp is set up by the authorities of Bg). The off-
chain nodes are divided into two sets called primary and
secondary. The primary node is responsible for requesting
partial signatures from the secondary nodes, verifying their
correctness, producing the threshold signature, and sending
the transactions on their own blockchain. Secondary nodes
must verify the primary node’s requests and, if valid, pro-
duce their own partial signatures to return to the primary
nodes. Each node is associated with a reputation score
that discriminates between nodes that can be primary and
those that are secondary. Primary nodes are selected among
those with a high reputation score and rotate in a round-
robin fashion. Each node has access to the state of the
source blockchain and to the state inherent to the inter-
chain transactions of the destination blockchain. In this way,
as soon as a signature request is received from a primary
node, each secondary node is able to verify whether the
request is valid and can decide whether to produce the
partial signature or reject it. Furthermore, only data relating
to inter-chain transactions is requested by the destination
blockchain, preserving confidentiality.

In case a selected primary node is malicious, it may
try to request the signature of a fraudulent transaction. This
behaviour is prevented by the threshold signature structure,

as long as the number of honest nodes needed to reach
the threshold (¢) is greater than 50%; otherwise, there is a
risk of producing valid signatures on fraudulent transactions.
Alternatively, a malicious node may not send transactions
intended to finalise an inter-chain transaction, degrading the
performance of the off-chain component. In both cases, the
malicious node’s reputation score is degraded. If the score
gets too low, the node is kicked off the network and must
be replaced by a new one.

Figure 2 shows the case where the off-chain component
OC'g of the destination blockchain Bp finalises an inter-
chain transaction, i.e., steps (2) and (3) of Figure 1. After
a user initiates an inter-chain transaction, the Source smart
contract generates an event containing the data needed by
the off-chain component of the target blockchain. The se-
mantics of the events are well defined and follow a structure
similar to [8]. In particular, the event must contain the
following data: the address of the user who initiated the
inter-chain transaction in the source blockchain; the virtual
nonce, a progressive number that records the number of
inter-chain transactions carried out by the user of the source
blockchain; and parameters, the data subject to the inter-
chain transaction.

The off-chain component of the destination blockchain
works as follows:

1) the primary node of the off-chain component OCp
is aware of the event and requests the generation
of partial signatures from the secondary nodes.
Each secondary node has access to the same event
and can verify the consistency of the request. So,
each secondary node, using the data of the event,
individually constructs a message m as follows:

m := [parameters] || address || virtual nonce

where parameters contain the input parameters of
the inter-chain function to be executed, address
is the public identifier of the user who initiated
the inter-chain transaction, and virtual nonce is
a progressive number that records the inter-chain
transactions carried out by that user; the symbol ||
indicates the concatenation operation.

The address, virtual nonce pair guarantees that the
events generated are unique and always identifiable
by the off-chain components. Once the message m
has been constructed, the off-chain nodes calculate
the hash i = Hash(m), on which they produce their
partial signatures o;. Then, they send back the par-
tial signature to the primary node. Once the partial
signatures o; have been collected, the primary node
verifies if at least ¢ signatures produced are valid.
If so, the latter are aggregated to form the output
signature o. Once the signature is produced, the
primary node prepares the transaction to finalise the
inter-chain transaction. If the minimum threshold ¢
is not reached, the primary node sends a transaction
with an empty signature o = () that will produce
an event notifying the rejection.
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Figure 2. The figure shows how an off-chain component finalises an
inter-chain transaction. The primary node (the green one) is in charge of
collecting the partial signatures from the secondary nodes (the grey ones),
verifying their validity, and producing the threshold signature needed to
finalise an inter-chain transaction.

2) the transaction is sent to the Verification smart con-
tract, in charge of verifying the threshold signature.
If the threshold signature is recognised as valid,

3) an internal transaction is sent to the Target smart
contract, responsible for verifying the validity of the
transaction itself. The same scheme is used for the
transactions that notify the completion of the inter-
chain transaction, i.e., steps (4) and (5) of Figure 1.

4. Discussion

We have presented that using a threshold signature
could be a good alternative to consensus protocols for
managing inter-chain transactions, that allows for significant
complexity reductions as well as enhancing interoperabil-
ity of various blockchains. However, allowing individual
users to initiate an inter-chain transaction could lead to
scalability issues in the target blockchain, especially if the
throughput of the interconnected blockchains is very dif-
ferent (i.e., the target blockchain is much slower than the
source blockchain). Limiting the transaction rate may not be
a sufficient countermeasure, as there is a risk that individual
users could saturate the network, excluding other users from
sending inter-chain transactions. Furthermore, depending on
the use case, there may be a need to keep the state of
the interconnected blockchain synchronised. A possible idea
to mitigate these issues could be to introduce a lock and
unlock mechanism for users to regulate activities in inter-
chain transactions. Finding the most efficient solution to this
issue requires further research and analysis.

5. Conclusion

The study presents a novel off-chain component that
aims at interconnecting permissioned blockchains. Each

blockchain has its own specific off-chain component, man-
aged by the same authorities that manage the validator
nodes. The off-chain components are not interconnected
with each other but work indirectly via events or log systems
generated by specific smart contracts resident on the differ-
ent blockchains. Each off-chain component has access only
to the portion of data affected by inter-chain transactions,
increasing confidentiality. Off-chain nodes don’t implement
consensus algorithms, as it would affect scalability in inter-
chain communication. To increase trust and security, off-
chain nodes make use of a threshold signature scheme that
must be validated on specific smart contracts. The presence
of the threshold signature guarantees that a digital signature
is valid only if a minimum number of nodes ¢ sign it,
keeping the off-chain component decentralised and avoiding
single points of failure.
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