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Abstract. The challenge of training AI models is heightened by the
limited availability of data, particularly when public datasets are in-
sufficient. While obtaining data from private sources may seem like a
viable solution, privacy concerns often prevent data sharing. Therefore,
it is essential to establish a system that effectively balances privacy con-
cerns with the need for data. In our previous work, we introduced “De-
fendroid”, which focuses on real-time Android code vulnerability detec-
tion using a blockchain federated neural network with explainable arti-
ficial intelligence. In this study, the Defendroid approach is enhanced by
incorporating variable differential privacy techniques to ensure the pri-
vacy of the model training process. The proposed method significantly
improves privacy, achieving a privacy budget between 1 and 1.5, while
maintaining Defendroid’s baseline accuracy of 96% and an F1-Score of
0.96. As a result, this research thoroughly addresses concerns about the
privacy of source code, filling a critical gap. This advancement not only
showcases the effectiveness of the new approach but also its capability
to address the significant challenges of privacy and data scarcity in AI-
driven, community-focused Android code vulnerability detection.

Keywords: Android code vulnerability · federated learning · differential
privacy · data scarcity · artificial intelligence

1 Introduction

The utilisation of AI has surged in recent years due to its rapid expansion and
myriad features. Consequently, numerous fields are endeavoring to leverage AI
to efficiently tackle various challenges. AI methodologies can also be employed
to identify and promptly rectify source code vulnerabilities, ensuring the secure
development of Android applications [22]. Despite several AI-based vulnerability
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detection techniques being proposed, many of them fail to effectively detect code
vulnerabilities during the coding phase. This limitation stems from the challenge
of training such models with high accuracy, aggravated by the scarcity of avail-
able datasets, as many of these methods rely on classification-based approaches
[7]. Even in cases where a properly labelled dataset is obtainable, it may be
insufficient in size to significantly enhance the accuracy of the developed model.
Therefore, addressing the issue of data scarcity is imperative.

Creating a sizable Android code vulnerability dataset or expanding an exist-
ing one by annotating source code from scanned Android Application Packages
(APKs) is technically viable, but this method presents its own limitations. The
breadth of the dataset, including the variety of distinct vulnerable categories, is
constrained, and it might lack a sufficient number of code instances for novel vul-
nerabilities [23]. Another strategy involves training a model using source code
directly sourced from app developers. However, developers might be hesitant
to share their proprietary code due to privacy concerns. To address this chal-
lenge in the model training phase, federated learning offers a solution [27]. This
technique involves dispersing the model training process across multiple entities
interconnected within a federated environment. Consequently, these entities can
individually train the model and refine the final model without divulging their
data, which consists of source code snippets.

While federated learning offers a privacy-preserving training approach, it
does not guarantee complete privacy, as attackers could potentially access model
weights, identify training clients, and launch various attacks to uncover data [26].
Therefore, introducing noise into the model training process can significantly en-
hance privacy. To achieve this, differential privacy can be combined with feder-
ated learning for training the Android code vulnerability detection model which
was proposed in our previous Defendroid approach [25]. Consequently, this paper
introduces this approach to augment the existing model for Android code vul-
nerability detection, which was previously trained using the LVDAndro dataset
[23] in our prior studies [12, 24].

In summary, this paper makes the following contributions:

– Extending our previous work, Defendroid [25], which introduced an AI-
driven Android code vulnerability detection, to assure the model privacy.

– Simulating the application of differential privacy across various clients and
analysing the variations in accuracy and F1-Score across the entire model.

– Integrating variable differential privacy to blockchain based federated aver-
aging process by introducing DPV-BLFedAvg algorithm.

The paper is structured as follows: Section 2 provides the background and
related work. Section 3 explains the methodology of how differential privacy
applies to the existing Defendroid model. This section also presents results and
corresponding discussions related to various experiments. The Section 4 covers
conclusions and future work.
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2 Background and Related Work

This section establishes the foundation for the study by discussing several key
aspects, including the challenge of limited data availability in training AI models,
the federated learning approach for AI model development, how blockchain can
be used with federated learning, considerations of differential privacy, as well as
AI-based Android code vulnerability detection alongside relevant literature.

2.1 Data Scarcity

Data scarcity in AI model development refers to the insufficiency of available
data for effectively training machine learning algorithms. This shortage encom-
passes a lack of quantity, quality, and diversity in the datasets necessary to train
models robustly [6]. Data scarcity poses significant challenges as it impedes the
ability of AI models to generalise well to new, unseen data, often leading to
over-fitting where models become overly tailored to the training data [3, 21].
Consequently, this limitation undermines the models’ predictive accuracy and
diminishes their applicability in real-world scenarios. Moreover, data scarcity re-
stricts the complexity and capabilities of AI models, hindering their capacity to
capture and represent intricate patterns in the data.

To address data scarcity, various strategies can be employed. Data augmenta-
tion techniques involve generating synthetic data or perturbing existing samples
to enhance dataset size and diversity, thereby improving model robustness [4,
7]. Additionally, acquiring real-world data from diverse sources can help allevi-
ate data scarcity by providing more comprehensive and representative datasets
for model training [7]. However, the acquisition of real data may raise privacy
concerns, highlighting the need to balance efforts to overcome data scarcity with
considerations for ethical data practices. Thus, while addressing data scarcity is
crucial for enhancing AI model performance, it must be done responsibly, taking
into account privacy implications and ethical considerations.

2.2 Federated Learning for AI Models

Federated Learning is based on a distributed ML approach, which involves train-
ing multiple local models, on different devices, to create a global model. In a
federated environment, clients who connect to the server can train their own lo-
cal models with their own data in several training rounds. During these rounds,
the model weights are shared with the federated server, which averages and up-
dates them and creates a global model using the Federated Averaging (FedAvg)
algorithm [28]. FedAvg is a popular FL averaging technique that facilitates local
model training on multiple clients without sharing the client’s local data with
the server [15].

This approach offers the potential for model convergence with different client
local data in non-independent and non-identically distributed settings. As a re-
sult, researchers from diverse fields have explored FL methods from various per-
spectives [13, 14]. However, none of these studies has examined how this can
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be applied to AI-based Android code vulnerability detection models. Notably,
federated learning only shares model weights with the federated server, not the
original data, which effectively safeguards the privacy of the client source code
in this case.

2.3 Blockchain-based Federated Learning

Conventional federated learning has certain inherent drawbacks, especially in
the areas of coordinating participant activities, determining their benefits, and
aggregating models. This is mainly because most current solutions depend on
a centralised approach, which requires a reliable central authority for coordina-
tion. This approach brings with it several disadvantages, such as vulnerability
to attacks, credibility issues, challenges in reward calculation, and difficulties
in motivating participants for model training. Blockchain technology has been
identified as a potential solution to these problems.

A blockchain is essentially a distributed ledger build with a series of data
blocks arranged in sequence, each block containing a set of verifiable transactions
[11]. Except for the first block, each block in a blockchain includes the hash value
of the previous block’s header, forming a chain of linked blocks. Blockchains use
unique consensus mechanisms like proof of work (PoW) or proof of stake (PoS),
managed by a Peer-to-Peer (P2P) network of nodes. This structure makes it
difficult to create but easy to verify each data block. The chain’s structure, the
complexity of block creation, and the decentralised consensus achieved in P2P
networks make the data in a blockchain highly resistant to changes. The un-
changeable nature and traceability of data in blockchains make them a robust
technical solution for maintaining a reliable database in a decentralised and trust-
worthy way [29]. As a result, researchers from various disciplines have examined
methods of federated learning based on blockchain from different perspectives
[13, 20]. However, except our previous work, Defendroid [25], none of the other
studies have yet investigated the possible use of blockchain in conjunction with
federated learning for detecting vulnerabilities in Android code using AI.

2.4 Differential Privacy

Differential privacy is a framework aimed at safeguarding individual data within
a dataset while still enabling useful insights to be derived. By injecting calibrated
noise into the training data, this approach ensures that even if an adversary gains
access to the output of data analysis, they cannot discern whether specific in-
dividuals contributed to the dataset [26]. This protection reduces the risk of
privacy breaches and unauthorised access to sensitive information. However, the
incorporation of noise into the training process can impact the overall perfor-
mance of AI models, necessitating a careful balance between privacy preservation
and model utility [18].

Despite the utilisation of federated learning for AI model training, concerns
persist regarding the privacy implications of transmitting model updates to a
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central server. To address this issue, organisations can enhance privacy protec-
tion by incorporating differential privacy mechanisms into federated learning
practices [19, 27]. This entails applying differential privacy techniques to the
aggregation of model updates or parameters, ensuring the confidentiality of in-
dividual clients’ data throughout the federated learning process. By adopting
this integrated approach, the risk of private information leakage is mitigated,
thereby fortifying the overall privacy posture of federated learning models. This
augmentation not only safeguards sensitive data but also instills greater confi-
dence in stakeholders regarding the privacy-preserving capabilities of federated
learning frameworks. As organisations navigate the evolving landscape of data
privacy regulations and user expectations, the adoption of differential privacy in
conjunction with federated learning represents a proactive step towards promot-
ing responsible and ethical AI development practices.

2.5 Android Code Vulnerability Detection

Code vulnerabilities found within applications can lead to the emergence of bugs.
These vulnerabilities encompass a spectrum of issues, ranging from simple pro-
gramming errors like buffer overflows or inadequate input validation to more
intricate concerns such as logic flaws or insecure cryptographic implementations
[16]. Such vulnerabilities pose various security risks, including unauthorised ac-
cess to sensitive data, denial of service attacks, and privilege escalation. The
presence of code vulnerabilities in Android applications can be particularly con-
cerning due to the prevalence of Android as the leading mobile operating system,
with smartphones often serving as primary repositories of personal data [10, 22].

Developing tools for detecting Android code vulnerabilities using AI is a
viable approach. To train such tools, a properly labelled dataset is required.
Though there are some datasets such as Ghera and Androvul available, limi-
tations such as labelling and data scarcity can be seen [22]. To overcome that
the LVDAndro dataset was introduced in our previous work [23], providing a la-
belled dataset that contains Android source code vulnerabilities. The LVDAndro
was produced by a combination approach of the MobSF [2] and Qark [17] scan-
ners. The latest dataset was created by scanning the apps from repositories and
labelled based on Common Weakness Enumeration (CWE). Since the LVDAn-
dro dataset is publicly available and provides good accuracy for vulnerability
detection, it can be used as a valuable resource for training AI-based models.
However, the concern of data scarcity is an issue to enhance the model and ap-
plicability of approaches such as federated learning and differential privacy need
to be explored to overcome that.

3 Integrating Differential Privacy with Defendroid

The process of applying differential privacy was conducted to the model already
proposed in Defendroid [25]. Initially, Defendroid establishes its backend model
through the training of a neural network model using the LVDAndro dataset.
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This model is then trained within a blockchain federated environment. Subse-
quently, the best-performing model is seamlessly integrated into a Flask API.
This API, in turn, is incorporated into Android Studio as a plugin, enhancing
the developer’s ability to detect vulnerabilities while leveraging the capabilities
of XAI [25]. The Defendroid was able to achieve 96% accuracy with 0.96 F1-score
for both binary classification to identify vulnerable codes, and multi-class clas-
sification to identify the CWE category of the vulnerability for 11 CWE classes.
The overall process of the Defendroid is illustrated in Fig. 1. The federated
learning simulation setup used in Defendroid is illustrated in Fig. 2.

Fig. 1: Overview of the Defendroid Model [25]

Fig. 2: Federated Learning Simulated Environment [25]
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Though the prediction performance is high in the Defendroid model, privacy
concerns and the confidentiality of the source code of the training clients was not
addressed in detail. Hence, to enhance the confidentiality of the model training
phase, techniques of differential privacy are introduced in this work. The inte-
gration of differential privacy allows for the quantification of privacy assurances.
AI models can be responsibly crafted to learn from private data, thereby reduc-
ing the potential danger of revealing sensitive training data. After a model is
trained using differential privacy, it remains unaffected by any individual train-
ing example or a small group of training examples in its dataset. This aids in
reducing the risk of sensitive training data exposure in model training. This was
achieved through the use of the Google differential privacy framework [1, 8] and
the TensorFlow privacy framework [9].

The first step in this process was to execute a grid search to ascertain
the most suitable values for parameters such as learning rate, noise multiplier,
l2 norm clip, and num microbatches within differential privacy. The l2 norm clip
is a hyperparameter that sets the maximum Euclidean (L2) norm for each gra-
dient applied to update model parameters, limiting the optimiser’s sensitivity to
individual training points. The noise multiplier refers to the quantity of noise
sampled and added to gradients during training. Increased noise generally en-
hances privacy, potentially at the cost of lower utility. Data batches are divided
into smaller units known as microbatches, each ideally containing a single train-
ing example. This allows gradients to be clipped on a per-example basis, reducing
the negative impact of clipping on the gradient signal and typically maximising
utility. The size of microbatches can be increased to include more than one train-
ing example to reduce computational overhead. The average gradient across these
multiple training examples is then clipped. The learning rate, a hyperparameter
already present in neural network model, influences the impact of each update.
A lower learning rate may aid convergence if the updates are noisy [9].

Under perfect conditions, not all participants in federated learning might
have privacy as their main concern, with some potentially being more interested
in contributing to open-source projects. As a result, it might not be essential
to incorporate differential privacy for every client. To investigate this possibil-
ity, a series of experiments were conducted where the number of clients using
differential privacy was varied. From the grid search the optimal values for this
scenario were determined as noise multiplier of 1.3, l2 norm clip of 1.5, batch
size of 256, and num microbatches of 256.

3.1 Applying Differential Privacy to Clients

Three experiments were conducted by applying differential privacy to various
number of clients involved in the federated training process.

– Experiment 01:
As the first experiment, differential privacy was applied to all the six clients
(a-Alpha, b-Bravo, c-Charlie, d-Delta, e-Echo, and f-Foxtrot) who involved
with the initial Defendroid model’s Federated Learning environment [25]. As
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a result, the models were named Defendroid-B-DP-a, Defendroid-B-DP-ab,
Defendroid-B-DP-abcd, and so on, where “DP” signifies the use of differen-
tial privacy. This same experimental process was also used for the multi-class
models, which were named Defendroid-M-DP-a, and so on. The results for
the binary models can be found in Table. 1a, while the outcomes for the
multi-class models are shown in Table. 1b.

Table 1: Experiment 01: Federated Learning with Differential Privacy Applied
to All Clients

(a) Binary classification

Model Name Accuracy F1-Score

Defendroid-B-DP-a 95.64% 0.9482
Defendroid-B-DP-ab 95.81% 0.9492
Defendroid-B-DP-abc 95.86% 0.9496
Defendroid-B-DP-abcd 95.98% 0.9504
Defendroid-B-DP-e 95.46% 0.9483
Defendroid-B-DP-f 95.51% 0.9502

Defendroid-B-DP-abcdef 95.65% 0.9501

(b) Multi-class classification

Model Name Accuracy F1-Score

Defendroid-M-DP-a 93.01% 0.9201
Defendroid-M-DP-ab 93.17% 0.9212
Defendroid-M-DP-abc 93.33% 0.9242
Defendroid-M-DP-abcd 93.45% 0.9315
Defendroid-M-DP-e 92.11% 0.9156
Defendroid-M-DP-f 92.31% 0.9167

Defendroid-M-DP-abcdef 94.51% 0.9411

– Experiment 02:
In the second experiment, differential privacy was applied to Alpha, Delta,
Echo, and Foxtrot clients. This experiment was inspired by real-world situa-
tions where privacy concerns are a priority for some clients, but not for oth-
ers. As a result, the models were named as Defendroid-B-DP-a, Defendroid-
B-DP-a-N-b, Defendroid-B-DP-a-N-bc, Defendroid-B-DP-adef-N-bc, and so
on. In these labels, “DP” denotes the application of differential privacy, while
“N” indicates clients that did not use differential privacy. The same exper-
imental procedure was used for the multi-class models, which were labelled
as Defendroid-M-DP-a and so on. The outcomes for binary classification
are provided in Table. 2a, while the results for multi-class classification are
outlined in Table. 2b.

Table 2: Experiment 02: Federated Learning with Differential Privacy Applied
to Randomly Selected Clients

(a) Binary classification

Model Name Accuracy F1-Score

Defendroid-B-DP-a 95.64% 0.9482
Defendroid-B-DP-a-N-b 96.01% 0.9508
Defendroid-B-DP-a-N-bc 96.05% 0.9523
Defendroid-B-DP-ad-N-bc 96.06% 0.9532

Defendroid-B-DP-e 95.46% 0.9483
Defendroid-B-DP-f 95.51% 0.9502

Defendroid-B-DP-adef-N-bc 95.81% 0.9541

(b) Multi-class classification

Model Name Accuracy F1-Score

Defendroid-M-DP-a 93.01% 0.9201
Defendroid-M-DP-a-N-b 93.4% 0.9261
Defendroid-M-DP-a-N-bc 94.00% 0.9359
Defendroid-M-DP-ad-N-bc 94.20% 0.9410

Defendroid-M-DP-e 92.11% 0.9156
Defendroid-M-DP-f 92.31% 0.9167

Defendroid-M-DP-adef-N-bc 94.78% 0.9452
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– Experiment 03:

In the third experiment, differential privacy was applied to all clients with
the exception of Alpha. The reason for this exclusion is that Alpha uses the
entire LVDAndro dataset, which is publicly accessible. As a result, privacy
considerations are not relevant for this client, while they are assumed for
all other clients. In this context, the models were named as Defendroid-B-
N-a, Defendroid-B-DP-b-N-a, Defendroid-B-DP-bc-N-a, Defendroid-B-DP-
a-N-bcdef, and so on. Here also, “DP” stands for the application of differ-
ential privacy, and “N” denotes clients that did not use differential privacy.
The same experimental procedure was used for the multi-class models, which
were named Defendroid-M-DP-a and so on. The results for binary classifica-
tion are provided in Table. 3a, while the findings for multi-class classification
are outlined in Table. 3b.

Table 3: Experiment 03: Federated Learning with Differential Privacy Applied
to All Clients Except Alpha

(a) Binary classification

Model Name Accuracy F1-Score

Defendroid-B-N-a 96.04% 0.9574
Defendroid-B-DP-b-N-a 96.05% 0.9575
Defendroid-B-DP-bc-N-a 96.06% 0.9577
Defendroid-B-DP-bcd-N-a 96.07% 0.9578

Defendroid-B-DP-e 95.46% 0.9483
Defendroid-B-DP-f 95.51% 0.9502

Defendroid-B-DP-bcdef-N-a 96.08% 0.9580

(b) Multi-class classification

Model Name Accuracy F1-Score

Defendroid-M-N-a 93.50% 0.9213
Defendroid-M-DP-b-N-a 94.1% 0.9281
Defendroid-M-DP-bc-N-a 94.5% 0.9397
Defendroid-M-DP-bcd-N-a 94.67% 0.9410

Defendroid-M-DP-e 92.11% 0.9156
Defendroid-M-DP-f 92.31% 0.9167

Defendroid-M-DP-bcdef-N-a 95.33% 0.9502

The outcomes of these three experiments underscored the importance of bal-
ancing accuracy and privacy in model training since when applying differential
privacy as above, the model performances have been comprised to some ex-
tent. The third experiment, which simulated real-world conditions by allowing
client Alpha to use the LVDAndro dataset while other clients used their own
data, demonstrated the efficacy of differential privacy measures in maintaining
privacy.

The epsilon (ϵ) parameter, serving as a metric to gauge the privacy level
of a model employing differential privacy known as privacy budget [8], was de-
termined for the third experiment. The computed values were 1.19 for binary
classification and 1.26 for multi-class classification. These findings indicate a
strong privacy assurance, aligning with the optimal range of 1 to 1.5 for the
privacy budget as suggested in [5].
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3.2 Variation of Accuracy and Privacy Budget with Noise
Multiplier

A study was carried out to determine the impact of noise multiplier variations on
the performance of the model. This study entailed altering the noise multiplier
within a range of 0 to 2.5 as this range is generally considered as optimal [5]. It
compares the privacy budget (ϵ) and the accuracy for both binary and multi-class
classification. Throughout this experiment, the l2 norm clip, which is associated
with gradient clipping for privacy preservation, was kept constant at 0. The
outcomes of the binary classification are detailed in Table 4a and Table 4b details
for the multi-class classification. Fig. 3 illustrates these variation.

Table 4: Variation of Accuracy and Privacy Budget with Noise Multiplier

(a) Binary Classification

Noise Multiplier Accuracy Privacy Budget (ϵ)

0 96.17% 5.21
0.1 96.15% 5.01
0.3 96.13% 4.46
0.5 96.12% 3.23
0.7 96.11% 2.72
0.9 96.11% 2.11
1.1 96.10% 1.24
1.2 96.10% 1.2
1.3 96.08% 1.18
1.4 95.15% 1.13
1.5 95.11% 1.01
1.7 94.21% 0.93
1.9 93.67% 0.88
2.1 92.13% 0.85
2.3 91.55% 0.83
2.5 91.11% 0.81

(b) Multi-class Classification

Noise Multiplier Accuracy Privacy Budget (ϵ)

0 96.02% 6.35
0.1 96.01% 6.11
0.3 96.00% 5.51
0.5 95.98% 4.22
0.7 95.81% 3.55
0.9 95.77% 3.01
1.1 95.61% 2.22
1.2 95.44% 1.89
1.3 95.33% 1.22
1.4 94.42% 1.13
1.5 94.21% 1.09
1.7 94.02% 0.98
1.9 93.41% 0.91
2.1 92.97% 0.88
2.3 92.23% 0.84
2.5 91.09% 0.82

The findings indicated that a lower noise multiplier corresponds to higher
accuracy but a lower privacy budget (indicated by a high ϵ value). Conversely, a
high noise multiplier results in a high privacy budget (signified by a low ϵ value)
but compromises accuracy. Thus, to ensure privacy without sacrificing too much
accuracy, the noise multiplier should be adaptively adjusted to a balanced value.

3.3 Variation of Accuracy and Privacy Budget with L2 Norm Clip

A similar experiment was carried out to examine the relationship between accu-
racy and the privacy budget (ϵ) with respect to l2 norm clip. Throughout these
experiments, the noise multiplier was maintained at 0.

The outcomes of the experiments of variation with L2 Norm Clip for the
binary classification are detailed in Table 5a, and Table. 5b details for the multi-
class classification. Fig. 4 provides visual representations of these variation.

The analysis of the variations in accuracy and privacy budget, with respect to
noise multiplier, and l2 norm clip, reveals that a compromise in the performance
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(a) Accuracy with Noise - Binary Classi-
fication

(b) Accuracy with Noise - Multi-class
Classification

(c) Privacy Budget with Noise - Binary
Classification

(d) Privacy Budget with Noise - Multi-
class Classification

Fig. 3: Variation of Accuracy and Privacy Budget with Noise Multiplier

Table 5: Variation of Accuracy and Privacy Budget with L2 Norm Clip

(a) Binary Classification

L2 Norm Clip Accuracy Privacy Budget (ϵ)

0 96.17% 5.21
0.1 96.14% 4.98
0.3 96.11% 4.51
0.5 96.07% 3.69
0.7 96.05% 2.96
0.9 96.01% 2.54
1.1 95.53% 1.86
1.2 95.15% 1.65
1.3 95.12% 1.53
1.4 95.10% 1.22
1.5 95.06% 1.02
1.7 95.01% 0.86
1.9 94.10% 0.84
2.1 93.01% 0.81
2.3 92.34% 0.77
2.5 91.03% 0.73

(b) Multi-class Classification

L2 Norm Clip Accuracy Privacy Budget (ϵ)

0 96.02% 6.35
0.1 95.97% 6.01
0.3 95.79% 5.42
0.5 95.61% 5.03
0.7 95.42% 4.21
0.9 95.25% 3.76
1.1 95.03% 3.06
1.2 94.99% 2.11
1.3 94.88% 1.49
1.4 94.71% 1.21
1.5 94.65% 1.02
1.7 94.31% 0.83
1.9 94.13% 0.74
2.1 93.49% 0.62
2.3 92.25% 0.56
2.5 91.02% 0.48

of the model is required to improve privacy. However, finding a balance between
them is required by applying differently privacy in an adaptive manner.
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(a) Accuracy with L2 Norm Clip - Bi-
nary Classification

(b) Accuracy with L2 Norm Clip -
Multi-class Classification

(c) Privacy Budget with L2 Norm Clip -
Binary Classification

(d) Privacy Budget with L2 Norm Clip -
Multi-class Classification

Fig. 4: Variation of Accuracy and Privacy Budget with L2 Norm Clip

3.4 Differential Privacy Incorporating Variable Noise and
L2 Norm Clip with Blockchain-based Federated Learning

The ideal values for the noise multiplier and l2 norm clip are contingent on the
training data. Rather than maintaining these values as constants for all training
datasets, they should be dynamically adjusted. However, this adjustment should
be carried out in a way that does not compromise the performance of the models.

Therefore, a novel algorithm that takes all these factors into account was
introduced. This algorithm is built upon the FedAvg algorithm and has the ca-
pability to dynamically adjust the noise multiplier and l2 norm clip for clients
who prioritise the privacy of their training data. With the use of this algo-
rithm, it is possible to enhance or maintain the model accuracy and F1-Score
while ensuring a high level of privacy, supported by the previously proposed
blockchain consensus algorithm [25]. This newly proposed algorithm has been
named the Blockchain-based Federated Averaging with Differential Privacy in-
corporating Variable Noise and L2 Norm Clip (DPV-BLFedAvg) Algorithm, as
referenced in Algorithm 1.

The DPV-BLFedAvg algorithm operates through a specified number of com-
munication rounds in the federated learning setup and across all clients. For each
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Algorithm 1: Blockchain-based Federated Averaging with Differen-
tial Privacy incorporating Variable Noise and L2 Norm Clip (DPV-
BLFedAvg) Algorithm

Input:
N : Total number of clients
K: Number of communication rounds
w0: Initial global model
α: Learning rate
MN : New Model
MC: Current Model
DP : Differential Privacy Status
ϵ: Privacy Budget
Result: Updated global model wK

Data:
max nmp = 2.5: Max Noise Multiplier value
max l2nc = 2.5: Max L2 Norm Clip value

1 loop1: for k = 1 to K do
2 loop2: for i = 1 to N do
3 if DP == TRUE then
4 loop3: for x = max nmp to x = 0 decrement x by 0.1 do
5 loop4: for y = max l2nc to y = 0 decrement y by 0.1 do
6 opt = DPAdamOptimizer(x, y)
7 Train a local model wi,k using client i’s local data:
8 wi,k = LocalTraining(wk, α, opt)
9 Aggregate local model updates:

10 wagg = 1
N

∑N
i=1 wi,k calculate ϵ;

11 Check the new model’s Accuracy, F1-Score and Privacy:
12 if MNF1-Score ≥MCF1-Score and MNAccuracy ≥MCAccuracy

and 1 ≤ ϵ ≤ 1.5 then
13 Add MNWeights to the blockchain;
14 MC ←MN ;
15 Update the global model:
16 wk+1 = wagg

17 break iterations of loop3 and loop4;

18 else
19 opt = AdamOptimizer()
20 Train a local model wi,k using client i’s local data:
21 wi,k = LocalTraining(wk, α, opt)
22 Aggregate local model updates:

23 wagg = 1
N

∑N
i=1 wi,k IfMNF1-Score ≥MCF1-Score and

MNAccuracy ≥MCAccuracy Add MNWeights to the blockchain;
24 MC ←MN ;
25 Update the global model:
26 wk+1 = wagg
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client, the algorithm first determines if the client has privacy concerns. If so, op-
timal values for the noise multiplier and l2 norm clip are chosen. These values
are automatically selected via nested loops, iterating from 2.5 to 0 for both the
noise multiplier and l2 norm clip, with each iteration round decreasing by 0.1.
The DPAdamOptimiser is employed for model training. If the new model’s ac-
curacy and F1-Score surpass those of the previous model and the privacy budget
falls within the range of 1 to 1.5, the new model is updated in the blockchain, and
the model weights are updated in the global model. If the client does not have
privacy concerns, the accuracy and the F1-Score are the only factors compared
after training the local model with AdamOptimiser.

This algorithm consistently preserves or enhances the existing level of ac-
curacy and the F1-Score. If any client attempts to undermine the performance
of the model, that model will be rejected and not incorporated into the global
model. As a result, an accuracy of 96% and an F1-Score of 0.96 for both binary
and multi-class classification are sustained, unless they can be improved further.
Moreover, the privacy of the model is assured while achieving a privacy budget
range of 1 to 1.5, which is deemed optimal.

To validate the algorithm, a series of experiments was carried out by incorpo-
rating six additional machines into the existing simulation architecture (Alpha,
Bravo, Charlie, etc.). These new machines, designated as N1, N2, N3, N4, N5,
and N6, each have a vulnerability dataset labelled using CWE-IDs. Some of these
machines employ the LVDAndro approach for dataset generation, while others
use source code that includes both vulnerable and non-vulnerable lines of code,
labelled based on CWE IDs. The distributions of vulnerable and non-vulnerable
code for these new clients can be found in Table 6.

Table 6: Statistics of New Clients’ Data

Characteristic N1 N2 N3 N4 N5 N6

Vulnerable Code Lines 38,281 123,323 12,224 44,229 35,128 136,967
Non-Vul. Code Lines 97,124 445,235 66,245 125,941 66,324 236,932
Vul. Code Percentage 28.3% 21.7% 15.6% 26.0% 34.6% 36.7%
Distinct CWE-IDs 12 21 15 17 14 22

In these simulated experiments, the previous six clients (Alpha, Bravo, Char-
lie, etc.) did not have differential privacy applied. The new clients were tested
under conditions both with and without differential privacy. In this context,
the clients Alpha, Bravo, Charlie, Delta, Echo, and Foxtrot without differential
privacy are referred to as Old. DP-N1 refers to the N1 clients with differential
privacy enabled, and N-N2 refers to those without differential privacy. B denotes
binary classification, and M represents multi-class classification. The results for
binary classification can be found in Table 7, and those for multi-class classifi-
cation are in Table 8.
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Table 7: Evaluation of DPV-BLFedAvg Algorithm Results - Binary Classification

Model Name Noise L2 Norm Clip Accuracy F1-Score Privacy Budget (ϵ) Model Sta-
tus

Defendroid-B-
Old

- - 96.17% 0.9649 - Accepted

Defendroid-B-
Old-N-N1

- - 96.17% 0.9650 - Accepted

Defendroid-B-
Old-DP-N1

0.5 0.4 96.17% 0.9649 1.2 Accepted

Defendroid-B-
Old-N-N2

- - 96.18% 0.9651 - Accepted

Defendroid-B-
Old-DP-N2

1.0 1.1 96.17% 0.9650 - Accepted

Defendroid-B-
Old-N-N3

- - 96.17% 0.9623 - Rejected

Defendroid-B-
Old-DP-N3

0 0 96.17% 0.9623 5.6 Rejected

Defendroid-B-
Old-N-N4

- - 96.17% 0.9648 - Rejected

Defendroid-B-
Old-DP-N4

0 0 96.17% 0.9648 4.3 Rejected

Defendroid-B-
Old-N-N5

- - 96.17% 0.9649 - Accepted

Defendroid-B-
Old-DP-N5

0 0 96.17% 0.9649 3.8 Rejected

Defendroid-B-
Old-N-N6

- - 96.18% 0.9652 - Accepted

Defendroid-B-
Old-DP-N6

1.3 1.5 96.17% 0.9650 1.3 Accepted

Table 8: Evaluation of DPV-BLFedAvg Algorithm Results - Multi-class Classi-
fication

Model Name Noise L2 Norm Clip Accuracy F1-Score Privacy Budget (ϵ) Model Sta-
tus

Defendroid-M-
Old

- - 96.02% 0.9624 - Accepted

Defendroid-M-
Old-N-N1

- - 95.99% 0.9601 - Rejected

Defendroid-M-
Old-DP-N1

1.5 2.3 95.51% 0.9588 1.4 Rejected

Defendroid-M-
Old-N-N2

- - 96.03% 0.9631 - Accepted

Defendroid-M-
Old-DP-N2

1.9 1.8 96.03% 0.9625 1.3 Accepted

Defendroid-M-
Old-N-N3

- - 95.88% 0.9593 - Rejected

Defendroid-M-
Old-DP-N3

0 0 95.88% 0.9593 3.1 Rejected

Defendroid-M-
Old-N-N4

- - 96.02% 0.9625 - Accepted

Defendroid-M-
Old-DP-N4

0 0 96.02% 0.9625 2.2 Rejected

Defendroid-M-
Old-N-N5

- - 95.79% 0.9391 - Rejected

Defendroid-M-
Old-DP-N5

0 0 95.79% 0.9391 1.7 Rejected

Defendroid-M-
Old-N-N6

- - 96.03% 0.9626 - Accepted

Defendroid-M-
Old-DP-N6

1.1 1.3 96.03% 0.9624 1.4 Accepted



16 J.Senanayake et al.

The experiments revealed that the base performance of the model consis-
tently maintained a minimum accuracy of 96.17%, an F1-Score of 0.9640 for
binary classification, and an accuracy of 96.02%, with an F1-Score of 0.9624
for multi-class classification. When differential privacy was applied, an addi-
tional check was conducted to measure the privacy budget, which should also
fall within the range of 1 to 1.5. If either of these conditions including minimum
accuracy, minimum F1-Score, or privacy budget range was not met, the new
model would be rejected and the global model would not be updated. If all the
conditions are satisfied, then the global model will be updated with the new
model and weights are shared across the all clients.

Utilising differential privacy will lengthen the model training process due to
the algorithm’s need for extra iterations to pinpoint the optimal combination
of noise and the L2 norm clip necessary to meet the desired privacy budget.
Nonetheless, this extension in training time will not affect the prediction speed
for identifying Android code vulnerabilities. Consequently, developers will ob-
serve no efficiency discrepancy upon integrating this into Defendroid’s backend
and can seamlessly continue with the Android code vulnerability detection pro-
cess as outlined in [25].

4 Conclusion and Future Work

Developing AI-based models, including the specific research problem tackled
in this work, faces a significant challenge stemming from the limited availabil-
ity of training data due to privacy concerns surrounding data sharing. In our
previous work, we addressed this challenge by incorporating federated learning
into a blockchain-based environment, known as the Defendroid, to encourage
more clients to participate in model training while safeguarding their privacy.
To enhance the privacy of the Defendroid model further, this study introduces
an adaptive implementation of differential privacy within the blockchain-based
federated learning setup. This ensures the protection of individual data contrib-
utors’ privacy, even when sharing a substantial amount of aggregate data. This
approach significantly advanced the research process, resulting in a model that
achieved a high accuracy of 96% and an F1-Score of 0.96 as baseline predic-
tion values for both binary and multi-class classification, while maintaining a
reasonable privacy budget. In conclusion, this study presents a robust AI-based
model that preserves privacy while identifying vulnerabilities in the source code
of Android applications. Not only does this privacy-focused model surpass its
predecessor, but it also maintains a low privacy budget, addressing concerns
surrounding data privacy. The success of this approach highlights its potential
to transform AI model training in contexts where privacy and data scarcity are
critical concerns. Future enhancements could involve fine-tuning training param-
eters and expanding the community driven federated learning environment to a
broader audience.
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