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Abstract. Due to the increasing data traffic in mobile network, fifth
generation (5G) will use Device to Device (D2D) communications as the
underlay technology to offload traffic from the 5G core network (5GC)
and push content to the edge closer to the users by taking advantage
of proximity and storage features of User Equipment (UE). This will
be supported by Networks Services (NS) provided by 5G, it will also
enable new use cases that will provide the accessibility to other ser-
vices in the Home network (HN) and third-party service provider (SP).
Mobile Network Operators (MNO) will use NS such as D2D communi-
cations and content-centric networking (CCN) to deliver content-based
services efficiently to UE. Both D2D and CCN have known security issues
and their integration brings new security challenges. In this article, we
present an integrated network service delivery (NSD) framework for 5G
enabled D2D communications that leverages on NS for service discovery,
content delivery, and protection of data. We also present a comprehen-
sive investigation of security and privacy in D2D communications and
service-oriented network, highlighting the vulnerabilities and threats on
the network. We also evaluate the security requirements of NSD to deliver
NS securely to D2D users based on X.805 security framework using the
eight security dimensions and level abstraction approach for a systematic
and comprehensive approach. Finally, we recommend security solution
approaches for the secure NS access and sharing of data between users
in 5G enabled D2D communications network.

Keywords: 5G - Survey - Network services - Security analysis- Content
sharing - Service delivery - Device-to-device - Content-centric - X.805
framework.

1 Introduction

Over the past few years there has been an increase in the mobile traffic due
to rising demand of over-the-top applications (OTT) such as social media, live
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streaming, local based advertising, and popularity of smart phones usage [15].
Mobile traffic is anticipated to keep growing gradually, most of traffic is from mo-
bile devices and Machine to Machine communications (M2M) [17]. The demand
of multimedia contents and expectation of high availability and performance by
the end users affected the network capacity. Whereby network infrastructures
were overloaded and became highly inefficient for content distribution [38]. Most
of the data traffic load of the mobile network backhaul is generated from the
mobile user’s traffic. The fifth-generation mobile network (5G) was inspired by
the need for very high reliability, ultra-low latency network to support services
and the increasing demand of quick access and delivery of data by end users
and Mobile Network Operators (MNO) [30]. 5G will enable the end users to be
involved in content-based operations through Device to Device (D2D) communi-
cations, which will enhance user’s experience. D2D Communications will be used
as an underlay technology for 5G to offload traffic from the network backhaul by
pushing content to edge closer to the end users [31]. D2D communications will
also be fundamental to the implementation of Internet of Things (IoT). Content
distribution and retrieval will dominate mobile traffic, however delivering such
services to the end user efficiently and securely is becoming a big challenge.

D2D communications [2] was specified by the Third Generation Partnership
Project (3GPP) with a purpose of network offloading via the User Equipment
(UE) by communicating directly without conveying content through the Base
Station (BS). In 5G, the UE will act as a data consumer as well as playing a role
in content distribution and delivery [1]. 5G enabled D2D communications will
support new use cases and services, the delivery of these services to the end user
will be facilitated by Network Services (NS) by using context aware enabled
devices. To be able to distribute and deliver contents to the end user various
content delivery models such as Content Delivery Network (CDN) [38] will be
used. CDN can be deployed at edge, BS, and access points to support cache
servers and with D2D communications, mobile devices can also be used as cache
nodes [28]. Most of the wireless traffic generated in cellular network is from the
downloads of popular content replicated in multiple locations [47]. The intro-
duction of CDN and content caching in mobile network can be integrated with
Information-Centric Networking (ICN), transforming the network from connec-
tion centric to information centric such as Content-Centric Networking (CCN)
[36] in next generation mobile network [41].

Due heterogeneous nature of 5G, UE, network and the data will be vulnera-
ble to new and old attacks when UEs are accessing services in the Home Network
(HN) and third-party service provider (SP). In addition, UEs sharing continent
in out of coverage scenario without control of the network will need robust pro-
tection. So far, less attention has been given to the security issues faced by an
integrated service framework for mobile network as the one presented in this ar-
ticle. To best of our knowledge no study has been carried out so far to investigate
the security threats and requirements of Network Service Delivery (NSD) in 5G
enabled D2D communications, using a systematic approach, moreover there is
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need for a security framework for NSD. The provision of secure NSD is essential
to achieving the main objectives of 5G.

The study is motivated by a secure NSD in 5G enabled D2D communications
leveraging on other NSs for service discovery, content delivery, and protection
of data. The emphasis is on the protection of data and communication channels
from different threats. To give a systematic approach of the security evaluation
for 5G enabled D2D communications, we apply the X.805 security framework
[73] with NS abstraction level approach [20]. This framework has been used to
evaluate end to end security of communication centric systems such as 4G [55],
internet of things [57], and ICN [49].

The article adds the following contributions: firstly, it presents a NSD frame-
work for delivery and sharing services between UEs in different scenarios. Sec-
ondly, it comprehensively investigates of security and privacy of 5G enabled D2D
communications network. It identifies the potential threats against D2D commu-
nications and ICN integrated system model. Thirdly, it evaluates the security
requirements using a systematic and abstract approach for more comprehen-
sive evaluation using X.805 framework. Lastly, suggests possible solutions of the
threats and mention future work on NSD.

'y - e

HN
Base Station ((')

((i) [
?

User Equipment

<<i>)

Remote Radio Head

O Cloud
= Cellular link !I 5G Core &

<€eeeenn - ll;g)ﬁrﬂ::lﬂlz !l Base Band Unit PooLL

v

\

Fig. 1. 5G enabled D2D architecture.
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The rest of the article is organized as follows. Section II presents an overview
of NSD framework for 5G enabled D2D communications architecture, system,
and service models. Security threats and threat model are discussed in section
ITI. While in Section IV, X.805 framework is used to evaluate the security re-
quirements of 5G enabled D2D communications. The existing security solutions
and new approaches are discussed in section V. Finally, the article is concluded
in section VL

2 Network Service Delivery Framework

To investigate security of NSD, an access and delivery framework is presented
in this section based on the network architecture in [16], NS abstraction in [20],
and CCN architecture. It focuses on the entities’ communication and how the
services are accessed, cached and shared between UEs but not how the data is
stored or accessed on the application level.

2.1 Network Architecture

Since D2D and ProSe functionalities for 5G are in process of being standard-
ised, this article uses the D2D communications architecture in [20] as shown in
Fig. 1 and presents an NSD framework that utilize on mobile content delivery
and network functions. CCN is integrated with cellular network to enable con-
tent aware operations such as content resolution at edge which is within 3GPP
standardization [14]. 5G Network Function Virtualization (NFV) [43] allows the
sharing of infrastructure resources between Network Service providers (NSP)
and the delivery of content to users through network slicing. D2D communi-
cations, content delivery and content sharing are classified as NSs. ICN in 5G
can be implemented using NFV and Software Defined Network (SDN) where
ICN based service delivery methods such as CCN inherently integrate into the
network infrastructure [58].

5G adopts C-RAN architecture [16], which centralizes the baseband resources
to a single virtualized Base Band Unit (BBU) pool, then connects to several ra-
dio transceiver units called the Remote Radio Heads (RRHs) [39]. It enables
virtualization, facilitating network infrastructure sharing [42] and the interface
between BBU and RRH has been changed from circuit fronthaul to packet fron-
thaul. BBU is divided into Distributed Unit (DU) which is responsible for phys-
ical layer as well as real time Media Access Control (MAC) layer process and
Centralized Unit (CU) responsible for upper layer computations process [66]. In
5G, the UE connects to 5G core network (5GC) via the new generation Radio
Access Network (ngRAN) then to other Network Functions (NF) such as Access
and Mobility Function (AMF), Session Management Function (SMF), Authenti-
cation Server Function (AUSF), User Plane Function (UPF), and Unified Data
Management (UDM) as defined in [3], illustrated in Fig. 2.
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Fig. 2. 5G system architecture.

2.2 Security Architecture

The current security standards are not adequate for 5G, which affects new mis-
sion critical services and use cases. Therefore, there is a need for security archi-
tecture [4] that enforces trust between new actors and other entities in the HN
[21]. The mobile network still consisted of three essential parties:

— UE: Consists of a Mobile Equipment (ME) and the Universal Subscriber
Identity Module (USIM).

— Home Network (HN): It houses the user database and other security func-
tions that stores users’ subscription data and security credentials such as
Subscription Permanent Identifier (SUPI) and the long-term key K.

— Serving Network (SN): The access network that the UE connects to via
ngRAN.

The security architecture introduces new security entities such as Security
Anchor Function (SEAF), AUSF, Authentication Credential Repository and
Processing Function (ARPF) [4], [21]. The security architecture will have to
consider NFV and SDN to achieve the objectives of 5G. Security enablers in
5G need to address key security concerns such as authentication, authorization,
availability, privacy, trust, security monitoring, network management and vir-
tualization isolation. Security Control Classes (SCC) are introduced to describe
the security aspect of 5G system, SCC are mapped with security requirements
based on X.805 eight security dimensions [73], [5].
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2.3 System Model

The system model in Fig. 3 consists of following entities: UE, BBU pool, RRH,
HN, and SN. The UE is registers to HN and receives the roaming services from
Visiting Network (VN). The CCN protocol could be embedded into the UE, BBU
pool, edge routers and 5GC [58] or control and user plane enhancement could be
implemented to enable services like ICN within 5GC and extend the interfaces
to support ICN Protocol Data Unit (PDU) sessions [59]. The UE will request
to connect to the network, get authenticated then request to access the other
services as per subscription agreements. To access these service other security
procedures might be required [22], [21], [23].

Services SGC
A .
Gateway “ I Router

Fig. 3. System model.

Beside the usual management of cellular network and service operations,
the MNO and SP will control internetwork service access and content retrieval
to a certain extent. In 5G, the SP could be the MNO, third-party or another
SP using the shared infrastructure as tenant provided by the MNO through
network slicing. With MNO controlling service access and security management,
it will be able hide its visibility or deny the UE from accessing a particular
services. We more interested in content access and retrieval process part of D2D
communication and discovery.
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For data access and delivery, the UE requests for a content and interest mes-
sage is forwarded to the BBU through RRH using the CCN forwarding process to
full the UE request [58], [76]. The request could satisfied at by UE in proximity,
Content Store (CS) in BBU Pool or in the 5GC CS. The CCN process involves
local caching and satisfaction at different levels of the system model like the at
edge as shown in Fig. 3. This enables offloading of the traffic from the back-
haul to the edge if the request and data matching do not reach the 5GC. BBU
also discovers cached content by associated devices and content transmission is
performed through D2D communications [37]. However this process exposes the
involved entities and data to various threats, hence the need for a comprehensive
security requirements evaluation for the system model.

3 Security and Privacy for NSD in 5G Enabled D2D
Communications

In this section, the threat model and threats that can affect the system model
are presented. Security and privacy are serious concerns in 5G enabled D2D
communications due to its characteristics. The UE’s participation in content
transmission, distribution, delivery and traffic offloading [33], not only increases
its own exposure to threats but also of other entities and the data. Mobile security
at edge is another concern, where the services and user’s data will be most
accessed. Also, communication channels between networks and D2D devices will
be vulnerable to attacks, even the HN and VN might want to eavesdrop on D2D
communications [68]. The MNO must authenticate and validate the SP to ensure
legitimate access and provision of their services. In addition, the security context
could be compromised and exposed outside the HN [5].

3.1 Threat Model

To evaluate security and privacy protection mechanisms for 5G enabled D2D
communications, it requires a clear adversary. In this case , the threat model used
is based on a Dolev - Yao (DY) model [19], an adversary model that formally
models the attack against communication. DY is assumed to be the communica-
tion channel, capable of tapping the channel and eavesdrop on the transmitted
messages. The DY can create, read, capture, replay and send messages on the
wireless and wired communication channel in the network. In addition, the ad-
versary can compromise UEs by revealing the secrets between UEs as well as
applying her own public functions such as encryption and hashing. The adversary
can impersonate any entity participating in the transaction, capable of initiat-
ing communication and responding to interest message sent by legitimate UEs.
Might also try to repudiate their malicious behavior, preventing data sharing
between UEs, hence denying service to other UEs and network entities.
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3.2 Security Threats

Most studies have focussed on ICN integration with mobile network architec-
ture, caching strategies [67], [15], [38]. Other studies have investigated security
in ICN and D2D communications separately, while security issues in an inte-
grated mobile network have not been investigated. The security and privacy in
D2D communications were investigated in [68], [75], [34] however they did not
use a systematic approach in their investigations. While the authors in [49] in-
vestigated the challenges in ICN based on Netlnf architecture, evaluated the
security requirements using the X.805 framework. They described the problems
without the scope of the future challenges. In [65] a survey was conducted on
ICN security but did not elaborate on the security challenges in heterogeneous
networks such as next generation mobile network. While [7] conducted a survey
on attacks affecting most ICN architectures but did not include attacks on CCN.

The wireless nature of D2D communications plus its characteristics and ar-
chitecture present several security vulnerabilities that put network at risk to
potential threats [1]. 5G can still be affected by the vulnerabilities from legacy
systems and the security of NS might be compromised by new attacks on differ-
ent levels of the network including the network slices. In cellular network, the BS
acts as a Central Authority (CA) but in D2D communications it might play a
minimal part hence strong anonymity is provided. However, the BS will have ac-
cess to the data transmitted between the UE and other UEs, which could expose
the data to possible attacks in form of active and passive, local and extended.
We discuss some of these attacks below:

Eavesdropping: D2D messages can be eavesdropped by unauthorized users
and authorized cellular users. In addition, side channel attacks across network
slices targeting the implementation of cryptography or running a code to influ-
ence the contents of the cache [10].

Data Fabrication: The unprotected transmitted data can be fabricated
or changed by malicious users, which leads to the content being circulated by
unaware infected device to other devices such as modification of control data.

Impersonation Attack: A legitimate user might be impersonated by mali-
cious user and communicate to other D2D users through identity impersonation
and masquerading attacks. Also, network slice instance are vulnerable to these
attack, which could lead to other attacks like monitoring or location attacks [10].

Free-Riding Attack: In D2D communications devices participate in send-
ing and receiving data willingly but some UEs might not be willing to send data
to others when in power saving mode while receiving data from its peers, which
decreases the system availability.

Privacy Violation: It is important to protect the privacy of users’ data
such as their identity and location. If an attacker is able to listen and intercept
transmitted messages and she would be able to extract information and guess
the location of the UE. ICN cached content, user privacy and content names are
all targets of privacy attacks. Moreover, user’s subscription information could be
leaked by a malicious attacker or compromised publisher through attacks such
as timing, protocol and anonymity attacks [65].
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Denial of Service (DoS) Attack: D2D services might be interrupted by
making them unavailable to the intended users, by weakening or blocking le-
gitimate devices from establishing connection completely. An attacker can send
big continuous request to ICN nodes for services such as content, domain name
queries or initiate interest flooding attack [6]. Also an attacker might exhaust
security resources in one network slice so that she can attacker other slices [10].

Content Poisoning Attack: It involves filling the content router’s cache
with invalid content that ahs valid name matching the sent interest, however,
the payload might be fake or with invalid signature [26].

Cache Pollution Attack: A malicious attacker may weaken caching activ-
ity by requesting less popular content frequently with attacks such as locality
disruption and false locality [65].

Unauthorized access: An unauthorized node might access an object which
was intended for a specific entity. For instance, in unauthorized cache access, a
cached object from a local device might be access by unauthorized device [49].

Cache Misuse: The attacker can utilize on caches capability and use it as
storage, hence, enabling the attacker to make her own content available. Also, an
attacker can corrupt the cache content turning it into incorrect returned objects
for DoS attack.

False Accusation: A malicious publisher tries to make it look like the re-
quester has requested an object when it is not the case and might also charge a
subscriber for services that was never requested or obtained.

IP Spoofing: Attackers uses malicious code to manipulate header of IP
packets.

Location Spoofing: Attacker sends a fake location information to disturb
D2D formation by imitating with artificial locations to confuse the D2D mem-
bers.

Session Hijacking: The attacker spoofs the IP address of the victim device
and guesses the sequence number expected by the targeted source device, this is
followed by a Distributed DoS (DDoS) attack on the victim device, impersonate
the device to carry on the session with the targeted device.

Communication Monitoring: The attacker with access to the same router
as that requester is using to receive content then the attacker targets a requester
and tries to identify the victim’s requested contents.

Jamming Attack: Malicious user masquerading as legitimate subscriber
sends many malicious content requests to disrupt the flow of information and
replies are sent to a destination other than the requester’s. In 5G jamming is
achieved through analysing physical control link channels and signals [44].

Data Leakage: The UE might be attached to several slices on the network
level with different security parameters. If the UE cannot separate data from
different slices, the separation between slices could decrease, leading to the UE

receiving sensitive data from one slice and then publish that data via another
slice [10].
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4 Security Evaluation of NSD in 5G Enabled D2D
Communications using X.805 Framework

In this section, X.805 framework [73] is applied to evaluate the security require-
ments for delivering secure NS based on a system model, threat model and the
NS abstraction in [20] which are mapped with X.805 security layers, planes and
dimensions.
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Fig. 4. X.805 security framework (Zeltsan, 2005)

4.1 The X.805 Security Framework Overview

Evaluating security in any networking system is very complicated, International
Telecommunication Union Standardization Sector (ITU-T) developed X.805 frame-
work as a security analysis tool. The X.805 framework uses a modular method to
create a multi layered framework which assesses possible threats and vulnerabil-
ities in end to end security to address security threats in networking systems ef-
fectively. The X.805 defines following: three security layers (applications, services
and infrastructure); three security planes (end user, control and management;
and eight security dimensions (access control, authentication, non- reputation,
data confidentiality, communication security, data integrity, availability and pri-
vacy). The security layers and security planes are identified according to the
network activities as illustrated in Fig. 4. In addition, nine security viewpoints
are created by applying each security plane to each security layer, whereby each
viewpoint has its own distinctive vulnerabilities and threats based on security
dimensions.

Security Layers: The infrastructure security layer covers the fundamental
building blocks of NS, NF, network slices, applications and individual communi-
cation links such as BS, RRH, routers, servers, slices and fibre links. This layer
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facilitates security of hosts involved in the data transmission, it prevents attacks
from air interfaces and physical links including content servers, gateways, BBU
and D2D connectivity. While service security layer covers services provided to
end-users such as CCN, IP, cellular, QoS and location services. Securing this
layer is complicated by the fact that services may build-upon one another to
satisfy user requirements such as sharing and delivery of services via D2D com-
munications. The CCN is related to the service layer while D2D communications
is related to the infrastructure layer.

Security Planes: The security planes are concerned with securing the op-
erations and provisioning of the individual mobile network elements, communi-
cation link as well as securing the functions of NS such as the configuration of
UE, BBU, 5GC and secure content provisioning. In addition, its concerned with
securing the control data in the network elements and in transit for NS such as
D2D control link and PDU session. It ensures the security of the end user data
on the network elements.

Table 1. Infrastructure Layer in Relations with Security Dimensions.

Security Infrastructure Layer Security
Dimensions Mechanisms
Access Control [Authorize UE and network ACL, passwords
entities to accessing data on
the UE and other entities
Authentication |Verify the identity of the UE, Shared secret, PKI
BBU and server providing digital signature,
the NS to the UE digital certificate
Non- Record UE, BBU, servers that MAC, hash ,
repudiation perform activities on devices function
while accessing the NS encryption
Data Protect the data on network Symmetric and
confidentiality |devices, on UE and asymmetric
and control data encryption
Communication|Ensures that UE, control and Symmetric and
security management data is only asymmetric
transmitted on sure channels encryption
Data integrity |Protect data on network entities, |MAC, hash
in transit and control data function, digital
against unauthorized modification|signature
Availability Ensure that network devices IDS,IPS,
can receive and access BC, DR
UE data and manage D2D links
Privacy Ensure that data which can Encryption
identify the entities is not
available to an unauthorized users
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Security Dimensions: The eight security dimensions are used as a view-
point for vulnerabilities and threats to provide protection against any attack in
form security controls such as the authentication, availability, integrity, confi-
dentiality, and access control on each layer.

Table 2. Service Layer in Relations with Security Dimensions.

Security Service Layer Security
Dimensions Mechanisms
Access Control |Authorize BBU and SP ACL, passwords

to perform management
activities on NSs

Authentication |Verify the identity of the Shared secret, PKI,
NSs, the service entities on the digital signature
and the origin of the NS digital certificate

Non- Record the SP, UE, BBU MAC, hash

repudiation to prevent deny the transactions |function
and origin of the control message |encryption

Data Protect the NS’s data Encryption and

confidentiality |transiting the network devices
from unauthorized access
Communication|Ensures that NS management, Encryption
security control data for UE

passes through a secure channel
Data integrity |Protect the management, control, [MAC, hash
the UE data against unauthorized |function,

modification and deletion digital signature
Availability Ensure that the network devices |IDS,IPS,
UE data and D2D link BC, DR
available to receive control data
Privacy Ensure that data that can be used|Encryption

to identify NS is not available
to unauthorized users

4.2 Security Evaluation using X.805 Framework

To able to mitigate these potential threats against the system model, the se-
curity requirements must be evaluated. This article focusses on the service and
infrastructure layers of the system. It classifies security requirements using secu-
rity layers, associated with the security planes in modular format, each module
is analysed using the eight security dimensions, summarised in Tables 1 and 2.
The modules 1, 2 and 3 are based on infrastructure layer whereas modules 4, 5
and 6 are associated with service layer. The X.805 demonstrates a methodical
approach in tabular form as shown in Fig. 5 and Fig. 6, the security objectives
of the dimensions for each module are analysed. The security goal is to cover
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the security capability of the framework including the detection and recognition
of attacks, protection of the system, audit of the system and its recovery after
the attack. Based on the above potential threats, the NS using infrastructure of
cellular network should meet the certain security requirements. A comprehensive
security analysis follows in the next subsections.

Module One

Module Two <

Module Three |=

End User Plane

\

Access Control Communication Security
Authentication Data Integrity
Non-repudiation Availability
Data Confidentiality Privacy
Eight Security Dimensions applied to each module

Fig. 5. Infrastructure Layer with Eight Dimensions.

Access Control This dimension limits and control access to network elements
and services through Access Control (ACL), encryption and authorization mech-
anisms. Some services lack a built in support to provide ACL or authorization
framework. When an entity that is not controlled by the SP publishes content,
the SP has no way of applying access control or knowing which user has accessed
or cached data [53]. In addition, the system should be able to revoke user’s priv-
ilege if it is detected to be a malicious user. Attacks such as free riding should be
prevented and UE should be protected from joining rouge BS. Also, privileges
of D2D users should be deprived in time if a user is found out to be malicious
or their subscription has expired and revocability can prevent impersonation
attack.

Infrastructure Security Layer - Modules 1, 2 and 3: The ACL at this
layer is concerned with only allowing authorized UE and network entities to
perform activities such as accessing data on the UE and in the network. Without
the appropriate ACL policies, an unauthorized device might be able to access
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Module Four

Module Five <

Module Six <

End User Plane

\/

Access Control -Communication Security
Authentication Data Integrity
Non-repudiation Availability
Data Confidentiality Privacy
Eight Security Dimensions applied to each module

Fig. 6. Service Layer with Eight Dimensions.

services which were intended for limited UEs. ACL can permit or deny the SP
and a device the right to perform any action on service or device during the D2D
communications. Therefore, extra mechanisms should be in place for the UE to
control the data flow. ACL must be applied to control the access of data and
activities on the network entities.

Service Security Layer - Modules 4, 5 and 6: The ACL at this layer is
concerned with allowing only authorized BBU and SP to perform management
activities on the NS and that the received service originated from authorized
source. In addition, it only allows authorized UE to access the NS and to ensure
the request message originated from an authorized UE before being accepting.
The BBU should be able hide its services or visibility from the unauthorized UE
after the authentication and during handover session. ACL mechanisms such
as Role-Based Access Control (RBAC) or Discretionary Access Control (DAC)
must be applied on the service entities and should depend on the identity of the
subject for authorization, it suits unstructured domains like the system model
in this article.

Authentication This dimension ensures a valid proof of identity is presented
in form of shared secret, Public Key Infrastructure (PKI), digital certificate
[8]. Authentication evaluates the identity of a party and verifies if the party is
in possession of a secret and a key, it can be applied on an entity and data.
Assigning an identity to a secret or key is required during authentication. For
the UE to access the NS, the UE and network must perform authentication using
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Authentication and Key Agreement (AKA) methods [4]. In 5G, after a successful
primary authentication, a secondary authentication can be performed to ensure
that only authorized UEs can access SP services. UEs, service and the network
must be able to mutually authenticate to stop attacks such as impersonation
attack, false content injection and free riding.

Infrastructure Security Layer - Modules 1, 2 and 3: Authentication at
this layer is concerned with verifying the identity of the UE requesting the ser-
vices, SN, BBU and service entities providing the NS to the UE. The identity of
the entities and transmitted data must be authenticated to secure D2D commu-
nications. The first step is to authenticate the entities to confirm the D2D peers’
identities then authenticate data sources to confirm if it is from legitimate users
[75]. Also, authentication can be achieved when the requester verifies signature
that was used to digitally sign the data by the publisher. If UE A receives a
message from UE B, A can verify that B is indeed the sender of the message
where A and B can be any of the device in the network such as UE, server, which
can also be classified as subscribers and MNO/SP [49].

Service Security Layer - Modules 4, 5 and 6: The authentication on
this layer is concerned with verifying the identity of services and the origin of
the NS. The verification of UE trying to access the services should be done by
Authentication, Authorization and Accounting servers (3As), which also mon-
itor, manage the subscription and service provisioned for the UE. The service
should also be able to verify the authenticity of the UE. The receiver should be
able to assess the validity, provenance and relevance of the data received [53], to
make sure that fragmented data received is complete and not corrupted. There-
fore, verifying the producer’s identification to ensure that identity and source of
cached data can be trusted [8] is a must.

Non-Repudiation This dimension is concerned with preventing any device
from denying its involvement in an activity on the network such as denying
transmitting or receiving a service [75]. It also allows the tracking of the source
of a possible security violation. The SP and devices should be held accountable
for their action through monitoring of network activities [49]. For example, a
verified content producer should not be able to deny that they are the source of
the content or UE should not be able to deny sending an interest message. Some
of the solutions include the use of digital signature to achieve non-repudiation
and other mechanisms should be in place to prove originality of the data as well
as proof of transaction to prevent attacks such as false accusation.

Infrastructure Security Layer - Modules 1, 2, and 3: The non-repudiation
at this layer records and identifies entities such as UE, BBU, servers that perform
activities on other devices, modify control data or access UE data. This record
can be used as proof of access or modification of the control data. In additional,
identifies the origin of control messages and the action that was performed.
Identifiers can be applied as solution to bind user related messages to the UE and
network for accountability. Also, Packet Level Authentication (PLA) protocol
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[11] can be used to provide network layer authentication and accountability of
the data using public key cryptography.

Service Security Layer - modules 4, 5 and 6: The non-repudiation at
this layer is concerned with recording the content producer, UE, BBU or other
entities that performed activities on the NS, origin of the control message and
the UE that accessed the services. For example, recording information about
an object’s provenance, indicating the creator or publisher of content object.
Moreover, the requester who receives content can be recorded and charged for the
service using out-of-band digital signature solution [50]. There should be a strong
association between the entity identities and use of the NS to prevent attacks
like spoofing attack. However due to the nature of integrated system there might
not be a direct link between SP and the requester. Therefore, the producer and
requester must trust the system to account for usage in a fair manner, whereby
charges are added according to services accessed periodically [9]. Traditionally,
the mobile network is capable of tracking and monitoring the system utilization
and usage as per the contract between the SP and the subscriber.

Data Confidentiality This dimension ensures the confidentiality of data on
the UE, network devices and in transit, encryption should be used on data to
provide confidentiality. Encrypted data and should only be decrypted by the
authenticated and authorized entity. The confidentiality of any used data must
be protected against unauthorized users or attacks such as eavesdropping and
privacy invasion. Moreover, encrypting message on wireless channel will be stan-
dardized in 5G. For example, encryption keys can be applied to encrypt data
using symmetric or asymmetric encryption mechanisms.

Infrastructure Security Layer - Module 1, 2 and 3: The data confiden-
tiality at this layer is concerned with protecting data on the network devices and
data transiting in transit from unauthorized access such as user’s control and
configuration data. During service provision, data might pass through possibly
untrusted segments, which highlights the issues of whether the producer and
requester are able to trust the infrastructure routing decisions without exposing
the data. Encryption and ACL mechanisms can be used in providing data con-
fidentiality. Other methods such as key extraction protocol based on Channel
State Information (CSI) could be used to avoid leakage of data. Additional use
of cryptographic mechanism like stream ciphers, might stop the attacker from
reading messages between D2D users as well as preventing eavesdropping attack
[34].

Service Security Layer - Module 4, 5 and 6: Confidentiality at this layer
is concerned with protecting the NS’s control, configuration and management
data such as Pending Interest Table (PIT) updates, security setting from unau-
thorized access and modification. ACL and encryption methods can be used to
provide confidentiality of NS. A content producer should be able to control which
subscribers may receive what content, however confidentiality might not be rel-
evant where the producer is offering data to everyone. Group key distribution
[48] is another mechanism that can be used for data confidentiality, the pro-
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ducer pre-distributes keys to all potential requesters, an out-of-band approach
prearrangements might be required [49].

Communication Security This dimension ensures that information only flows
from source to destination endpoints using secure wireless and wired communi-
cation channels. The end user accesses resources and services by connecting to
the network via wireless access point. In legacy systems, the wireless channel was
not secured but in 5G this problem will be addressed [4]. However, point-to-point
communication does not apply to ICN, the content is requested without being
aware of its location. Also, the requester might be receiving different chunks of
cached data from different sources such as content server, BBU Pool and D2D
UEs which makes establishing secure connections complex and unmanageable.
Therefore, information-centric and host-centric security methods must be con-
sidered, it is paramount to ensure that only intended D2D users are able to
receive and read data. Encryption methods can be used to provide confiden-
tiality, secure routing and transmission of data to authorized users. With D2D
communications, physical layer security can be applied by exploiting wireless
channel characteristics, modulation, coding, and multiple antennas preventing
eavesdroppers [64].

Infrastructure Security Layer - Modules 1, 2 and 3: The communica-
tion security at this layer ensures that UE, control and management data only
flows between entities and communication link that uses secure channels. For
example, authentication data such as security context should not be diverted
or intercepted as it flows between source and intended destination end points.
Secure communication must be established between the UEs and other entities
before sharing any information.

Service Security Layer - Modules 4, 5 and 6: The communication secu-
rity at this layer ensures the management, control and UE data in transit for
use by NS, only flows between entities using a secure channel and that data is
not intercepted as it flows between the endpoints. For example, with the inter-
est messages and service data, the SP registers a service identity to the server
or cache node and binds the data under namespace. The BBU is tasked with
monitoring and storing data regarding the interest and data exchange, BBU can
search for malicious nodes and select alternatives path for packets to reach their
destination securely, taking advantage of the ICN architecture which can reveal
misbehaving nodes [56].

Data Integrity This dimension ensures that data is received as sent or retrieved
as stored and no data manipulation has been performed by any malicious or
authorized users. D2D users should be able to receives correct data without
alteration or fabrication. If an attack like message injection or false reporting
are initiated, the data’s integrity might be violated which could compromise the
UE and the whole system [45]. Data integrity can be achieved by using hash,
functions, MD5, digital signature, while integrity in CCN can be provided by
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applying a simple content-signing method, such as the manifest-based content
authentication.

Infrastructure Security Layer - Module 1, 2 and 8: The integrity at
this layer is concerned with protecting the configuration, control data on the
network entities, D2D links and data in transit or stored on the devices against
unauthorized modification, creation and replication. System integrity can be
compromised if an attacker uses a malicious server to insert bogus subscription
and act as a bogus subscriber to the UE or BBU, then responds to interest
with bogus reply or drop the data completely. Integrity is important for D2D
communications to secure the user’s data and enable legitimate users to decrypt
the received encrypted data by using encryption.

Service Security Layer - Module 4, 5 and 6: The integrity at this layer
is concerned with protecting the management, control, UE data against unau-
thorized modification, and deletion of service data. For example, the integrity of
interest and service data in transits should be protected. The identifications and
security context from authentication should be protected from any modification
or deletion [75]. Integrity can be ensured by applying cryptographic mechanisms
such as hash functions, Message Authentication Code (MAC) and data modifica-
tion should be detectable, however there is no cryptographic integrity protection
for the user data plane in 5G.

Availability This dimension ensures network elements and services are avail-
able to legitimate and authorized users ubiquitously. Services should be available
even during attacks such as DoS and free riding [75]. In D2D communications,
DoS attacks are hard to detect since the D2D does not rely on centralized in-
frastructure [35]. Jamming attack affects communication between D2D users and
can be started anonymously [34] affecting service availability. Due to CCN natu-
rally spreading contents to permit request being satisfied by alternating sources,
it requires a lot effort to initiate a DoS attack whereby an attacker would have to
send repeated requests on a single device, it is hard but possible [49]. In 5G, NS
should always be available for UEs and the waiting time to connect or get ser-
vices should be as short as possible to complement 5G objectives like high date
rate, ultra low latency and reliability. In addition, devices such as Intrusion De-
tection Systems (IDS), Intrusion Prevention Systems (IPS) and firewalls should
be deployed in the network as well as Business continuity (BC) and Disaster
Recovery (DR) plans should in place to decrease downtime of 5G services.
Infrastructure Security Layer - Module 1, 2 and 3: The availability on
this layer is concern with ensuring that network devices can receive control data,
access UE data and manage the D2D link. Authorized UEs and other devices
should have access to the infrastructure and protection against any attacks.
During DoS attack, the attacker can target caching and routing plane by creating
large amounts of unwanted traffic, which is cached by intermediate devices in
the BBU and 5GC, resulting into cache overflow after overload of caching plane.
Moreover, cache DoS attack can be initiated by polluting the content cache in
CS, hence returning an incorrect content object [24]. To minimize the damage
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from such attack, no data should be delivered to any requests unless there is
a valid subscription from the requester. Therefore, the prevention of unwanted
traffic from bogus requests can improve availability and dependability whereby
the system only serves valid and authorized users.

Service Security Layer - Modules 4, 5 and 6: The availability at this
layer is concerned with ensuring that the NS are always available and accessing
or managing of the NS by authorized users cannot be denied. Services must be
protected from attacks such as DoS and jamming attacks. Whereby the attacker
can use malicious content and subscriptions to overload the system, subscribers
flood producer with bogus interest messages. Availability of services guarantees
that authorized users can access the services through D2D communications.
Availability and dependability can maintain satisfactory user experience.

Privacy This dimension ensures that the identifiers, user and network data is
kept private. Privacy in 5G is part of a very critical security requirements, iden-
tity and location must be preserved. Privacy drives the new age of information
and users data privacy has become a very sensitive topic, even though privacy in
CCN architecture has not been investigated extensively but it has been in D2D
communications. D2D users must be aware of which data they are sharing, and
the system should collect only the required data to provide a specific service.
Encryption can be used to the protect the communication and data transmission
between entities.

Infrastructure Security Layer - Module 1, 2 and 3: The privacy at this
layer is concerned with ensuring that data that can be used to identify the UE,
BBU and 5GC entities or communications link is not available to unauthorized
users. Network elements should not be able provide data revealing the UE’s
network activities such as UE’s location to unauthorized user and only certain
user data should be accessed by authorized personnel. Exposing information from
cached data, the attacker could extract it hence violating user data privacy. The
UE might need to communicate anonymously while accessing services to reduce
such attacks [32].

Service Security Layer - Module 4, 5 and 6: The privacy at this layer is
concerned with ensuring that data that can be used to identify devices, NS man-
agement systems, communication links is not available to unauthorized user. In
addition, NS should not be able to reveal UE data such as UE and service iden-
tities. An attacker might be able to obtain data by monitoring cache transaction
of accessed data even when the requester source is not clearly identified, this is
achieved by analysing direction of the requests and timings of the transactions
[49]. Location-based services can enable the tracking of the UE and data privacy
might be compromised as this service relies on location of the user and service.
Moreover, the UE activities can be exposed to cache owners that they might
have no transactions with the UE. It is impossible for the user to request ser-
vices without revealing their subscription and security information to the SP or
the infrastructure. Private Information Retrieval (PIR) mechanism [71] could be
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used to preserve privacy of subscription data, it allows the retrieval of database
entries without the user disclosing the entries to the server.

5 Security Solution Approaches

For solution approaches, we have to consider the unique characteristics of the
CCN and 5G enabled D2D communications and how some of their security
features are pre-designed. For instance, ICN has basic security in its architecture
design such as integrity and authentication while the encryption messages over
wireless communication has been standardised in 5G. In addition, the 5G trust
enhancement is due to routing attacks in SS7 [25] impersonation and address
spoofing attacks [61] in signalling messages which exploited the trusted domains
in legacy systems. This section discusses possible security solutions to address
the threats and attacks presented in this article.

5.1 Authentication and Key Management (AKM)

Authentication is a key factor in securing D2D communications, content deliv-
ery and facilitating content authenticity. A secure framework for authentication
between two D2D users was proposed in [62] and [74] proposed a security com-
munication protocol to defend systems from attacks like Man In The Middle
(MITM) and masquerading. Data origin authentication method can be achieved
by using of digital signature algorithm for proof of origin and protecting sensi-
tive message from tampering. In addition, cryptography can be deployed at the
different layers to achieve authentication. In this case, keys are used to encrypt
and decrypt data, therefore key management plays a vital role in preservation
of user and security context data. This includes the generation, distribution and
storage of keys.

5.2 Confidentiality and Integrity (CI)

Data confidentiality of NS, D2D messages, control data can be implemented by
using ACLs and various cryptographic techniques. While data integrity can be
protected by using hash functions and digital signatures during transmission,
preventing a malicious user from forging data that can affect the system’s in-
tegrity. For instance, routing misuse is the result of concept of trustworthiness
and integrity in CCN based on a trusted computing approach [12].

5.3 Non-Repudiation Enforcement (NRE)

The use of digital signature and certificates can act as proof of work so that
entities don’t deny their involvement in a transaction. When the UE registers
for services, the SP can monitor the services accessed and bill the subscriber
accordingly. An efficient auditing system can be used to stop attack such as
false accusation by logging all activities in the network with platforms such as
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Distributed Audit Service platforms (XDAS) [29]. The system should be able
to identify the origin of false message through traceability. Additionally, the
message originator can be verified through authentication process to avoid data
leakage by false notifications from a malicious user.

5.4 Secure Naming, Routing, Forwarding and Transmission
(SNRFT)

Content naming technique is fundamental to ICN, a verifiable binding between a
content name and its provider prevents content poisoning attack. Methods such
as secure naming, secure routing and forwarding techniques are vital to any net-
work architecture security. Secure naming scheme can be achieved by using RSA
and Identity Base Cryptography (IBC). A name-based method using IBC was
proposed in [77] for trust management in CCN. While secure routing is essen-
tial in D2D communications especially during out of coverage, in [54] a Secure
Message Delivery (SMD) protocol that protects relayed message was proposed.
Whereas secure forwarding involves secure forward plane or secure namespace
mapping that enable interest forwarding for name prefixes. The Interest Key
Binding (IKB) method can be applied by binding the producer’s public key and
the content name with the interest packet [27], which maps the producer and
the content.

5.5 Access Control (ACL)

Authorization enables an entity to control the access to its services requested
by other entities. In mobile network, ACL can be enforced through use of RA-
DIUS [46] and DIAMETER [13] protocols which are centralized authorization
or through a distributed authorization method as proposed in [70]. Some of
these ACL methods are encryption-based, attribute-based, session-based, Fine
Grained Access Control (FAC) and context aware schemes. ACL can be sup-
ported by AKM to provide different levels of authorization such as access to
the network and services. The authors in [72] focused on the D2D communica-
tions access, authorization was achieved by using heterogeneous and fine-grained
access control mechanisms together with AKA methods. An identity-based cryp-
tography for ACL enforcement was used in [60] while the authors in [52], pro-
posed an ACL method for CCN based on Kerberos in IP-based networks, utiliz-
ing on distinctive authentication and authorization techniques.

5.6 Privacy Preservation (PP)

Integrating services in mobile network requires the UEs to disclose their location
to the BBU for data routing and forwarding but UEs might be unwilling to share
their location to avoid exposure. Privacy can be preserved by using identity ex-
piration enforcement technique and leveraging on homomorphic cryptography
[18]. The authors in [51] proposed a client anonymity framework, cryptographic
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based on naming scheme, it improves publisher’s and consumer’s privacy and
untraceability. Also data privacy can be achieved through data encryption and
physical layer security to define secrecy capacity as maximum transmission rate
at which unintended user cannot decode transmitted message [40]. The obfus-
cation method is another way to preserve data privacy by degrading the quality
of information like UE location to protect the user’s identity.

5.7 Awvailability and Dependability (AD)

This approach is for both the D2D communications and services functionalities
to reduce the defect attacks such as DoS and free riding that make services
unavailable to legitimate users. An attacker can decrease system availability by
encouraging UEs to selfishly not participate in content sharing, a cooperative
mechanism between UEs was proposed in [63]. In CCN, DoS mitigation may
include change in intermediate cache structure such as PIT and CS, as well
as reducing the rate of consumer request through request of proof work [65].
Additionally, an interest flooding detection and mitigation method based on
fuzzy logic and routers cooperation can be applied [69].

Table 3. Threats, Attacks and Solutions based on X.805 Framework.

Threats Attacks Solutions
Destruction of Impersonation, MITM, routing CI, AKM
data and resources misuse
Corruption or Content poisoning, false NRE, SNRFT
modification of accusation, cache misuse, data
data fabrication, replay, IP /location

spoofing
Theft, removal or Unauthorized, access AKM, ACL
loss of data masquerading, false content
resources injection, data leakage
Disclosure of Privacy violation, eavesdropping| PP, AKM
data discovery, monitoring, timing

anonymity, unlinkability,
traceability
Interruption of Cache pollution, DoS, free riding| AD, AKM
services jamming, session hijacking
interest flooding

The presented solutions could be applied to multi layers of the network,
based on the eight dimensions of X.805 framework using a modular based ap-
proach to address the vulnerabilities, threats and attacks. Also, Unconventional
techniques such as cache verification and self-certifying naming methods can be
applied to prevent forged content. Self-certifying is becoming a popular approach
in 5G, to support network edge services, this is due its ability to handle dynamic
content objects. Security on physical layer enforce security on the upper layers
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in D2D communications and it is necessary to study security on the high lay-
ers rather than just the physical layer. Moreover, security at upper layers is
based on building security protocols to provide secure communication and data
in transit without undermining D2D communications and 5G features such as
network routing, caching or D2D links. Therefore, we believe the security threats
in 5G require an integrated solution, hence a hybrid approach that consists of
information-centric and communication-centric solutions should be used.

Many security issues in D2D communications and other NS are still open
without appropriate solutions, some of the threats, attacks and possible solu-
tions are presented in Table 3. No work is comprehensive enough to cover all
security domains and fulfil all security requirements of 5G. Some of the existing
work proposed solutions that achieve mobile security with IP based methods but
not compatible with new use cases and services like CCN. Moreover, the security
mechanisms should be lightweight to avoid high communication and computa-
tional overhead and the effects of mobility on security and privacy preservation
should be considered.

6 Conclusion and Future Work

In 5G, D2D communications will be used as underlay technology to offload traf-
fic from the backhaul to the fronthaul and push content to edge closer to the
user. The secure delivery of NS to D2D users is crucial for 5G’s main objectives.
Due to heterogeneous nature of 5G and its enablement of new use cases, new
security challenges have been created, making the secure delivery of NS difficult.
Therefore, these new and old challenges need to be address using new and more
robust measures. We investigated related work on the security of NS in 5G en-
abled D2D communications, our contribution included the introduction of NSD
framework based on D2D and CCN as NS. We presented an integrated system
model to investigate the security for both D2D and CCN domains, highlight-
ing the vulnerabilities, threats, and attacks and their affect on D2D users. We
then evaluated the security requirements of the system model based on X.805
security framework for a systematic and comprehensive approach. We also ex-
plored the existing approaches, then suggested a hybrid approach consisting of
information-centric and host-centric solutions to provide security for hosts, the
data, and the network. Most importantly, the study highlighted the lack of an
integrated approach to address security for NSD in 5G enabled D2D communi-
cations which needs addressing. The open issues will motivate future research
trends including security for SDN/NFV, network slicing, and integrated security
solutions for 5G. Therefore, future work is to develop a comprehensive multi-
layered security framework and solutions that addresses the highlighted security
issues by incorporating the possible solution approaches in this article.
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