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Foreword

Before Artificial Intelligence changed the world, before Covid, before some countries abandoned if
not attacked ancient scientific traditions, there was a clear need for scholars and others to identify
and make sense of the many ethical issues raised by the use of computers in health care.

That need was anticipated by few - two of which were, however, Middlesex University and the
University of Miami. Their subsequent decade-long collaboration has made significant contributions
to education and research on precisely those issues.

The 2025 Emerging Technologies in Healthcare workshop is the 7t in a series hosted at Middlesex
University. It has come to be one of the world’s leading venues for sharing innovative scholarship on
ethics and biomedical informatics.

This workshop continues a tradition of featuring intellectually and geographically diverse scholars
and others. Their areas of expertise include computer science, medicine, ethics and philosophy, law
and behavioural science; they come from Belgium, Egypt, the United Kingdom and the United States
of America; they work for universities, nongovernmental organizations and industry. And the topics
they address are as compelling and challenging as ever: computational intelligence, integrity and
accountability, data and science, mobile health technology and others.

Perhaps most significantly, this multidisciplinary and interprofessional approach has afforded
unique opportunities for students.

The workshop occurs at an extraordinary time in international science, education, commerce and
communication. It is a period in which longstanding customs are under attack, in which falsehoods
are re-imagined as “misinformation” and in which legitimate trust is being wilfully undermined. All
of this is all the more reason for fostering international collaborations and open exchanges of the sort
represented by this important workshop.

Prof. Kenneth W. Goodman
Professor Emeritus of Medicine and jointly of Philosophy
University of Miami Miller School of Medicine Institute for Bioethics and Health Policy, USA.
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Welcome from the Pro Vice Chancellor for Global Research and Knowledge Exchange

Emerging technologies such as artificial intelligence (Al), mHealth, telemedicine, and the Internet of
Things are transforming healthcare delivery worldwide. While these innovations offer immense
benefits to patients and healthcare professionals alike, they also present complex challenges that
demand our careful attention, in particular relating to legal, ethical, social and governance issues.
Understanding these challenges and collaboratively developing solutions to mitigate undesirable or
potentially harmful effects is vital for the well-being of society.

Universities like Middlesex play a pivotal role in advancing research at the intersection of healthcare
and technology. We serve as a vibrant hub of innovation, bringing together multidisciplinary teams
of researchers, clinicians, and other stakeholders to explore cutting-edge solutions to some of
healthcare’s most pressing challenges.

Here at Middlesex, we take pride in our longstanding commitment to educating healthcare
practitioners and driving innovative research in healthcare technologies. This workshop is an
important platform for fostering interdisciplinary dialogue and collaboration. It enables us to
examine the legal frameworks shaping emerging technologies, to navigate the ethical considerations
guiding our decisions, to assess the social impact of integrating these technologies into healthcare
systems, and to develop governance strategies that ensure responsible and equitable
implementation.

[ would like to extend special thanks to Dr Carlisle George, Ms Diane Whitehouse, Dr Penny Duquenoy
and Prof Kenneth Goodman for their outstanding work in organising this significant event, which
brings together diverse voices and expertise from across disciplines.

On behalf of Middlesex University, | warmly welcome you all and encourage you to actively engage
throughout the workshop, sharing your perspectives, challenging ideas, and collaborating to build a
comprehensive understanding of these important topics.

Janet Jones
Professor and Pro Vice-Chancellor, Global Research and Knowledge Exchange
Middlesex University, UK



Welcome from the Dean of the Faculty of Science and Technology

Healthcare has always been a driver for innovation and advances in technology often, leading to
wholesale improvements in health outcomes across the demographic divide. The healthcare domain
has always been the focus of interest for government, the private sector and universities and captures
perfectly the tensions around ethical governance, innovation, creation of new knowledge for
humankind, public policy and private profit. Of course, the latest advances in Artificial Intelligence
(AI), in particular the use of generative-Al brings this tension to the fore.

The UK is seeking to play a leading role in the uptake of generative Al in the healthcare sector. The Al
Opportunities Plan! published in January 2025 cites the importance of strategic collection of data to
enhance research in areas such as disease and prediction of health outcomes through the UK Biobank.
The Industrial Strategy paper? notes the plan for a National Data Library which will be the source of
innovation for private enterprise. Meanwhile, the Centre for Data Ethics and Innovation, a
government unit launched in 2018, became the Responsible Technology Adoption Unit in February
2024 and then in January 2025 its name was quietly modified and its functions embedded across
UK.Gov.

Into this space, then, Universities play a central role in facilitating platforms for honest discussion
and exchange: to ensure inter-disciplinary and transdisciplinary needs are met and to allow for
insightful and meaningful critique of technologies and their impact on public policy. The focus of this
workshop on legal, ethical, social and governance aspects of emerging technologies in healthcare is of
critical importance, since effective human oversight is essential for the successful implementation,
use, acceptance and further development of these technologies.

The Faculty of Science and Technology, Middlesex University, is pleased to host this event at our
London campus. Our Faculty mission of empowering our graduates to become ‘change-makers’ who
deploy their scientific knowledge for social good resonates with the themes and presentations from
expert speakers. Some of the research in our faculty, especially in our ALERT (Aspects of Law and
Ethics Relating to Technology) research group, which focuses on interdisciplinary work exploring
legal/ethical issues raised by emerging technologies, is also an excellent reason for why we are
delighted to host this workshop.

I welcome you to Middlesex University and hope that you leave after having shared an enjoyable,
stimulating and challenging workshop in London at one of the UK’s most international universities.
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Balbir S, Barn

Professor of Software Engineering

Dean, Faculty of Science and Technology
Middlesex University, UK.

' https://www.gov.uk/government/publications/ai-opportunities-action-plan/ai-opportunities-action-plan
2 https://www.gov.uk/government/consultations/invest-2035-the-uks-modern-industrial-strategy/invest-2035-the-uks-modern-industrial-strategy




Workshop Introduction

1. Overview

Emerging technologies (e.g., artificial intelligence (Al), blockchain, mobile apps, social media, social
robots, virtual reality) continue to play an integral role in the provision of healthcare spanning fields
such as digital health, mHealth, telemedicine, telecare and telehealth. International institutions, like
the European Commission and World Health Organization, have steadfastly promoted the use of
technologies to transform the healthcare sector and to facilitate cross-border services. Healthcare
technologies are useful in providing direct access to healthcare and in facilitating and supporting
healthcare-related functions. Examples include medical data storage (electronic health or medical
records, cloud computing), data sharing (locally, nationally, and across borders), data analytics, and
access to healthcare services. Policy makers and businesses continue to seek ways to use healthcare
technologies to provide benefits to stakeholders including patients, healthcare professionals, clinics
and hospitals, governments, research initiatives, and business ventures. These and other
developments in healthcare technologies bring challenges that raise questions spanning legal,
ethical, social, and governance concerns, particularly for the scale-up and implementation of health
IT. This workshop primarily focuses on legal, ethical, social and governance aspects of new and
emerging technologies in healthcare as well as developments regarding regulatory and ethical
frameworks.

2. History

The current 2025 workshop is the seventh in a series of workshops led by Dr Carlisle George,
Convenor of the ALERT (Aspects of Law and Ethics Related to Technology) Research Group at
Middlesex University with co-organisers: Ms Diane Whitehouse (European Health Telematics
Association); Dr Penny Duquenoy (Middlesex University); and Prof Kenneth Goodman (University of
Miami). The previous six workshops were held in 2011, 2013, 2014, 2016, 2018, and 2019. These
workshops have provided a unique forum for anyone interested in legal, ethical, social and
governance aspects of Health IT. They have facilitated networking and collaborations, many
publications, attracted doctoral students to the ALERT Research Group, and have also led to the
external recognition and engagement of the expertise of ALERT Group members. To date, the seven
workshops have collectively attracted participants (including students, academics, researchers,
medical professionals, lawyers, ethicists, and policy makers) from over 60 institutions/organisations
from around the world as shown in the list given on the following page.

All workshops have been free for participants to attend, and have been funded jointly by Middlesex
University and the University of Miami Miller School of Medicine. They are known affectionately as
MDX Health IT Workshops.



3. List of Institutions represented at MDX Health IT workshops (2011-2025)
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ANEC (European consumer voice in
standardisation), Brussels.

American University in Cairo, Egypt.
Aristotelean University of Thessaloniki,
Greece.

Beecham Research, London, UK.

Brunel University, UK.

Cambridge Health Informatics Limited, UK.
Cairo University, UK.

Charles Sturt University, Australia.
Coventry University, UK.

De Montfort University, UK.

East Tennessee State University, USA.

East & North Hertfordshire, NHS Trust, UK.
Eindhoven University of Technology,
Netherlands.

European Health Telematics Association,
Belgium, Brussels.

European Commission, Directorate-General
Research & Innovation, Brussels.
European Commission, Directorate-General
Information Society, ICT & Health Unit,
Brussels.

EXUS Ltd, London, UK.

Fraunhofer Institute for Biomedical
Engineering, Germany.

Galala University, Egypt.

Glyndwr University, UK.

Guy’s and St. Thomas’ NHS Foundation
Trust, London, UK.

Health & Social Care Information Centre, UK.

Health on the Net (HON) Foundation,
Geneva, Switzerland.

IESE Business School, Spain.

Independent Centre for Privacy Protection
Schleswig Holstein, Germany.

Information Catalyst, Manchester, UK.
International Electrotechnical Commission's
(IEC) Standardization Evaluation Group
International Baccalaureate, UK.
Johannes-Gutenberg University, Germany.
Katten Muchin Rosenman LLP, Texas, USA.
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King’s College London, UK

Lister Hospital Stevenage, UK

Leeds University, UK.

London School of Economics & Political
Science, UK.

Middlesex University, UK.

Netherlands Organisation for Applied
Scientific Research, Netherlands.
Nelson Mullings Law Firm, USA

NHS Digital England, UK.

Nottingham University, UK.
NorthShore University Health System, USA.
Nuffield Council on Bioethics, UK.
Padua University, Italy.

Rostock University, Germany.

Royal Free NHS Trust, London, UK.
Swansea University, Wales, UK.

The Castlegate Consultancy, UK.

The European Institute for Innovation for
Health Data, Ghent, Belgium.

Tilburg Institute of Law, Netherlands.
University of Bedfordshire, UK.
University College London, UK.
University of Delhi, Delhi, India.
University of Hull, UK.

University of Leuven, Belgium.
University of Miami, Miller School of
Medicine, USA.

University of Oxford, UK.

University of Turku, Finland.
University of Wales Trinity Saint David, UK.
University of Westminster, UK.
University of Winchester, UK.
University of Piemonte Orientate
Alessandria Area, Italy.

Uppsala University, Sweden.

UK Council for Health Informatics
Professions, UK.



Organisation and Sponsorship
Workshop Organising Committee

e Dr Carlisle George: Associate Professor & Barrister, Convenor ALERT Research Group, Middlesex
University, UK. (https://www.eis.mdx.ac.uk/research/groups/Alert/).

e Ms Diane Whitehouse: Principal eHealth Policy Consultant, EHTEL, Brussels, Belgium.
¢ Dr Penny Duquenoy: Visiting Researcher, Middlesex University, UK.

¢ Prof Kenneth Goodman: Emeritus Professor of Medicine, Miller School of Medicine, University of Miami,
USA.

Workshop Sponsors

¢ Faculty of Science and Technology, Middlesex University, UK.
http://www.mdx.ac.uk/about-us/our-faculties /faculty-of-science-and-technology

¢ Institute for Bioethics and Health Policy, Miller School of Medicine, University of Miami, USA.
https://bioethics.miami.edu
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Workshop Programme Town Hall - Committee Room 1

Day 1 — Thursday, 26th June 2025

TIME SESSION
12.30-12.45 Registration, mix-and-mingle
12.45-13.00 Welcome, Middlesex University
Dr Carlisle George - Assoc Professor & Barrister, Middlesex University, UK
Dr Neelam Raina - Director of Research, Middlesex University, UK
Artificial Intelligence in Healthcare — Part 1
13.00-13.40 What's Wrong with Computational Intelligence in Healthcare? (Keynote)
Professor Philip Scott - Professor of Digital Health & Care, University of Wales Trinity Saint David,UK
13.40-14.00 The ethics of Al chatbot information: Why botfo is a new and different language and why it
matters
Mr Chris Zielinski - President, World Association of Medical Editors (WAME). Centre for Global
Health, University of Winchester, UK
14.00 -14.40 Unbiased, Transparent and Reliable Artificial Intelligence in Healthcare: What Could Possibly Go
Wrong? (keynote)
Professor Kenneth Goodman - Emeritus Professor of Medicine, Miller School of Medicine, University
of Miami, USA
14.40-15.00 | Coffee Break (20 mins)
Ensuring Integrity and Accountability of Health IT
15.00-15.20 Accountability as a Primary Lens Through Which to Evaluate Healthcare Information
Technology: Examples from the United States
Dr Paul DeMuro - Counsel (Healthcare), Katten Muchin Rosenman LLP, Dallas, Texas, USA
15.20-15.40 Emerging Digital Health Training and Skills Capacity-Building: What are the Workforce Needs?
Ms Diane Whitehouse - Principal eHealth Policy Consultant, European Health Telematics Association
15.40-16.30 Discussion Session — The increasing use of technology in healthcare: Important benefits, concerns
and challenges. (40 mins)
16.30-16.45 Roundup of the day 1.
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Day 2 — Friday, 27th June 2025

TIME SESSION
09.30-10.00 | Welcome and introduction to the day
Dr Carlisle George - Assoc Professor & Barrister, Middlesex University, UK
Prof'Sally Priest - Deputy Dean for Research & Knowledge Exchange, S&T, Middlesex University, UK
Artificial Intelligence in Healthcare — Part 2
10.00 —10.40 | AI in health IT: Social and Ethical Considerations. (Keynote)
Professor Neil Gordon - Professor in Computer Science, University of Hull, UK
10.40-11.00 | Medical AI: Are We Playing Russian Roulette with Patients’ Lives?
Dr Uchenna Nnawuchi - Researcher, ALERT Research Group, Middlesex University, London UK
11.00-11.20 | Decoding Memory States using Machine Learning: Ethical, Legal and Governance Implications
My Sailendra Ramana - Solution Architect, Research & Innovation Ops, University College London,UK
11.20-11.40 | Artificial Intelligence in Biobanking: Potentials, Challenges and Future Trends in Oncology
Dr Radwa Hassan - Director of Medical Informatics Unit, Galala University, Egypt
Prof. Galal Hassan Galal-Edeen - Professor of Information Systems Engineering, American University
in Cairo, Egypt
11.40-12.00 | Coffee Break (30 mins)
Application of IT to Healthcare Related Challenges
12.00-12.20 | Using Surveillance Technologies to Prevent Suicides in Public Spaces: Ethical, Legal, Acceptable?
Dr Jay Mackenzie - Reader in Psychology, University of Westminster, UK
Prof Lisa Marzano - Professor of Psychology, Middlesex University, UK
12.20-12.40 | Addressing Privacy and Security Challenges in Enabling Interoperability of Electronic Health
Records: The TASIPPS Framework
Mr Adetunji Ademola - Researcher, ALERT Research Group, Middlesex University, UK
12.40-13.00 | Revisiting the Lucy Letby Case: A Forensic Readiness Perspective for Healthcare Big Data
Systems
Mr Cephas Mpungu - ALERT Research Group, Middlesex University, UK
13.00-14.00 | LUNCH BREAK (1 hour)
Smartphone Apps & mHealth
14.00-14.20 | Personalised Care & Digital Applications in Maternity for Ethnic Minorities: Legal, Ethical, and
Social Challenges
Dr Jasmine Leonce- National Maternity Specialty Advisor NHSE. Consultant Obstetrician, East & North
Hertfordshire NHS Trust
Professor Trixie McAree - Senior Midwife, Chief Midwife’s Office NHS
14.20-14.40 | Non-Medical Device Apps for Good Health and Well-being: Regulatory Challenges
Dr Carlisle George - Assoc Professor & Barrister, ALERT Research Group. Middlesex University, UK
14.40-15.00 | User Context-Centred Design of an mHealth System for a Developing Country
Prof. Galal Hassan Galal-Edeen - Professor of Information Systems Engineering, American University
in Cairo, Egypt.
15.00-15.45 | Discussion Session
Governance of health IT: Adequacy of current policies, regulatory (ethical/legal) frameworks and
oversight bodies.
15.45-16.00 | Workshop Overview and Next Steps (Workshop Organisers)

Closing Remarks
Dr Aboubaker Lasebae - Interim Head of Computer Science Department, Middlesex University, UK
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What's Wrong With Computational Intelligence in Healthcare?
Professor Philip Scott

Professor of Digital Health & Care, University of Wales Trinity Saint David, UK
philip.scott@uwtsd.ac.uk

1. Introduction

The technology industry is once again pushing ‘artificial intelligence’ (Al) as a magical panacea, especially
since the advent of generative Al that is purported to match human performance in language, art, and even
software development. Big tech firms apparently regard their need for massive additional energy supplies to
support the computing power for Al model creation as a ‘natural right’. This corporate technology-driven
hype has influenced government policy, as Al is seen as a driver of economic growth, and as a means of
providing the public’s expectations for improved services.

Healthcare is often cited as an ‘industry’ that will be transformed by Al. What is the reality? It is certainly true
that healthcare is in great need of radical improvement in its use of data, information, and knowledge.
Globally, it is estimated that, on average, only 60% of care is in line with evidence- or consensus-based
guidance, 30% is wasteful or of low value (for example, it involves overdiagnosis or overtreatment), and 10%
is harmful. This is in the context of a worldwide clinical workforce crisis, taking place especially in developing
countries, and the broader quality improvement agenda summed up in the triple aim of decreasing per capita
costs, improving the patient experience of care, and improving the health of populations.

This talk explores the meaning of intelligence from the human, organisational and computational
perspectives. The presentation emphasises the criticality of knowledge as a concept distinct from data or
information, and its importance in the paradigm of Learning Health Systems as a continuous cycle of quality
improvement. We analyse the spectrum of computable knowledge in healthcare, from traditional clinical
decision support using evidence-based guidelines through to the currently proliferating Al models for
specific use cases. This focus turns our attention away from technology push to problem-based solutions
where computable knowledge, whether expert-based or Al-powered, can genuinely contribute to
transformational change.

2. Mobilising Computable Knowledge

In 2018, a multi-disciplinary movement known as Mobilising Computable Biomedical Knowledge (MCBK)
was formed in the United States of America (USA), hosted by the University of Michigan. It soon spread to the
United Kingdom (UK), hosted by the British Computer Society (BCS). The term Computable Biomedical
Knowledge (CBK) is defined in the MCBK Manifesto as “the result of an analytic and/or deliberative process
about human health, or affecting human health, that is explicit, and therefore can be represented and
reasoned upon using logic, formal standards, and mathematical approaches.”' One of principal aims of MCBK
is the evolution of an open computable biomedical knowledge ecosystem dedicated to achieving the FAIR
(Findable, Accessible, Interoperable, and Re-usable) principles: making CBK easily findable, universally
accessible, highly interoperable, and readily reusable. MCBK has established chapters in the USA and the UK:
chapters are also being formed in continental Europe and Australasia.

The presentation illustrates the practical application of MCBK activity by describing recent work with the
National Institute for Health and Care Excellence (NICE) in the UK. NICE produces various kinds of clinical
guidance such as evidence-based treatment and diagnostics guidelines and technology appraisals. As health
policy is devolved in the UK to the four home nations (England, Scotland, Wales, and Northern Ireland), NICE
guidance formally only applies in England. It does, however, have an international reputation, and Wales has

1 MCBK Manifesto (2018).
https://mobilizecbk.med.umich.edu/about/manifesto
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voluntarily chosen to adopt NICE guidance. NICE is already working on what it calls ‘real-world evidence’
(thatis to say data from operational healthcare systems not just from randomised controlled trials). The NICE
Five Year Strategy (2021-26)* included the goal to make “a shift from ‘words’ to ‘data’ and to a more modular
approach to recommendations” and “guideline recommendations produced in an interactive, digitalised
format”. To support these aims, NICE established a Content Advisory Board that included the co-chair of
MCBK-UK.

Hence, the talk discusses the progress made in the NICE Computable Implementation Guidance (NCIG)
project, a first attempt to map the way forward from traditional narrative guidance to structures that can
become computable and therefore be more rapidly implemented. NCIG contributed to NICE’s recent decision
to develop a new useable product strategy based on structured recommendations. Further work is now under
discussion with NICE, with the purpose of improving the consistency of implementation of NICE products, by
developing a standards-based approach for structured clinical recommendations in such a way that industry
will readily and reliably adopt it.

3. Conclusion

The talk raises some broader ethical questions arising from Al developments, including new forms of
research waste in healthcare Al and its environmental, behavioural, and philosophical consequences. We
make a call to action to maintain a healthy scepticism of Al in healthcare and to drive the development of
Learning Health Systems.

2NICE Strategy 2021 to 2026
https://www.nice.org.uk/Media/Default/Get-involved /Meetings-In-Public/Public-board-meetings /Mar-24-pbm-NICE-strategy-
2021-2026.pdf
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Al Chatbot information:
Why Botfo is a New and Different Language and Why it Matters
Mr Chris Zielinski

Visiting Fellow, University of Winchester, and President, World Association of Medical Editors
chris@chriszielinski.com

Abstract:

In this paper, the characteristics of chatbot information - known as “botfo” - are examined, particularly its
lack of intentionality and desire to please, and the consequences stemming from this. Three types of bias
typically found in botfo are reviewed, and the urgent need for reliable software to detect botfo is stressed.

1. Chatbots are not authors

In 2022, the World Association of Medical Editors (WAME) - a voluntary nonprofit association with free
membership and global scope) found itself being asked questions relating to the use of generative artificial
intelligence (Al) and chatbots to write papers on health topics published in academic journals. At that time,
several papers had already been published in which one of the authors was listed as “ChatGPT”.

As aresult, in January 2023, WAME issued its widely quoted “Recommendations on Chatbots and Generative
Artificial Intelligence in Relation to Scholarly Publications”, revising and expanding them four months later
in May [1]. Other bodies dealing with academic journals, including the Committee on Publication Ethics
(COPE) [2] and the International Committee of Medical Journal Editors (ICMJE) [3] also published responses
to questions on similar uses of chatbots.

While recognising the importance and potential value of generative Al in scientific communications, the
central assertion in the WAME recommendations was that generative Al and chatbots could not be
considered or listed as authors. The consensus was that, unlike human authors, chatbots “are unaccountable,
and can'’t think, judge or be jailed” [4].

Moreover, because of the risk of various kinds of bias in Al-generated text, and the distinctive factual errors
termed “hallucinations” (which include the invention of bogus reference sources and other facts), WAME
recommended that the use of chatbots in preparing a given text should always be identified and declared.

The perspective adopted in the WAME recommendations mirrors all the others issued throughout the world
of academic journal publishing by COPE, ICJME, as well as by leading individual journals, particularly in the
health sector. The uniformity of outlook in the approaches and the widespread acceptance of and lack of
disagreement about the recommendations are striking.

Thus, according to the various published recommendations, chatbots should not be considered as being on
an evidentiary, legal, or indeed existential, level with human authors. Taking this argument one step further,
it can be asserted, as a point of constructive classification, that the text produced by generative Al and
chatbots should not be considered as equivalent to text produced by humans. The consequences of making
this distinction are addressed below in the context of the intentionality of written and spoken
communication, the development and ethics of chatbot language, and methods for detecting it.

2. The botfo language

Chatbots are designed to operate conversationally, and so their output is modelled on human speech.
However, this generated output is fundamentally different from human language. To underscore this
distinction, the portmanteau term “botfo” is used here as an abbreviation for “chatbot information” [4].
Although botfo often looks and sounds like what is written or said by a human being, there are at least three
ways in which it is in fact a unique and distinct form of language:

15



Botfo is statistically generated. Each word appears as the highest-probability next word to the
previous one. The probabilities are based on the way these words have been used in the text(s) that
the generative Al has been “trained on” or made to scan. Terabytes of sample text provide the
statistical heritage for every word that emerges from a chatbot. While we humans also base much of
what we say on what we have read or been told, the impulse to use a particular word may depend on
how a grandparent or comedian or lyricist used it. There may even be a statistical basis for the way
humans select their words from street slang, fashionable phrases, film dialogue or the punch lines of
jokes. But humans are not machines, and, unlike botfo, we don’t speak in algorithms.

Botfo lacks intentionality. Botfo is always a response. It is initiated by a prompt, and it is designed
to respond to the prompt as accurately and well as possible. Chatbots do not initiate conversations
without some stimulus. In human discourse, when someone breaks the silence in speech or in writing,
human listeners or readers assess whether it is worth trying to understand and interpret the words.
This reaction to a broken silence is probably an evolutionary response developed in humans.
Inevitably, humans ask the questions, Why are words being generated? Do they have a significance
for me as a person and my world of interests and activities? Can the words be trusted and believed?
Are they serious or a joke? Is the expression one of sarcasm, poetry, fantasy, or a statement of fact? Is
it meaningless drivel or a life-altering command? Since such options exist in every human utterance
made, listeners immediately try to judge the speaker’s intention and to respond accordingly. Without
such an intention, if the speaker is not intending to communicate anything, there is no reason for a
human being to listen or read further. Botfo doesn’t operate like that.

Botfo needs to satisfy both the prompt and the prompter. When asked to prepare a text
advocating for, or defending, some proposition, a chatbot will do its best to comply, to the extent of
making up facts and providing bogus references. This apparently naive desire to please is built into
chatbots, and has been noted and criticised as “sycophancy” [5] but, nevertheless, this is what one
would expect from a commercial product that has to satisfy the buyer/user. Chatbots are not designed
to pursue facts to the bitter end, especially if the facts are uncomfortable for the user or if they don’t
provide a desired outcome. Botfo is not designed to look for the truth. Its primary objective is to
satisfy the buyer/user. This is not a small failing: there is a clear distinction between the prompt-
induced pseudo-intentionality of botfo and the academic approach to knowledge. When one
considers the impact of generative artificial intelligence on the health sector, and its growing use in
all fields of public health and research, particularly in counselling, mental health, and geriatric care,
the risks of blind positivity are obvious. The road to health or good governance is not built on
compromises with the truth.

3. The ethics of botfo

As the examination of botfo language indicates, while botfo is not the product of sentience and is thus not
capable of being intentional, forms of simulated intentionality are nevertheless built into the software. This
is the result of three phenomena: training biases: the distortions of reality contained in the materials used
to train the Large Language Models (LLMs), residual biases: the conscious and unconscious, deliberate, and
accidental biases of the programmers, and compliance programming: the built-in performative task of solving
as many problems set by the user as possible (whether they are solvable or not).

Training biases come from the texts the software is trained on. These biases include racism, sexism
and every other -ism and bias known to humanity. They arise as a result of the almost desperate
struggle to find and absorb as much training content as possible, irrespective of its adherence to
ethical principles and norms.

Residual biases stem from the unconscious sociopolitical attitudes of the programmers. These are
biases of which the programmers themselves may be unaware. They are revealed when the software
is break-tested to see if it can be made to blurt out racial, gender or other unwanted slurs.
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e Compliance programming biases are the result of the programmers complying with explicit rules
established by the Al company. For example, in May 2024, OpenAl made its first tentative attempt at
drawing up ethical principles for chatbots [6]. The original lightweight outline was replaced by a
much heavier duty model in February 2025 [7]. This evolving model has been derided by
philosophers as being simplistic (“an engineer’s approach to ethics”), but at least it is explicit. The
problem is that, ultimately, ethics questions cannot be answered in a binary fashion: “A user can
demand that ChatGPT answer ‘yes’ or ‘no’ — we’ve all met idiots — but it is also fundamentally idiotic
for an Al to obey an order to give information it does not and cannot have.” [8]. Based on three
laudable concepts (“maximizing helpfulness and freedom for our users, ... minimizing harm, ...[and]
choosing sensible defaults”) [9], the model offers practical solutions to problems its programmers see
as having an ethical basis. However, the main effect appears to be to reinforce chatbot sycophancy -
the software’s willingness to please and its reluctance to offend.

4. Detecting botfo

In human-to-human communications, when we really don’t understand what someone means, we are free to
say or write, “What do you mean?” With botfo, however, despite any explicit ethical rules programmed into
the algorithms, the lack of intentionality in the software itself will always escape ethical regulation.

That is why botfo should always be identifiable as botfo, and not as a human artifact. Someone, not something,
has to assume responsibility for every health procedure proposed or carried out, every legal agreement
entered into, every student essay submitted, and journal paper published: essentially every public
commitment entered into as a person.

When asked about future proposals for LLMs, Sam Altman, one of the leaders at OpenAl, said, “There are
some minor short-term things that I think hopefully are very non-contentious. I think all generated content
should have to be tagged as generated.” [9]. In fact, however, this issue proves not to be minor, short-term,
or non-contentious. “OpenAl has a method to reliably detect when someone uses ChatGPT to write an essay
or research paper....[but] The project has been mired in internal debate at OpenAl for roughly two years...”

Why? It’s a business question. “OpenAl employees have wavered between the startup’s stated commitment
to transparency and their desire to attract and retain users. One survey the company conducted of loyal
ChatGPT users found nearly one third would be turned off by the anticheating technology” [10]. This is not
just because there are so many cheats out there - or users with little understanding of such issues as
copyright and plagiarism. It is possible that a chatbot use detection tool could also disproportionately affect
groups such as non-native English speakers.

Nevertheless, “In April 2023, OpenAl commissioned a survey that showed people worldwide supported the
idea of an Al detection tool by a margin of four to one.” [10].

It should be emphasised that botfo detection tools are needed by everybody - the need for such tools is
mentioned in the various public recommendations cited, such as those of WAME, COPE, and ICMJE. In the
WAME Recommendations on Chatbots and Generative Artificial Intelligence in Relation to Scholarly
Publications [1], WAME Recommendation 5 states, “Editors need appropriate tools to help them detect
content generated or altered by Al. Such tools should be made available to editors regardless of ability to pay
for them, for the good of science and the public, and to help ensure the integrity of healthcare information
and reducing the risk of adverse health outcomes.”

5. Conclusion

There is a real risk that intention-free, user-pleasing chatbot verbosity will swamp different forms of media
at every level and promote doubts about the accuracy of what is being reported. The growing use of botfo for
spreading disinformation and political subterfuge is inevitable, thanks to its lack of intentionality and affect.
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Ultimately, the risks in failing to recognise botfo and to distinguish it from human communications are bad
science, bad health, and a loss of human values.

But this doesn’t need to happen. The web of scientific communication, including the world’s medical journals
and their editors, is based on the fundamental intention to produce and communicate genuine knowledge
and research developed through an engagement with facts. This intention can only be achieved by the
involvement of committed and critical human researchers (assisted by the judicious use of Al and other tools)
who are willing to accept failures and the falsification of theories along with positive results. This is the future
we humans need to achieve.
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In an extraordinarily short time, many if not most educated laypeople have come to be able to itemize
several “concerns” and “issues” raised by Artificial Intelligence (Al). For instance,

Al is biased

It hallucinates or confabulates

Privacy and confidentiality are imperilled

[t is not transparent

It is under-tested or inadequately evaluated

These are good concerns to have, and they most certainly should be addressed. But this emphasis - on what
has evolved into a rough and ready “pick list” - is missing something much larger: As we correct and improve
Al in healthcare, we risk losing (or losing track of) a more fundamental challenge: what it means for people
to have practical knowledge about health and medicine.

Consider an Al system that supports clinicians in offering diagnoses and prognoses. Imagine it to be blameless
in that it is unbiased, does not hallucinate, and protects privacy. The system is reliable and consistently more
accurate than humans. Because it then becomes irrational not to use such a system, the clinicians as users -
“humans in the loop,” if we like - then use it and, over time, accept it, come to rely on it, and employ it regularly
to generate diagnoses and prognoses. These findings are then placed in patients’ electronic health records,
where they become data for the next generation of Al systems.

But this incremental storage is a problem: it constitutes the steady and increasingly rapid replacement of the
record or of human discovery with the record of machine discovery. Indeed, the transition from human to
machine composition of the scientific corpus has already begun, at least in some cases in electronic health
records. Will we press on gladly? Or ought we to anticipate what will surely be a significant epistemic
challenge, especially in the biosciences?

This reliance has been described as “harmful epistemic dependence” which “occurs when the impossibility
of critically assessing the soundness of a system’s output in situ implies a moral obligation to comply with its
recommendation since a failure to do so constitutes a moral risk that cannot be justified then and there.”[1].
Put differently, even a human in the loop becomes inadequate to the task. This circumstance has epistemic
and practical implications.

Epistemically, a world in which knowledge is produced by machines and no longer by humans is a world in
which humans have abandoned standard approaches to explanation, methodology, causation, inference and
even truth ... the foundations of epistemology. Though medics and their patients might care little about this,
it should nevertheless be seen as an abandonment of millennia of effort to understand the world.

Practically, the reliance on Al tools in health and medicine will entail what in other contexts has been a source
of some concern, that is, skill degradation. If a new technology renders obsolete what was once an essential
human skill, we should weigh up whether that obsolescence matters or not. If it does matter, then we should
take steps to prevent it. In an Al world, this prevention would entail a great deal of education which will
consist of no little computer science; one may hypothesize that this new duty will not be gladly met. If it does
not matter, then the role of human clinicians is fundamentally undermined.
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This presentation argues that the role of human clinicians does matter, both epistemically and practically.
The history of medical technology is in some respects the discovery and application of tools to improve
seeing, hearing and touching. We are all better off for that. But Al is a tool to improve thinking and, in the
context of the “blameless” systems imagined here, even replace thinking. If a human cannot confidently
explain a diagnosis or prognosis or an action or intervention, then we will have surrendered a skill that is not
only precious but which has for a very long time been an essential requirement for success in an ancient
profession.

We already encounter patient-facing Al tools, with an inadequate understanding of how they shape behavior
and influence efforts to access high quality health care. This situation is a challenge for health equity (no
matter the protestations of the current malign and fatuous U.S. political regime).

None of this is to suggest we ought not continue to develop and use Al tools in health and medicine. Rather,
it is to insist that we acquire far greater familiarity with these tools and, in consequence, be better equipped
to identify appropriate uses and users of the tools. This is in fact the job of bioethics, which has, for centuries,
evolved in parallel with the development of technologies to help us prevent and cure disease in individuals
and in populations.
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Abstract

All large complex systems require mechanisms to ensure that individuals, departments and organisations
stay accountable to their stakeholders. Many of these mechanisms have over time been automated using
information technology (IT), with variable effects on the nature of accountability. This position paper uses
examples from the U.S. healthcare industry to illustrate how healthcare IT can modulate the accountability
of healthcare providers and organisations toward the patients and communities they serve. It also proposes
some ways in which that accountability can be enhanced through more thoughtful application and
management of IT.

Keywords: Accountability, Information Technology, Sociotechnical

1. Introduction

Healthcare information technology (HIT) has long been promoted as a tool to achieve larger health policy
goals. In the United States (U.S), for example, the 2009 Health Information Technology for Economic and
Clinical Health (HITECH) Act promoted expanded use of electronic health records with a stated goal of
improving the quality, safety, and efficiency of clinical care [1]. More recently, policymakers have expressed
optimism about the potential for artificial intelligence (AI) within HIT to advance these same goals [2]. We
believe, however, that a key policy goal has been largely missing from these discussions, namely HIT’s
potential to either increase or reduce the accountability of healthcare organizations toward their primary
stakeholders.

2. IT’s impact on accountability

Accountability refers to the procedures and processes through which individuals and/or organisations are
held responsible for their actions and inactions by other interested parties [3]. Accountability can be enforced
and reinforced through several modes, including social feedback, economic feedback, government regulation,
and system architecture (including IT) [4]. Accountability by itself does not guarantee either high quality or
improvement in quality, but by identifying problems and the responsible actors, it facilitates social and
managerial feedback loops which can address those problems. In the absence of accountability, problems can
simply be ignored or swept under the rug. Accountability has been recognized as a foundational principle in
sociotechnical systems outside of healthcare [5]. As IT systems are increasingly used to automate functions
that were historically performed by human beings, it is critical to consider the impact of these changes on
accountability.

One interesting case study involves a lawsuit settled in 2009 between the New York Medical Society and
UnitedHealth, a large for-profit medical insurer [6]. At the time, many insurance company contracts
calculated physician reimbursement based on “usual and customary” fees. This calculation relied on a
national database of physician rates maintained by Ingenix, a health analytics company. After UnitedHealth
purchased Ingenix, there were allegations that UnitedHealth manipulated the Ingenix algorithm to exclude
certain categories of physician fees, thus biasing the calculated values for its own benefit. As part of a court
settlement, UnitedHealth agreed to stop using the Ingenix physician fee database for this purpose, and to
finance the development of a new, independent fee database [6]. In theory, Ingenix’s database, by aggregating
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physician claims data across all major insurers and across the U.S., could have been implemented in a way
that increased both public and physician visibility into physician charges, thus facilitating an increase in
accountability versus previous, more fragmented approaches. Instead, though, it appears to have been used
in a way that tilted the power dynamic toward insurers and thus reduced physicians’ ability to hold insurers
accountable for paying them fairly.

Artificial intelligence (AI) is an emerging IT domain deserving of special mention. Much has been written
about the accountability of healthcare Al itself [7] but less about the impact of Al algorithms on the
accountability of the larger systems in which they are implemented. For example, in 2023, a class action
lawsuit was filed accusing UnitedHealth and its subsidiary NaviHealth of using an Al algorithm rather than
human medical reviewers to assess the medical appropriateness of nursing home care [8]. This backlash has
led to legislative proposals to restrict Al use in insurance coverage decisions, such as California’s Physicians
Make Decisions Act [9]. There is no obvious logic, however, to conclude that individual human reviewers
would necessarily be more fair or accurate than automated reviewers might be. It is at least theoretically
possible that within a robust framework of third-party audits and a straightforward appeals process, Al could
be used to make coverage decisions that could provide more fairness and transparency than human
reviewers.

There are many other ways in which Al systems could be implemented to improve accountability across
healthcare systems. For example, Al could be used to analyse large data sets to identify areas of potential
fraud, waste, or poor quality, so that these areas could then be subject to management intervention. On the
other hand, the black-box nature of many Al systems creates a new set of risks. To the extent that Al is used
to automate functions related to accountability, it will be important to set up separate, independent auditing
and quality management systems to ensure that the Al is behaving as expected, not just from the perspective
of the organization controlling the Al, but more importantly from the perspective of the public.

Table 1 illustrates some of the ways in which software might either improve or reduce accountability
depending on how it is used.

Table 1: The Accountability Impact of IT on Healthcare Functions

Function Accountability Improving accountability Reducing accountability
dynamic
Pricing Consumers, the public, [ As in retail shopping, IT could be | Software, including the category
and purchasers such as | used to track and display of Revenue Cycle Management
employers holding healthcare prices so that patients | (RCM), is widely used to maximise
hospitals and other and purchasers of healthcare the amounts that can be charged
providers accountable | services could compare prices under different insurance plans.
for fair pricing across providers Because this takes place after the
clinical encounter, however,
organisations are unable to tell
patients what they might need to
pay for a procedure
Quality Consumers, the public, [ Apps can allow consumers and Scoring systems can create the
measuremen | and purchasers such as | purchasers to more easily appearance of quality
tand employers holding compare key quality attributes measurement even when their
communicati | hospitals and other across healthcare providers design and primary purpose are
on providers accountable for marketing purposes
for high quality
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Function Accountability Improving accountability Reducing accountability
dynamic
Appointment | Consumers holding In theory, online applications Hospitals and health systems
scheduling hospitals and other could make it easy for patients to | often centralise appointment
providers accountable | schedule and re-schedule scheduling, and then use software
for availability of appointments themselves to manage the work of large
services bureaucratic scheduling
departments. Because these
departments are organisationally
separated from the clinics they
work with, both patients and
clinicians are often frustrated
with the lack of transparency and
responsiveness to needs but have
little recourse to other options
Provider Consumers holding Online apps can make it easy for Overworked providers are
messaging physicians accountable | patients to message their increasingly turning to Al tools
for the quality of their providers and receive responses, | such as ChatGPT to respond to
communication thereby improving transparency | patient messages. While in theory
and accountability between providers are expected to review
provider and patients and approve all such messages,
this creates new risks of
communication failures
Utilisation Payers holding Payers can use software to screen | Payers in the U.S.A. have been
review physicians and for utilisation patterns suggestive | known to use nontransparent
hospitals accountable of fraud and abuse, and then proprietary algorithms to make
for providing only investigate further coverage decisions. This bypasses
medically appropriate human medical reviewers, thus
services insulating decisions from external
scrutiny
Other To be discussed at workshop To be discussed at workshop
examples

3. Summary
Accountability of healthcare providers and organisations toward their stakeholders is a key function which
has been underappreciated in the health IT literature. IT systems have immense potential to either improve
or degrade accountability, particularly when automation results in the partial or total replacement of
processes involving human accountability. Emerging Al capabilities have the potential to magnify these
effects. Careful attention is therefore required, including both auditing and quality management.
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Abstract

Digital health is a core area of development in Europe. This focus will continue for at least the next 5-7 years
but, as technologies carry on changing - often at even greater speeds - probably for far longer. This position
paper outlines several critical issues that have come to the fore when discussions are held in the European
Union about training and skills capacity-building in digital health. It focuses on the needs of two aspects of
European workforces - health and care. It illustrates its work by using several examples of developments
taking place in European Member States and/or regions. Concrete implementation of these developments is
vital. More than simply research, the scaling-up and implementation of digital health training is critical,
whether for health care professionals and health care providers or, alternatively, end-users such as citizens
and patients.

1 Introduction

Europe is facing many current challenges, some very serious indeed and many existential in character. Among
these are concerns which are legal and regulatory, ethical, or social in nature, and also related to governance.
This position paper has as its orientation, workforce, educational, and skills needs in Europe, with a specific
focus on digital health. First, the broad context facing health and care workforces in Europe is outlined.
Second, the specific work of the BeWell project is highlighted, including several interesting case studies. What
needs to happen next in order to scale up a focus on health and care workforce upskilling and reskilling
receives specific focus. The paper ends by offering some insights into what can happen next vis-a-vis concrete
implementation of digital skills development and expansion.

2 Policy context and concrete initiatives
There are at least two important policy threads that influence the field of digital health in Europe: the Union
of Skills and the European Health Data Space (EHDS). Here, emphasis is placed on the Union of Skills.

Europe’s Pact for Skills was the first of several pacts that were set up under Europe’s skills agenda that
began at the start of this decade. Launched in 2020, the Pact for Skills encouraged people and organisations
to contribute to the further upskilling and reskilling of members of the European health workforce. Among
the many types of organisations and people encouraged to become involved were: companies; employees
(“workers”); national, regional and local authorities; social partners; cross-industry and sectoral
organisations; education and training providers; chambers of commerce; and other forms of employment
services.

Today, this aspiration for upskilling and reskilling is embedded in the European Union (EU) of Skills - a
Europe-wide endeavour which is investing in people for a competitive union. The Skills Union is currently
based around a wide-ranging European Commission-published Communication [1]. The document highlights
problems such as the fact that one in five adults struggle with reading and writing; one in four 15-year olds
fall short on skills like reading, maths, science; and four out of five small- and medium-sized enterprises
cannot find the human resources (“talent”) that they need. The highly comprehensive document draws
attention to e.g., lifelong learning, micro-credentials, pledges made to upskill /reskill, the setting up of various
academies, and the conduct of ongoing pilot actions. In the health sector, there are several professions lacking
in numbers: generalist and specialist medical practitioners, nursing professionals and nursing associates, and
health care assistants. On digitally-related skills especially, the Communication highlights the importance of
fields such as artificial intelligence (AI), robotics, and cybersecurity.
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Another supportive initiative is the EU Talent Pool [2], a European Commission proposal for a future
regulation which encourages the European Member States to contribute voluntarily to an information
technology (IT) platform. The platform’s aim is to encourage appropriate jobseeker recruitment from third
countries outside of the EU.

The World Health Organization continues to examine digital health needs. In terms of the health and care
workforce, the current focus of one of its working groups is on workforce burnout and the mental health
challenges faced by health and care employees [3].

3 The BeWell project and its activities

The BeWell project is supporting the EU by creating the foundations of many aspects of the critical journey
towards strengthening of workforce training reskilling and upskilling. BeWell has two chief orientations: one
is on digital skills; another is on green skills. Given the orientation of this position paper, here the focus is on
the digital needs of the European health and care workforce.

Among BeWell’s current five main activities are:

e A Policy brief on digital skills. Published by the European Observatory on Health Systems and Policies
of the World Health Organization European Region, the policy brief was launched at a 6 May 2025
event [4] on closing the digital skills gap.

e ASKills monitor . The monitor is a collection or repository of digital skills courses and programmes
for health and care workforces. At present, more than 80 courses/programmes have been uploaded
to the skills monitor site [5]. More examples will be added over the next 12 months until June 2026.
Volunteers are encouraged to add more information to the repository about available
courses/programmes in their own regions or countries through a short form which is available to
them.

e A future skills strategy. BeWell is running an Open Public Consultation on what developments
should next be developed in terms of digital skills in Europe.

e Testing and piloting of an entirely new set of digital skills courses and programmes available in a
range of European languages. The BeWell Pilot Training Platform contains 12 courses/programmes
on both currently needed digital skills and eight emerging/future skills that are mostly digital in
orientation. All the courses/programmes are available in English, and some can be followed in six
further languages (Bulgarian, German, Greek, Italian, Romanian, and Norwegian).

e The creation and expansion of a (BeWell) Partnership. The Partnership concentrates on health
ecosystems. Its aim is to keep expanding its membership, and to share useful experiences and
developments among its members. This partnership liaises with two other European partnerships
with which it has synergies - one that has a focus on the health industry and another orientated
towards long-term care.

4 Three interesting national and regional examples

Members of the health and care workforce in a variety of occupations need to have digital skills that fit with
contemporary and future-oriented technologies. Both country-wide skills programme for digital skills and
regional level programmes exist. Since there is likely to be no single best way for Member States and regions
to develop their health and care workforce skills training, it is always worthwhile to examine the examples
of others, including - ultimately - countries from outside Europe. Other countries’ achievements can provide
insights and directions that others may find useful to explore and, it is possible, eventually implement. Three
examples follow. They draw on descriptions shared with EHTEL and with the BeWell project as a result of
several EHTEL-related initiatives and events during 2023-2024.
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4.1 France’s digital health skills strategy

France is upgrading digital health skills for all health care learners and professionals [6]. The country’s
various legal acts enable progress to be made on digital skills and learning between 2021-2025, and
thereafter. France was one of the first countries in the EU to make digital health a constituent part of its health
training curricula. Digital training frameworks were developed either prior to 2023 or are now being
developed. Their aim is to upgrade the digital health skills of all those professionals active in health and care
delivery. A 122 million euro budget was allocated to implement these frameworks, the focus of which was on
the use of digital tools, better collaboration and communication, more secure patient data, and preparation
of future models of care.

A digital health training framework was set up. The French Digital Health Acceleration Strategy is part of
the national France 2030 competitiveness investment plan, which has run from 2021-2025. Its first objective
is centred on developing training in digital health, the confidence of stakeholders in digital health, and the
professional attractiveness of the sector. In order to meet this ambition, the French Digital Health Delegation
(DNS) has - as a priority - promoted a number of tools and guidelines for healthcare professionals, whether
they are in full-time education and/or involved in life-long education.

Several frameworks were developed. Several full-time training courses for the following types of
professionals are available: healthcare professionals - published in 2023; social workers, and administrative
personnel - to be implemented around 2026. As a result of these deadlines, France anticipates that 60% of
healthcare learners will be familiar with digital health challenges by 2025, and - by 2027 - 100% of
learners in the sector will have been reached.
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All these frameworks, and some relevant life-long training skills, are based around five key areas of
competence: cybersecurity, health data, telehealth, communication, and digital tools.

France is determined to make digital skills part of every healthcare professional’s training path. The
initiative is expected to evolve over time; keep up-to-date with new technologies and innovations; and
enable cooperative involvement with France’s European neighbours.

4.2 NHS Education for Scotland

Scotland has a distinctive approach to the building of digital skills and leadership. Three Scottish strategies
and plans for digital, data, and delivery aim at creating a health and social care system that supports safe,
effective, and efficient care in the digital age. A workforce is foreseen that will have the capability and
confidence to make effective use of data, information, and technology. Eight elements respond to a number
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of challenges. They include the need to ensure senior leadership buy-in and the overcoming of the lack of a
digital mindset. Specifically, the country’s Building Digital Skills and Leadership Programme provides a
response to the needs of the workforce. Based on an underpinning framework, the programme has identified
six vital skills, knowledge, and behaviours essential to be applied at individual, team, or organisational levels.
Members of the workforce are encouraged to transit learning pathways and work with a digital mindset,
either as individuals or as teams. Indeed, for Scotland, it is multi-disciplinary, multi-professional teams that
are able to drive change.

Digital and Data Capability Framework

The framework identifies the
skills, knowledge and
behaviours that are essential for

Innovation &

Service Communication

this workforce, clarifying the Improvement
responsibilities at individual, dentity, safety & Handing

. . ' Information &
team and organisational level. Wellbeing Data

Learning & Development
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Figure 2: Scotland - Digital and data capability framework

Scotland’s approach to developing a digitally-skilled workforce is both structured and comprehensive. The
country is keen to share its knowledge with others. Scotland has many free-to-access national resources on
offer. Among them are a learning network for 3,000+ members, a digital champions network, and a skills hub.
The country’s Microsoft M365 Skills Hub, which is full of webinars and guides, attracts some 18,000 users
each month.

4.3 COMPDIG-Salut - digital competences of health professionals in Catalonia, Spain
COMPDIG-SALUT was an initiative promoted by the Catalan Department of Health and coordinated by the
TIC Salut Social Foundation of Catalonia [7, 8], one of Spain’s autonomous communities. It focused on the
need for digital competences for health professionals, including the development of a digital competence
framework, an evaluation and accreditation model, and what actions are needed to train and quality health
professionals in the relevant digital competences.

There were several key results of the initiative. One was the Digital Competences framework for Health
Professionals. It defines the specific digital skills that health professionals need to acquire in order to practice
a healthcare profession or occupation from a safe, civic and critical perspective. Another was an exploratory
study conducted in 2021 to assess the digital competence level of health professionals working in Catalonia.
It observed the digital literacy of more than 800 healthcare professionals in Catalonia and their training
needs. Nearly all had either a basic or an intermediate level of competence, indicating that there was still
room for training improvements [9]. In 2022, an evaluation model was developed, and tested. The results
showed the validity of the evaluation model while the need remained to reinforce training. The study results
served Catalonia as a guide to reformulate its accreditation and training strategy for healthcare
professionals.
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COMPDIG-Salut continued to apply the results of the initial study during 2023-2025 using funding supplied
by the EU’s Technical Support Instrument [10]. As a result, Catalonia expects to be able to define a strategic
training plan to upskill its healthcare workforce, define a number of training pathways, and develop the
relevant training content and materials. This is likely to lead to the standardisation, assessment, and
improvement of the digital skills of healthcare professionals throughout the autonomous region.

5 Conclusion

Two key messages can be extracted from this position paper. When identifying emerging digital health skills
for the health and care workforce, European Member States can draw on good (or best) practice examples
from other countries. It will also be crucial to follow what is happening in the EU overall, especially at the
umbrella level of concrete policy developments in skills strategies, and available training courses and
programmes. As Europe’s Union for Skills, its EU Talent Pool, its various projects and initiatives move
forward, both trend-setting and fast-tracking countries and followers/beginners will no doubt increasingly
come on board. Not only is it worthwhile to follow the specific outcomes of the BeWell project but also the
directions that European workforce skills and training will take in the future.
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Abstract. The integration of Artificial Intelligence (Al) into Health IT is transforming patient care, decision-
making, and medical research. However, these advances raise critical social and ethical issues. This paper
will explore some of the impacts of Al-driven health technologies on privacy, data protection, and the
freedom of access to medical information by highlighting tensions between innovation and individual
rights. We examine shifts in the balance of power, as Al systems increasingly mediate interactions between
patients, healthcare providers, and institutions, and potentially reinforce inequalities in access to care. We
will consider the broader effects of Al adoption in both public and private healthcare organisations,
addressing issues such as accountability, transparency, and bias. The paper will outline the need to educate
both the public and health IT professionals about the societal implications of Al, ensuring that technological
advances align with ethical principles and public trust. Overall, we will reflect on strategies for responsible
Al deployment that uphold human rights and equitable healthcare outcomes, aligning the work with the
United Nations’ Sustainable Development Goal 3 for good health and well-being and where we are in terms
of achieving this goal. The talk will provide examples from the United Kingdom, Nigeria and elsewhere of
the sorts of practical approaches that illustrate good practice.

Keywords: eHealth, Al, mHealth, computer ethics

1. Introduction

Al is rapidly transforming health systems by enabling automated diagnostics, predictive analytics, robotic
surgery, and personalised medicine [1]. The COVID-19 pandemic, for instance, accelerated Al adoption in
contact tracing, symptom screening, and vaccine distribution [2]. This is illustrated in the Foresight Al system
to help improve predictive healthcare in the United Kingdom (UK), using data to help predict health outcomes
[3], While these technologies promise improved efficiency and clinical outcomes, they also raise critical
ethical concerns and social challenges around privacy, data ownership, inequality, and the shifting locus of
decision-making power in healthcare [4].

2. Privacy and Data Protection

Al requires access to large datasets, often including sensitive patient information. This raises urgent concerns
regarding data security, consent, and surveillance. Although regulations like the General Data Protection
Regulation (GDPR) in the European Union (EU) and Nigeria’s Data Protection Regulation (NDPR) aim to
safeguard personal health data, enforcement remains uneven, and many Al applications operate in regulatory
grey zones [5].

A significant risk is the “re-identification” of anonymised datasets, where Al algorithms can infer identity
from metadata or cross-referenced data sources [6]. As Al systems become more embedded in clinical
decision-making, ensuring data protection and user autonomy is imperative.
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3. Equity and Access to Al-Driven Health Technologies

Despite Al's potential to expand access to healthcare, especially in underserved regions, disparities persist.
In low-resource settings, infrastructure limitations, lack of digital literacy, and algorithmic biases pose major
obstacles from a societal perspective [7].

For example, in Nigeria, mobile health apps and remote diagnostics powered by Al are emerging as solutions
to rural healthcare challenges. However, uneven internet access, underfunded health systems, and non-
contextual Al models limit their effectiveness [8]. Conversely, in the UK, Al has been integrated into the
National Health Service (NHS) in England through tools like the Al Triage System, but concerns remain about
transparency and the explainability of Al-generated outcomes [9]. There are moves to look to regulate and
improve access to Al, and this is explored later in section 8.

4. Power, Transparency, and Accountability

Al reshapes relationships between patients, providers, and institutions. As decision-making increasingly
shifts from clinicians to Al systems, new power dynamics emerge. Patients may be excluded from
understanding or challenging algorithmic decisions, especially in systems that lack interpretability [10].

Accountability is also obscured when errors occur. Determining liability—whether the fault lies with the Al
developer, the healthcare provider, or the data—can be contentious. Transparent Al models, clear ethical
guidelines, and regulatory oversight are essential for ensuring accountability and fostering public trust [11].

5. Biasin Al and its Health Implications

Al systems are only as fair as the data they are trained on. When datasets reflect historical biases—such as
underrepresentation of certain populations—AI tools can perpetuate or amplify inequities in health
outcomes. For example, one case involved a United States (U.S.) health risk algorithm that systematically
underestimated the health needs of Black patients because it used healthcare spending as a proxy for health
[12].

Correcting such bias requires inclusive data collection, community engagement, and the continuous auditing
of Al systems for discriminatory outcomes [13].

6. Education and Ethical Literacy

Bridging the gap between innovation and ethical implementation requires educating both the public and
Health IT professionals. Health workers need to understand not only how Al tools function, but also their
implications for care quality, privacy, and informed consent [14]. Public engagement initiatives can build
trust and promote informed consent, especially as patients interact with Al systems in clinical contexts.

7. Aligning Al with the SDGs: Progress and Shortfalls

The United Nations Sustainable Development Goal 3 (SDG 3)—Good Health and Well-being—calls for
universal health coverage and access to quality healthcare services. Al can support this goal by optimising
healthcare delivery and enabling targeted public health interventions [15]. Yet as of 2024, progress remains
uneven. According to the UN's SDG Tracker, low-income countries still face significant barriers to achieving
equitable healthcare due in part to technological divides. Efforts to align Al implementation with SDG 3 must
account for systemic inequalities and support infrastructure development, equitable policy design, and
participatory governance.
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8. Toward Responsible Al in Healthcare

Ensuring that Al advances public health while safeguarding rights and improving society demands a
multistakeholder approach [16]. Some states, such as the European Union, are implanting legislation to
manage such safeguards [17]. These provide protection and frameworks within those states, but there is still
a lack of global consensus. The following summarises guidance on key areas needed for responsible Al in
health:

Policy Development: Governments must establish enforceable ethical Al frameworks.
Inclusive Design: Al tools should be developed with input from diverse populations.
Transparency: Algorithms must be explainable and open to public scrutiny.
Monitoring and Evaluation: Regular audits for fairness and accuracy are necessary.

By foregrounding ethical considerations in the development and deployment of Al systems, we can work
toward more just and effective health technologies.

9. Conclusion

Al has the potential to reshape healthcare in unprecedented ways. However, its success must not be
measured solely by efficiency or innovation, but by its alignment with human rights, public trust, and
equitable outcomes. Drawing lessons from both developed and developing contexts, and grounding practices
in global frameworks like the SDGs, we must pursue an ethical and inclusive vision for Al in Health IT.
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1. Introduction

Artificial Intelligence (AI) fuelled Machine Learning (ML) algorithms have championed the revolution of how
various industries, including finance, transportation, and manufacturing, conduct their daily operations. One
of the major advances of Al is in the healthcare sector. This convergence of technology and healthcare has
ushered in a new era in how medical professionals diagnose, treat, and care for patients. As technology
continues to evolve, the role of Al in healthcare expands, driven by computing power and cloud
infrastructure. These advances have rendered Al tools increasingly efficient and capable of managing
complex tasks across various healthcare domains, as they continue to witness some promising
developments.3 From diagnostics to drug discovery, personalised treatment plans, virtual assistants, and
robotic surgery, Al is proving to be an indispensable tool in advancing healthcare efficiency and patient care.*
It is no wonder why Al systems in healthcare are considered by some researchers to be more efficient,
effective, and accurate than their human counterparts.5

Notably, Al is contributing to the reshaping of healthcare through its impact on diagnostic accuracy. By
analysing medical images such as X-rays, MRIs, and CT scans, Al algorithms can detect subtle abnormalities
that might be missed by the human eye. This increased precision helps doctors diagnose conditions earlier
and tailor or personalise treatments to a particular patient, which is often more effective, leading to improved
patient outcomes.6 This move away from a one-size-fits-all approach to patient treatments ensures that
patients receive the most effective treatments, minimising the risk of side effects and optimising recovery.
Arguably, Al is paving the way for healthcare that is more efficient, effective and individualised. Furthermore,
Al's revolution of the healthcare industry does not stop at diagnosis alone; it extends to aggregating data to
identify patterns and predict potential health risks.” In this way, Al enables healthcare providers not only to
react timeously to diseases but to anticipate them, allowing for earlier interventions and tailored treatment
plans that improve overall patient care.8 Thus, in resource-constrained environments, where healthcare
professionals are often overburdened, Al's ability to comb and streamline processes and facilitate quicker
diagnoses is especially crucial, helping to ensure that quality care reaches those who need it most.

In parallel, Al-powered robotic systems enhance surgical precision, enabling minimally invasive procedures
that lead to faster recoveries and fewer complications,? and virtual health assistants offer 24/7 access to
medical information and personalised care, improving patient engagement while reducing the workload on
healthcare professionals. 10 Thus, these systems are fundamentally transforming healthcare, providing tools

3 Omer Aydin and Enis Karaarslan, 'OpenAl CHATGPT Interprets Radiological Images: GPT-4 as a Medical Doctor for a Fast Check-
Up' (3 February 2025) arXiv.org https://arxiv.org/abs/2501.06269.

4 Shuroug A Alowais and others, ‘Revolutionizing Healthcare: The Role of Artificial Intelligence in Clinical Practice’ (2023) 23 BMC
Medical Education 689.

5 S Holm, C Stanton and B Bartlett, “A New Argument for No-Fault Compensation in Health Care: The Introduction of Artificial
Intelligence Systems” (2021) 29(3) Health Care Analysis 171, 180.

6 Aydin n1.

7 Rajkomar, A, Oren, E., Chen, K. et al. Scalable and accurate deep learning with electronic health records. npj Digital Med 1, 18
(2018). https://www.nature.com/articles/s41746-018-0029-1

8 Pierce, R, Sterckx, S., & Van Biesen, W. (2022, February). A riddle, wrapped in a mystery, inside an enigma: How semantic black
boxes and opaque artificial intelligence confuse medical decision-making. Bioethics.
https://pmc.ncbi.nlm.nih.gov/articles/PMC9291279/ \

9 Ashokkumar Joshi., 'Artificial Intelligence (Al) in Healthcare' (27 February 2024) SSRN

https://papers.ssrn.com/sol3 /papers.cfm?abstract id=4728304.

10 Rajkomar, A., Dean, ., & Kohane, I. (2019). Machine learning in medicine. New England

Journal of Medicine, 380 (14) 1347 - 1358.
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that enhance precision, reduce costs, and streamline processes. Their ability to manage complex tasks with
efficiency and accuracy is not only improving diagnostic and treatment capabilities but also offering faster,
more personalised care. As these technologies continue to evolve, they promise a future where healthcare is
more adaptive and effective, addressing the growing demands of both patients and healthcare
professionals.!!

2. Potential Criticism of Al

Despite the immense potential of Al in healthcare, several challenges persist that temper its promises. While
Al's capacity to learn from vast amounts of data and enhance its performance is well-documented, it mustbe
recognised that these systems are only as effective as the data they are trained on and the human expertise
that moulds their algorithms.12 Certainly, those who pay the piper dictate its tune. In other words, in practice,
Al developers determine the type of data used, select relevant features, and define the intended function and
precise goal of the algorithm. As a result, they shape how these systems operate, training them to perform in
ways aligned with specific goals. This central role in the development of Al systems raises critical concerns:
the risk of perpetuating bias. These systems often absorb biases inherent in their training data, which can
perpetuate inequalities, especially when certain demographics are underrepresented. For instance, if a
particular race, gender, or age group is inadequately represented in the training data, the AI's predictions and
decisions may not accurately reflect the needs of these groups, potentially exacerbating disparities in
healthcare.!3 Alongside the issue of bias, privacy concerns pose another major challenge. Healthcare data,
crucial for training Al models, contains sensitive personal information.14 The use of such data raises
significant questions about data ethics, data security, data protection, patient consent, and the potential for
misuse.15

3. Lack of ML Inscrutability

Germane to this paper is the issue of Al inscrutability. Some Al systems in healthcare operate as "black boxes,"
where the decision-making process is not transparent either to clinicians or patients. 16 This lack of
transparency, coupled with the complexity of the underlying algorithms, raises significant concerns about
the trustworthiness of Al-driven decisions.1” Although Al can identify patterns and make predictions, the
reasoning behind these decisions is often obscured, making it challenging for clinicians to explain or justify
the role of Al in medical choices. More importantly, this opacity obstructs the process of obtaining informed
consent from patients. If patients cannot understand how Al arrived at a particular diagnosis or treatment
recommendation, they cannot make informed decisions regarding their care. Similarly, clinicians may
struggle to adequately explain Al's role, undermining the principle of informed consent and creating a risk of
automation bias, where clinicians may simply defer to the algorithm's decisions, assuming they are more
efficient or knowledgeable.18

The issue of opacity extends beyond informed consent and trustworthiness to the question of accountability
and liability when medical errors occur-19 Traditional liability frameworks may fail to address the
complexities introduced by Al-driven technology, leading to uncertainty about who is responsible for adverse

11 Joshin7.

12 T Maddox, ]S Rumsfeld and PR Payne, “Questions for Artificial Intelligence in Health Care” (2019) 321(1) Journal of the American
Medical Association 31.

13 Paul Nolan and Rita Matulionyte (n.d.). Artificial Intelligence in medicine: Issues when determining negligence. Journal of law and
medicine. https://pubmed.ncbi.nlm.nih.gov/38332598/.

14 Joshi n7.

15 Dimple Patil. (n.d.). The Future of Artificial Intelligence in healthcare: Opportunities, challenges, and ethical considerations.
https://www.researchgate.net/publication/385746632_The_future_of _artificial_intelligence_in_healthcare_Opportunities_challeng
es_and_ethical_considerations

16 Sterckx né.

17 ibid.

18 Nolan n11.

19 ibid.
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outcomes.20 This creates potential violations of both human and digital rights, as patients may be unable to
challenge Al decisions or seek accountability when harm occurs.2! Consider circumstances when an Al
system misdiagnoses a condition or provides an inaccurate treatment recommendation (false positive): who
bears the responsibility? The clinician who relies on the AI's output, the manufacturer of the system, or
perhaps the data scientists who developed the algorithms?22 These questions are difficult to answer without
a clear understanding or explanation of how the Al arrived at its conclusion. In such situations, traditional
models of legal liability, which often rely on the ability to trace causation and foresee risks, struggle to
accommodate the complexity and opacity of Al-driven decisions.23 More troubling is the realisation that even
the systems manufacturer does not understand how this decision was reached. This opacity problem led to
the discourse on the right to explanation and explainability as a persuasive, appealing approach.2+

4. The right to explanation

This lack of explainability not only complicates liability but also undermines trust at multiple levels.
Clinicians, unsure of how an Al system arrived at its decision, may hesitate to fully trust its recommendations,
which in turn diminishes their ability to explain these decisions to patients.25 This lack of transparency
creates a dangerous cycle where both clinicians and patients are left in the dark about critical health
decisions, potentially jeopardising patient safety.26 As patients enter treatment based on Al-driven
recommendations, they may not have the opportunity to make informed choices because the rationale behind
the Al's decision is inaccessible to them. This not only undermines the core principle of informed consent,
which requires clinicians to provide clear and cogent explanations of diagnoses and treatment options but is
also antithetical to the cornerstone of medical ethics that before a patient can fully consent to something, they
should, at the very least, know all material matters.2” The absence of this material knowledge may violate
patients' rights to make autonomous decisions regarding their care.

Additionally, this lack of explanation also directly affects a patient in a court setting that is seeking to establish
that a breach of duty has occurred.28 Moreover, one might ask: if a risk cannot be identified, how can
precautions be implemented to mitigate it? McDougall,2° and Martin and Martin-Granel 3%argue that a patient

20 jbid.

21 jbid.

22 jbid.

23 jbid.

24 Lilian Edwards and Michael Veale, ‘Slave to the Algorithm? Why a “right to an Explanation” Is

Probably Not the Remedy You Are Looking For’ (SSRN, 24 May 2017); S Wachter, B Mittelstadt, and L Floridi, ‘Why a Right to
Explanation of Automated Decision-Making Does Not Exist in the General Data Protection Regulation' (2017) 7 International Data
Privacy Law 76; ryce Goodman and Seth Flaxman Eu regulations on algorithmic decision-making and a right to explanation
https://www.researchgate.net/publication/304548505_EU_regulations_on_algorithmic_decision-
making_and_a_right_to_explanation; ae Wan Kim and Bryan R. Routledge, ‘Why a Right to Algorithm decision-making should exist; A
trust-based approach’, Cambridge University Press https://www.cambridge.org/core/journals/business-ethics-
quarterly/article/why-a-right-to-an-explanation-of-algorithmic-decisionmaking-should-exist-a-trustbased-
approach/C620A6A5FCB781384D20E08BE4CD09BC; Maja Brkan, ‘Do algorithm rule the world? Algorithmic decision-making and
data protection in the framework of the GDPR and beyond,” https://techpolicyinstitute.org/wp-
content/uploads/2018/02/Brkan_do-algorithms- rule.pdf#page=1&zoom=auto,-34,842

25 Nolan n11.

26 GI Cohen, “Informed Consent and Medical Artificial Intelligence: What to Tell the Patient?” (2019) 108(6) Georgetown Law
Journal 1425; Julia Amann et al, “Explainability for Artificial Intelligence in Healthcare: A Multidisciplinary Perspective” (2020)
20(1) BMC Medical Informatics and Decision Making 1

27 ibid.

28 Nolan n11.

29 R]. McDougall, Computer knows best? The need for value-flexibility in medical Al

] Med Ethics, 45 (3) (2019), pp. 156-160, 10.1136 /medethics-2018-105118; C Bjerring, ]. Busch

Artificial intelligence and patient-centered decision-making Philos Technol, 34 (2) (2021), pp. 349-371, 10.1007/s13347-019-
00391-6. Paul M Martin, Estelle Martin-Granel '2,500-year evolution of the term epidemic’' Emerg Infect Dis, 12 (6) (2006), pp. 976-
980,10.3201/eid1206.051263.

30 Paul M Martin, Estelle Martin-Granel '2,500-year evolution of the term epidemic' Emerg Infect Dis, 12 (6) (2006), pp. 976-980,
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is unlikely—or even unable—to desire or require a deep understanding of an Al system's inner workings.
Instead, they will primarily seek an ordinary explanation of the system’s efficacy and associated risks.
However, while such an explanation may clarify the system’s efficiency, it does not address the crucial
question of whether the patient actually understands how the decision was reached, thereby enabling them
to make an informed choice.3! They posited that ML outputs warrant trust: they claimed that if we accept the
trustworthiness of human decision-making in medicine despite its occasional opacity, it follows that similarly
opaque, yet demonstrably accurate Al systems may also merit our trust. Furthermore, even if this reasoning
holds water, what happens if an error occurs despite assurances regarding the system’s efficiency? What
recourse does the patient have in such a situation?

To address these concerns, explainability must be integrated as a core component of medical Al systems.
Ensuring that Al algorithms are transparent and understandable—particularly in terms of how they make
decisions—could bridge the gap between technological advances and patient safety. By making Al systems
more interpretable, clinicians can better understand the reasoning behind Al-driven recommendations,
which would enhance their ability to explain those decisions to patients. This, in turn, would restore patient
trust, allowing patients to make fully informed choices regarding their treatment options.32 Moreover, the
ability to explain Al decisions could help mitigate risks related to liability, as it would enable healthcare
providers to more effectively navigate the complexities of causation and responsibility in the event of an
error.33

5. Conclusion

Incorporating explainability into Al healthcare systems is not without its challenges, particularly given the
complexity of ML models and the vast datasets required for their training.3¢ However, developing systems
that can provide clear and functional explanations of their decision-making processes is critical to ensuring
that Al remains a tool that enhances rather than endangers patient care.35> As Al continues to play an
increasingly prominent role in healthcare, regulators, developers, and healthcare providers must work
collaboratively to prioritise explainability. Only by doing so can they mitigate the risks likened to a game of
"Russian roulette”, where Al-driven decisions directly impact patient lives. Thus, to ensure the protection of
patient rights and the safe integration of Al into healthcare, Al systems developers and operatives, including
manufacturers, must be accountable and transparent, empowering both clinicians and patients to trust the
technology that is meant to improve their lives.

31 McDougall n27 and Martin n28.

32 Cohen n22.

33 jbid.

34 Nolan n10.

35 Nnawuchi, U. and George, C. 2024. Orwellian odyssey: smart borders and the imperative for explainability. Farhaoui, Y., Herawan,
T., Imoize, A.L. and El Allaouj, A. (ed.) 6th International Conference on Artificial Intelligence and Smart Environments. Errachidia,
Morocco 07 - 09 Nov 2024 Springer
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Abstract Brain-computer interface research has increasingly explored decoding cognitive states from neural
signals for healthcare applications. This paper presents a deep learning pipeline for classifying “remember”
vs. “forget” cognitive states from electroencephalography (EEG) data. The method integrates Dynamic Mode
Decomposition (DMD) for spatiotemporal feature extraction with a convolutional neural network (CNN)
classifier. The pipeline’s stages are described and experimental results are summarised, indicating successful
differentiation of memory recall states. Technical results suggest the model captures subsequent memory
effects (with gamma-band EEG activity higher for remembered events). The focus of this work is also the
broader context of ethical, legal and governance considerations. The paper emphasises that responsible
innovation in emerging neurotechnology requires interdisciplinary collaboration, aligning technical
advancement with ethical principles and legal frameworks to ensure safe and acceptable healthcare
applications.

Keywords EEG - Psychology - DMD - Machine Learning - Ethics -Governance

1.Introduction

Decoding human cognitive states from brain signals is a frontier of neurotechnology with significant
potential in healthcare and neuroscience research. Whether a person remembers or forgets information
from their brain signals can be detected. EEG recordings could aid memory training and early diagnosis of
memory impairments. Prior studies have shown that EEG activity differs between subsequently
remembered and forgotten items, especially in certain frequency bands [14].

Oscillations in the theta (4-8 Hz) and gamma (30-100 Hz) bands have been found to be stronger during
encoding of items that are later remembered compared to those later forgotten [6]. These neural markers
of memory encoding success provide a basis for computational approaches to predict memory performance.
Deep learning has recently been applied to EEG data to capture complex, multivariate patterns that
traditional analyses might miss [14]. Convolutional neural networks (CNNs) and other architectures can
automatically learn features from raw or minimally processed EEG, enabling state-of-the-art classification
of mental states and conditions [10]. However, training deep models on EEG requires careful consideration
of feature extraction and dimensionality due to the high temporal resolution and noise in EEG signals.

The primary contribution of this paper is two-fold: (a) To describe a novel EEG classification pipeline using
DMD and deep learning for decoding “remember” vs. "forget” cognitive states from gamma-band EEG
activity; and (b) to discuss the ethical, legal and governance implications of such neurotechnology in
healthcare. A 6-stage pipeline is proposed, where an EEG signal is fed and the signal goes through the
different stages [8] as shown in Figure 1 below. The final output of this pipeline shows whether a person has
remembered or forgotten the artefacts presented to them, in terms of degree of accuracy.
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Figure 1: Different stages involved in the EEG classification pipeline

2.Data and Processing
This section details all the stages of the pipeline starting with the data capture, all the way through to the
classification, as shown in Figure 1 above.

2.1 Data Capture

This investigation utilised an EEG dataset obtained from clinical physicians. The study was conducted by
Middlesex University London in 2024. To record the original dataset, participants engaged in a memory
encoding task. During the task, certain stimuli (words or images) were presented, and later a memory test
identified which stimuli were remembered or forgotten by each participant. EEG was recorded from
multiple scalp electrodes according to the standard 10-20 system (See Figure 2), with a focus on capturing
high-frequency brain activity related to memory processing.
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Figure 2: The international 10-20 system is a standardised method for positioning electrodes
on the scalp during EEG recording. It divides the head into proportional distances (10% and
20%), ensuring consistent, reproducible placement to capture brain activity [4]

2.2 Embedding

Each EEG segment was standardised and projected onto its leading principal components (e.g., top ten),
reducing dimensionality while preserving key spatial patterns across electrodes. This step filtered out noise
and accelerated subsequent analyses by focusing on the most informative variance in each trial.

2.3 Dynamic Mode Decomposition (DMD) Feature Extraction

On the Principal Component Analysis (PCA)-reduced data, DMD computed a few dominant spatiotemporal
modes and their eigenvalues, capturing oscillatory patterns (like gamma-band bursts) and their temporal
behaviour. By limiting the Singular Value Decomposition (SVD) rank, DMD isolated the brain’s primary
rhythmic dynamics relevant to memory encoding. Prior work has shown that DMD can serve as a feature
extraction or dimensionality reduction step for EEG, capturing information-rich patterns for subsequent
classification [5,9,12,16].
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2.4 Reconstruction & Forecasting

The extracted DMD modes were recombined to reconstruct each EEG epoch (a short, segmented interval of
continuous EEG recording), verifying that the decomposition retains essential signal structure. Optionally,
modes were propagated via their eigenvalues to forecast future signal states, offering insight into evolving
neural dynamics.

2.5 Hankelisation & Diagonal Averaging

Hankelisation is a mathematical operation used in signal processing that transforms a one-dimensional time
series signal into a structured matrix (Hankel matrix). Reconstructed time-series for each channel were
converted into overlapping Hankel matrices (window = 50) to embed short-term temporal context. Diagonal
averaging then collapsed each matrix into a smooth one-dimensional (1D) feature vector by averaging along
its anti-diagonals, yielding compact, denoised representations for CNN input.

2.6 Deep Learning Classification (CNN Model)

The features derived from DMD (or alternatively, the time-frequency representations if DMD modes were
assembled into images) were fed into a convolutional neural network. The CNN architecture was designed
to handle the input feature dimensions and learn discriminative patterns corresponding to the two cognitive
state classes. In the implementation, the CNN took as input either a two-dimensional (2D) representation of
EEG features (e.g., concatenated features from multiple time snapshots) or sequences processed via 1D
convolution across channels.

3.Training and Validation Procedure

The dataset was split into training and validation sets (and where possible, a separate test set or cross-
subject folds for robustness). The model was trained for multiple epochs, and performance was monitored
on validation data to detect convergence or overfitting. The training accuracy increased rapidly and
eventually plateaued, while validation accuracy initially rose and then levelled off, a pattern suggestive of
the model learning the underlying signal differences up to a point, after which generalisation became
challenging. Figure 2 shows an example of training vs. validation accuracy over training epochs for the CNN
classifier on the memory state EEG data.

4.Results

Section 4 discusses the EEG signal processing and classification pipeline employed in this research,
emphasising its key computational steps. Sub-section 4.1 specifically elaborates on embedding,
decomposition, and signal reconstruction techniques, fundamental to accurately decoding cognitive memory
states from EEG signals. These steps collectively ensure the robustness and accuracy of the machine learning
pipeline.

4.1 Pipeline Performance Overview

The DMD-CNN classification pipeline successfully learned to differentiate between EEG signals of
subsequently remembered and forgotten items. Qualitatively, the model’s performance indicated that there
are discernible patterns in gamma-band EEG associated with whether a memory will be retained. During
training, the CNN’s accuracy on the training set quickly increased, often nearing perfect classification after
sufficient epochs, reflecting the model’s capacity to fit the data.
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Figure 3: Training and validation accuracy trends over epochs for the EEG memory state
CNN classifier. The training accuracy (blue) and validation accuracy (orange) both
approach 100 suggesting the pipeline generalises relatively well.

After an initial rapid rise, validation performance tended to plateau, suggesting that the model extracted the
most significant discriminative features early and that further training mainly improved fit to the training
data rather than generalisation (as shown by the gap between the training and validation curves in Figure
2). This plateau around a certain accuracy level is consistent with the inherent difficulty of the task and the
amount of informative signal present in the EEG data. In this study, the validation accuracy reached an
average accuracy above 80%, demonstrating that the pipeline captured real differences related to memory
encoding success. Previous EEG memory decoding studies (not involving DMD) reported moderate
classification accuracy (often in the 70% range) for distinguishing between remembered and forgotten
events [14]. This indicates the superiority of DMD for feature selection.

5. Ethical, legal, and governance implications

The ability to infer whether someone remembers or forgets information from brain signals touches on the
concept of “mental privacy” or cognitive liberty [7]. Unlike observable behaviour, EEG-based decoding peers
directly into brain activity, potentially revealing hidden states of mind. This raises the question of whether
such mind-reading capabilities could infringe on an individual’s right to privacy of thought. Ethicists have
argued that neurotechnologies enabling access to one’s mental states necessitate new “neurorights,” such as
the right to mental privacy and the right to cognitive freedom [13].

5.1 Data Governance: Consent and Data Handling in EEG Studies

Responsible data governance is essential at both the research and deployment stages of EEG-based cognitive
state decoding. Under data protection regulations like the GDPR in Europe, EEG recordings can fall under
the GDPR Article 9 (processing of special categories of personal data - e.g. biometric or health data), given
their uniqueness and health relevance. The GDPR thus mandates a higher standard of protection: explicit
consent for processing such data, which must be “freely given, specific, and informed,” including an
explanation of potential mental privacy risks [11].

In the context of the pipeline, the study was conducted in the United Kingdom and hence UK legislation
applies. This means that any subject or patient whose EEG is recorded for memory decoding must be made
aware that the data might reveal aspects of their memory performance or other unintended information,
and they must agree to that knowledge being extracted. Additionally, data governance principles like
purpose limitation and data minimisation are crucial [17].

Data minimisation would encourage only collecting and storing the data necessary for the intended function.
Hence, storing derived features or summary metrics instead of raw EEG if feasible, to reduce the risk
exposure in case of a data leak [15]. Secure handling of EEG data is imperative: datasets should be
anonymised (stripped of direct identifiers) and stored encrypted to prevent unauthorised access [2]. Thus,
strong cybersecurity measures are part of data governance for neurotech. Furthermore, individuals should
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retain rights over their brain data: the right to withdraw and have data deleted is enshrined in laws like
GDPR [1]. Implementing these rights means a participant could at any point request that their EEG
recordings and analysis outcomes be erased from research records or device memory.

Continuous evaluation is needed to detect and mitigate any biases in training data or model that could lead
to unequal outcomes, to ensure the tool benefits all segments of the population. Training users and
professionals to appropriately calibrate trust in the system is part of ethical deployment [3].

6. Conclusion

This paper presented a deep learning-based EEG classification pipeline for distinguishing “remember” vs.
“forget” cognitive states, integrated with a thorough analysis of the ethical, legal, and governance issues
surrounding such neurotechnologies. The pipeline should be able to use different time series datasets.
Technically, the combination of DMD and CNN modelling proved effective in capturing gamma-band EEG
dynamics associated with memory encoding success, highlighting the potential for data-driven approaches
to decode latent cognitive states. The pipeline’s results, interpreted in light of existing neuroscience
knowledge, demonstrate the promise of using EEG as a window into memory processes, which could have
applications in educational tools, cognitive rehabilitation, or assessment of memory impairments (for
example Alzheimer’s patients). However, alongside these advances, responsible innovation is imperative.
The ethical, legal and governance considerations discussed serve as a reminder that decoding the brain is
not just a technical challenge, but a human one with profound implications.
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Abstract:

Background: Biobanks are vital for biomedical research, especially in oncology, and are key entry points for
precision medicine. Digitalization and artificial intelligence (Al) advancements offer opportunities to
enhance their functionality and contribute to advancements in research.

Objectives: To investigate the potentials and challenges associated to the implementation of biobank
digitalization with its new innovations in low- and middle-income countries (LMICs), especially in the field
of oncology.

Methods: The potentials and challenges of biobanks digitalization in LMICs are identified through a literature
review. Authors highlight the oncology related domains, suggesting potential Al solutions to the emphasized
challenges.

Results: The study provides an overview of biobanking in LMICs, highlighting challenges such as data
heterogeneity, privacy, security, standardization, algorithm interpretability, and ethical issues, while utilizing
Al for data analysis and tracking.

Conclusion: Digitalization of biobanks in LMICs can enhance research, healthcare, and tackle global health
issues, particularly in oncology, using modern Al techniques.

Key Words: Biobanking, Digitalization, LMICs, Machine Learning, Oncology,

1. Introduction

The primary objective of biobanks is to gather, handle, preserve, and disperse biological specimens and
related data in a controlled and structured way. Various biological sample types along with extensive
databases containing clinicopathologic data are available through biobanks [1]. Tissues (normal and/or
aberrant), biofluids (blood, serum, plasma, urine, saliva, liquor, effusion, bone marrow fluid part, sperm, cord
blood), cells, peripheral blood cells (PBCs), and nucleotides (DNA, RNA, miRNA) are among the samples that
biobanks can collect. Each of these biospecimens is combined with the related data (clinicopathologic,
genetic, and personal data) to create databases [2].

Simply put, Machine Learning (ML) is a type of Artificial Intelligence (Al) that aims to enable computing
machinery to learn from and identify patterns and relationships in sufficient representative data samples,
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and to successfully apply this knowledge for making decisions on material that has not yet been seen [3]. ML
uses a variety of learning algorithms (learning also has sub-types such as supervised, unsupervised, semi-
supervised, and enforcement learning, depending on the existence and extent of labelled data and the
evaluation of the results of learning). Typically, a repository of well-organized data is made available for a
learning algorithm, it uses such data to build models that reflect the relationships between data items. The
accuracy and quality if such models is evaluated, successively refined to be used in tasks such as clustering,
classification, recognition of patterns and images, as well as the induction of rules and models that enable
prediction using new, previously unseen data.

The aim of the current work is to investigate the potentials and challenges associated to the implementation
of biobank digitalization with its new innovations in low- and middle-income countries (LMICs), especially
in the field of oncology. Moreover, future trends that can cross the gaps and address the challenges of
biobanks digitalization and artificial intelligence integration would be further highlighted.

2. Potential of Al in Biobanking

Oncology research has benefited greatly from the application of Al in biobanking, which has led to important
breakthroughs in the field. In the area of oncology, the following are some developments and uses of Al in
biobanking:

Data Management

Biobanks house various omics data, including transcriptomics, proteomics, metabolomics, and genomes. Al
is being used to integrate these multi-omics datasets, enabling a deeper understanding of molecular
pathways. Al algorithms can identify novel biomarkers and therapeutic trajectories. This seamless data
management helps standardize and harmonize disparate datasets, overcoming data variability and
increasing research quality. Al also facilitates research networks, promoting cooperation and data exchange
[4-7].

Image Analysis and Radiomics

Radiomics is a research area that converts normal nursing photographs into quantitative image data,
allowing for accurate analysis using Al or traditional biostatistics methods. This data can provide non-
invasive biomarkers for cancer risk prediction, diagnosis, prognosis, treatment response monitoring, and
tumor biology. Radiomics has great potential in cancer clinical research, aiding in diagnosis, differentiation,
disease stage assessment, therapy response prediction, and improving prognostic insights [8,9].

Disease Prediction
By analyzing large-scale datasets from biobanks, Al models can identify predictive markers and develop risk
assessment models to assist in personalized treatment planning [10].

Personalised Medicine
Personalized medicine creates novel therapeutic, prognostic, and diagnostic approaches by fusing
sophisticated genomic profiling with well-established clinical-pathologic factors [11].

Drug Discovery

Al is revolutionizing oncology drug discovery by utilizing biobanks for repurposing medications and
identifying targets. Al models evaluate genetic and molecular data, accelerating medication development and
predicting efficacy and toxicity [12].

The following approaches that have been emphasized were identified to enhance the applications of the
analysed Al potentials in LMICs:

(1). Integration with Electronic Health Records (EHRs)
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Integrating Al with EHRs can enhance the analysis of patient data, improve disease diagnosis, and predict
patient outcomes. This can be particularly useful in LMICs, where access to healthcare services is limited.

(2). Capacity Building
Al can be used to build capacity in biobanking, particularly in LMICs, by providing training and education on
Al applications in biobanking.

(3). Quality Control and Assurance
Al can be used to monitor and improve the quality of biobanked samples and data, ensuring that they meet
the required standards for research and clinical applications.

3. Challenges
Several difficulties of using Al in biobanking are also identified and addressed.

Data Quality and Completeness

Real-world data, including clinical characteristics, genomes, treatments, and outcomes, is crucial for
personalized medicine implementation [1]. However, obtaining this data from large patient populations can
be challenging, especially for uncommon illnesses with diverse backgrounds [11]. Al algorithms may face
challenges with incomplete or missing data, affecting their accuracy and introducing biases. To ensure data
precision, biobanks need strong quality control procedures, standardized procedures for sample processing,
data collection, and annotation, and standardized annotation protocols and ontologies to ensure uniform and
significant annotation among diverse biobanks [13, 15].

Privacy and Security

Biobanks house sensitive patient data, raising concerns about privacy and security. Al techniques like
federated learning and secure multi-party computation are explored to secure patient data and ensure
privacy, enabling collaborative analysis across biobanks [16].

Ethical Issues

The use of Al in biobanking brings up additional ethical issues including informed consent, data ownership,
and data sharing protocols. In order to undertake Al-driven analyses of biobank data in ways that respect
patient privacy and relevant data protection legislations, researchers and institutions must make sure that
these procedures are conducted with sufficient regard to ethical considerations [17].

4. Future Trends and Promising Artificial Intelligence Paradigms

Virtual or Federated Biobanking

Virtual biobanking, a blockchain-based movement, uses artificial intelligence to create a decentralized
network of biobanks, promoting large-scale partnerships, improved data accessibility, and cross-institutional
oncology research [18].

Adaptive Models and Continuous Learning
Biobanks are dynamic resources that continuously gather data, allowing Al models to adapt and enhance
performance through feedback loops and reinforcement learning techniques [19].

Synthetic data
Synthetic data, created by a model extracting key features from real data, ensures authenticity and privacy
without violating current laws for data sharing [11].
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Explainable Al
Explainable Al aims to enhance understanding of Al algorithms' decision-making processes, aiding in
biobanking and clinical practice, fostering trust and acceptance of Al-driven technologies [20].

5. Conclusion

The digitalization of biobanks in LMICs holds enormous promise for advancing research, enhancing
healthcare, and tackling global health issues. Regarding oncology, by utilizing existing and upcoming
technical advancements applying Al trends and techniques, LMICs can get beyond obstacles and fully utilize
the potential of biobanks to advance scientific understanding of cancer and its determinants and enhance
patient outcomes. To unlock such enormous potentials, approaches like improving scalability and
computational infrastructure, data standardization and integration across biobanks, long-term data
management, interdisciplinary and multidimensional collaboration must be emphasized.
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Suicide is a global health problem, so understanding what types of prevention and interventions
are effective in reducing suicides is essential. The potential for technologies to help reduce
suicides and increase interventions in public spaces is a rapidly expanding field (e.g. closed-
circuit television (CCTV)) being activated when a person crosses a dangerous boundary). Yet,
there is little evidence as to whether suicide surveillance technologies work in the way they are
supposed to. Although surveillance in public spaces is not new, there are distinct challenges
related to suicide prevention: for example, if smart surveillance identifies a person who may be
suicidal, what happens next, who (if anyone) responds to them, and do potential responders have
appropriate training? An added challenge is that some technologies are controversial (e.g. those
that could be used to track people's movements). Hence, understanding their ethics, legality and
acceptability are important. However, to date this is an under-explored topic. This position paper
situates some of the ethical, legal and acceptability issues which specifically relate to the use of
surveillance technologies in the field of suicide prevention.

Keywords: Suicide Prevention, Smart Surveillance Technologies, Suicide Surveillance
Technologies.

1. Suicide Prevention in Public Spaces

Suicide is a global public health issue, with the World Health Organization estimating that 720,000 suicides
occur worldwide each year [1]. In the United Kingdom (UK), approximately 6,000 suicides are recorded
annually [2], of which around a third occur in public places [3]. These deaths have devastating consequences
for families, potential witnesses, staff dealing with their aftermath [4], and substantial financial implications
for affected industries: the cost of suicides to the British Rail Industry is estimated at over £70 million
annually [5]. In addition, suicides in public locations can attract considerable media attention [6], potentially
introducing a degree of notoriety about specific locations, and thus increasing the risk of imitative behaviours
and suicide clusters [6].

Efforts to prevent suicides in public places are therefore high on the agenda of national prevention strategies.
This is particularly the case at ‘high risk locations’ (i.e., public locations associated with a high number of
suicide-related incidents and/or which offer access to highly lethal means of suicide). In England, the National
Institute for Health and Care Excellence (NICE) recommends that suicide prevention measures are vital at
high-risk locations [7], and - by 2019 - over 60% of local authorities delivered interventions at such locations
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[8]. These measures include restriction of access to means, promotion of responsible media reporting,
encouragement of help-seeking and intervention by a third-party [3] - and, increasingly, the placing of
surveillance technologies to detect, deter and disrupt suicidal behaviour. These may then initiate a police
response when a sensor or camera detects someone on a parapet, or trigger a pre-recorded announcement
encouraging the person to move to a safe location and/or or seek help [9-11].

1.1 The Role of Smart Surveillance Technologies in Suicide Prevention

Going beyond the role of standard CCTV, smart surveillance technology (SST) systems enhance or fully
automate the surveillance process by extracting and interpreting information received by devices and/or
sensors [12]. The use of such systems involves an input/data source (e.g., CCTV cameras, thermal imaging
cameras, proximity sensors), data processing/analytics (e.g., motion/intrusion/linger detection, behaviour
prediction, facial recognition), and a response/data use (e.g., audio alert to person at risk and/or responders).

Examples of these technologies are currently deployed in a variety of contexts, often covertly. They include
automated camera systems at metro stations to alert staff when human movement is detected on the tracks
[10]; ‘virtual alarmed fencing’ in the CCTV systems used at coastal locations [13]; monitoring systems to
detect when someone has jumped from a bridge [9] or to identify behaviours that might precede a suicide
[13]. The emerging evidence suggests promising results for accurate surveillance and detection of suicidal
behaviour via automated CCTV monitoring and/or minimal staff training [14, 15, 16]. However, there is
currently insufficient evidence to conclude that these technologies can safely and effectively reduce suicides
- an important gap which our research is seeking to address
(https://fundingawards.nihr.ac.uk/award/NIHR151521). For instance, some of these systems may only
identify a suicide attempt immediately before, during or after it occurs, limiting possible intervention. The
acceptability and financial viability of using smart surveillance for suicide prevention is also poorly
understood; so too is the potential for the technologies to cause adverse effects (e.g. displacement of suicidal
behaviours to other locations, or the possibility of an unexpected auditory alarm exacerbating or hastening
suicidal behaviour). Further considerations concern ethical and legal principles such as transparency,
consent, privacy and data protection, accessibility, and accountability [17].

2. Ethics, Legality and Acceptability; The Unknowns

In the field of suicide prevention, the focus is often on whether interventions are effective - and cost-effective
- in reducing suicides. However, what is sometimes neglected is whether or not interventions are considered
ethical and acceptable to the people who experience them [18]. Furthermore, and of especial importance in
the case of surveillance technology, is how members of the public who are also using these locations feel
about these types of technology, and what legal and ethical implications there are for the various actors
operating in and around these locations (e.g. frontline staff/emergency first responders, CCTV control room
operators, land owners and public health leads). There are already discussions around the ethics of artificial
intelligence (Al)-based surveillance technology for crime prevention [19, 20]. In addition, although suicide
remains a crime in some countries it is not a crime in the majority of countries in the world, and hence people
should not be criminalised as a result of their suicidal behaviour.

Therefore, it is essential that the ethics, legality, and acceptability of such technologies are considered
through the lens of suicide prevention and not just through a crime reduction lens. As Marks et al [17] state;
“Though Al-based suicide prediction has the potential to improve our understanding of suicide while saving lives,
it raises many risks that have been underexplored. The risks include stigmatisation of people with mental illness,
the transfer of sensitive personal data to third-parties such as advertisers and data brokers, unnecessary
involuntary confinement, violent confrontations with police, exacerbation of mental health conditions, and
paradoxical increases in suicide risk” .
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As part of our current wider project in which we are evaluating a range of SSTs being used in public spaces,
we are exploring issues relating to the ethics, legality and acceptability of SST implementation. Examples of
issues we have come across so far include:

- To what extent are the personal rights and freedoms of the public affected by the use of suicide
prevention surveillance technologies (e.g., effects on the right to privacy)?

- If an SST were able to detect a person in distress, what intervention would the person receive and
who would be adequately trained to deliver it?

- What does the introduction of technology mean for human interventions? Would they decrease
human presence or could an SST increase the chance of human intervention?

- How can we ensure that an SST-assisted intervention is safe, acceptable and proportionate?

- Iftechnology is removed for some reason in the future, what could the implications and unintended
consequences of this be?

- What liability arises with implementing these technologies (examples include: having the duty to
intervene, introducing staff training, making sure that the technology works well, mitigating
bias/discrimination)?

- What about unintended consequences of implementing the technology - could people move to spaces
where there is less chance of intervention or could they change their behaviour to avoid detection by
an SST (e.g. bypassing a camera if it is visible, or by leaving their phone at home to avoid being
tracked)?

- If potential responders are able to detect a suicidal person, do they have enough time to respond?

- Could such systems unintentionally create stigma? Could this stigma lead to criminalisation?

- Are there any risks of bias / discrimination being introduced? What could this discrimination mean
for people who fit certain profiles?

- Interms of equity and accessibility, will some groups of people not be detected by SSTs?

- Data processing / sharing — who can data be shared with and what is the legal basis for sharing? For
how long can personal identifiable data be stored? What kinds of personal data are being
processed?

During the workshop we will share preliminary findings from our project, and encourage a wider discussion
about the ethics, accessibility and legality of this topic.
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1. Introduction

Interoperability has become a cornerstone of modern information systems, especially in healthcare, where
seamless data exchange can lead to better patient outcomes, reduced costs, and improved system efficiency
[1]. Interoperability of Electronic Health Records (EHRs) enables healthcare systems to share patient data
across platforms, enhancing care coordination and reducing duplication [2]. Interoperability involves various
stakeholders—hospitals, laboratories, insurers, and patients - all interacting through digital platforms that
are often web-enabled [3]. However, with increased data sharing comes heightened concerns over privacy
and security [4]. The sensitive nature of medical data demands robust privacy protections and security
protocols [5].

2. Need for Privacy and Security in Interoperability

Technical barriers such as legacy systems, inconsistent standards, and different organizational policies have
hindered the achievement of interoperability. Data integrity during transmission and the secure sharing of
information, without violating privacy, remain major concerns. Ensuring interoperability thus requires a
holistic approach balancing technical capability with stringent security and privacy requirements.

Medical data is among the most sensitive categories of personal information, encompassing diagnoses,
treatment histories, genetic profiles, and mental health records. A breach of such data can result in
discrimination, stigma, or identity theft [6]. Unlike financial data, which can often be replaced (e.g., credit
cards), medical data is inherently personal and permanent. This makes privacy protections not just a legal
requirement (under the General Data Protection Regulation (GDPR) incorporated in the UK Data Protection
Act 2018) but an ethical necessity [7]. Data privacy, which involves the proper handling, processing, and
storage of personal information [8] is necessary to ensure that individuals' privacy rights are protected. It is
essential for interoperable systems to ensure data privacy, among other measures, by minimizing data
collection and sharing only what is necessary [9].

Effective implementation of privacy measures begins with robust consent mechanisms where patients must
provide informed, explicit consent before their data is processed or shared [10]. The principle of data
minimization ensures that only essential information is collected [11], which is vital in the preservation of
privacy to ensure minimal information collection on patients. In relation to security, encryption of data while
the data is both ‘at rest’ and in transit is critical. Multi-factor authentication (MFA) and role-based access
control (RBAC) help prevent unauthorized access [12]. Access control which is a security mechanism that is
fundamental in the preservation of security, is typically based on user roles and it further helps restrict data
access to authorized personnel [13]. Monitoring and logging user activity support early detection of security
threats which is crucial in the fight against system breaches [14]. Together, these strategies form a foundation
for ethical and legally compliant data exchange in interoperable systems [15].

Web technologies, such as application programming interfaces (APIs) and cloud platforms, have advanced
healthcare interoperability by allowing real-time data exchange [16]. Standards like Fast Healthcare
Interoperability Resources (FHIR) facilitate structured sharing, yet they also introduce new vulnerabilities
[2]. Risks like cross-site scripting (XSS), insecure APIs, and man-in-the-middle (MITM) attacks threaten data
integrity during the implementation of interoperability [17]. Secure communication protocols (e.g., HTTPS),
authentication methods like OAuth 2.0, and regular security audits are absolutely necessary
countermeasures.
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3. Addressing Privacy and Security in Interoperability: The TASIPPS Framework

The author proposed the Technical and Semantic Interoperability, Preserving Privacy and Security (TASIPPS)
framework. It offers a comprehensive solution for addressing privacy and security issues in interoperable

EHR systems [18] as seen in Figure 1.

SEMANTIC
INTEROPERABILITY

MIDDLEWARE SERVER

> Application Standard | Communication Protocol | Data Format

A

PRIVACY
Data Anonymization | Access Control
Data Intergrity | Breach Notification
Consent Management | Data Retension

< ow

SECURITY
Application Security | Network Security |
Database Security

Al SECURITY MODULE

POLICIES

Figure 1- The TASIPPS Framework

The TASIPPS framework consists of the following five modules:

e The Middleware Server Module: positioned as an intermediary between disparate electronic health

record (EHR) systems, avoiding a central point of access that would be vulnerable to attacks.

e The Semantic Interoperability Module: ensures data flows securely between EHR systems without
creating a single point of failure, enhancing both security and reliability.

e The Privacy Module: safeguards the confidentiality and individual rights of users' personal

information.

e The Security Module: manages the security aspects of the framework which is critical in the sharing

and exchanging of EHRs.

e The Policy Module: dedicated to governing and regulating various facets of system operations and

data management.

The TASIPPS framework integrates both technical and semantic interoperability mechanisms with dedicated
privacy and security modules. It utilizes advanced encryption (AES-256), hashing algorithms (SHA-512), and
OAuth 2.0 for authentication. It also incorporates data masking, access control, and consent management to
comply with data protection standards required by the UK GDPR. The TASIPPS framework not only ensures
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accurate and meaningful data exchange but also empowers patients to have greater control over their data,
making it suitable for those real-world healthcare settings where trust, security, and compliance are crucial.

The UK GDPR mandates "privacy by design and by default,” which requires systems to embed privacy
measures from the outset. The same legislation also states that data should not be stored longer than
necessary and that it be secured against breaches. These requirements are implemented in the TASIPPS
framework, which places a major emphasis on security and privacy preservation. The TASIPPS framework
has been implemented in a working prototype to support testing and research aimed at validating its
suitability and effectiveness in achieving interoperability.

4. Conclusion

In conclusion, privacy and security are integral to the success of interoperable healthcare systems. As data
becomes increasingly digitized and shared across web-enabled platforms, the risk of data breaches and data
misuse escalates. Effective privacy and security measures—ranging from technical safeguards like
encryption and access control to legal compliance—are essential. This is especially the case with regard to
healthcare data. The TASIPPS framework presents a compelling model that holistically addresses the
complexities of interoperability while ensuring patient privacy and system security. Its alignment with legal
mandates and integration of advanced technical features makes it a viable solution for the legal, ethical and
secure exchange of health information in the digital age.
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Abstract

Healthcare systems today generate vast volumes of structured, semi-structured, and unstructured data
across distributed networks. While this data is essential for delivering patient care, it also presents a valuable
opportunity to support digital forensic investigations when adverse incidents occur. This paper presents a
case for proactive Digital Forensics Readiness (DFR) within healthcare big data environments, using the Lucy
Letby case as a detailed and contextual illustration. This incident represents one of the most serious recent
healthcare-related criminal cases in the United Kingdom. Building on the author's previously published
decentralised DFR framework, this paper examines how the framework's Hadoop-based storage
architecture, when integrated with User and Entity Behaviour Analytics (UEBA), can significantly improve
forensic readiness. The paper focuses on three key areas. The first is the alignment of DFR implementation
with data governance legislation and secure logging policies. The second is the application of forensic
principles, specifically the identification, collection, and preservation of data across a wide range of
healthcare information sources. The third demonstrates how the proposed framework supports incident
detection, investigation, and evidence preservation, using a systems-level analysis of the Lucy Letby case.

Keywords: big data, digital forensics, digital forensics readiness, healthcare.

1. Introduction

The increasing volume and complexity of data in healthcare, particularly within big data networks, have
introduced significant challenges in governance, security, and accountability [1]. According to [2], hospitals
and clinical environments generate large volumes of data daily, including logs from electronic health records
(EHRs), access control systems, closed-circuit television (CCTV) footage, Internet of Medical Things (IoMT)
devices, and other structured and unstructured digital communication. While this information is critical to
clinical care and effective network administration, it also holds substantial evidential value in cases involving
malpractice, insider threats, and criminal activity.

In this context, big data encompasses not only sheer volume but also the crucial aspect of variety, spanning
structured, semi-structured (e.g., logs, XML), and unstructured formats (e.g., video, free-text notes).
Harnessing this diverse range of data is paramount for digital forensics, as critical contextual clues often
reside within the less conventional, unstructured datasets, enabling more comprehensive investigations.

The Lucy Letby case, in which a neonatal nurse was convicted of multiple infant murders at the Countess of
Chester Hospital, tragically revealed shortcomings in the hospital’s ability to detect and respond to
behavioural anomalies [3]. An effective big data Digital Forensics Readiness (DFR) framework, which
facilitates the detection and proactive collection of critical evidence to facilitate digital investigations, could
have possibly prevented further harm to some of the babies involved.

This paper builds upon a previously published DFR framework developed for big data wireless medical
networks [4]. This framework was specifically chosen for its robust capabilities in handling diverse big data
sources and detecting anomalous behaviours, making it highly pertinent to addressing the systemic failures
identified in the Lucy Letby case. The framework is designed to capture and manage structured, semi-
structured, and unstructured evidential data (for digital forensics investigations) using Hadoop Distributed
File Systems (HDFS). The system is designed to store very large data sets, and runs on commodity hardware.
It integrates a User and Entity Behaviour Analytics (UEBA) system for continuous monitoring and employs
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decentralised, tamper-resistant storage to support evidential data availability, scalability, and integrity
throughout the forensic process.

This work presents three key contributions. First, it examines how DFR stages were implemented within the
framework in accordance with data protection and retention laws, including UK General Data Protection
Regulation (GDPR) [5] and National Health Service (NHS) records management policies. Second, it discusses
the application of core forensic principles of identification, collection, and preservation of data and metadata
from diverse sources, ensuring adherence to legal standards for admissibility. Third, the utility of the
proposed framework is demonstrated through a systems-level walkthrough of the Lucy Letby case,
illustrating how the framework supports incident detection, investigation, and evidence preservation.

Ultimately, this paper illustrates how healthcare organisations can strengthen their operational resilience,
regulatory compliance, incident response capabilities, and business continuity by embedding forensic
readiness as a foundational element of their big data infrastructures.

The remainder of this paper begins with an analysis of legal and compliance considerations in Section 2,
establishing the governance framework for digital forensics readiness in healthcare. Section 3 then details
the application of digital forensic principles within the proposed framework and demonstrates its utility
through a systems-level walkthrough of the Lucy Letby case. The paper concludes in Section 4 with key
insights and future considerations for healthcare forensic preparedness.

2. Legal and Governance Context

To ensure legal admissibility and regulatory compliance, the proposed DFR framework in [4] is architected
in accordance with key legislation and standards governing data handling, privacy, and forensic integrity
within healthcare environments.

The UK GDPR incorporated in the Data Protection Act (DPA) 2018 forms the core legislative foundation,
particularly GDPR Articles 5 and 32, which mandate lawful processing, data minimisation, secure storage,
and appropriate retention of personal and sensitive data. This compliance is operationalised in the
framework during the collection and logging of structured, semi-structured, and unstructured data from
various hospital systems, including network traffic logs, keycard login data, electronic health records (EHRs),
radiography reports, and unstructured data such as CCTV footage and clinical notes.

Table 1 provides a summary of how specific components of the framework map to relevant standards, laws,
and best practices.

Table 1. Compliance Mapping of the DFR Framework to Legal, Regulatory, and Technical Standards [4].

Framework Component Compliance Mapped Law / Standard
Objective

Security Information and Event Real-time log ISO/IEC 27001:2022, [6]
Management (SIEM) and Intrusion | correlation and security
Detection System (IDS) for incident detection ISO/IEC 27035 [7]
structured log aggregation
Big data DFR (BdDFR) Hadoop- Tamper-resistant, ISO/IEC 27043:2015 [8]
based DFR1/DFR2 for decentralised, scalable
decentralised storage forensic data storage
Transport Layer Security (TLS) and | Protection of data in NHS Digital Security
filesystem-level encryption via Red | transit and at rest Standards [9]
Hat Enterprise Linux (RHEL 9)

UK GDPR (Article 32) [5]
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Pseudonymisation and Privacy protection for UK GDPR Recital 26,
anonymisation techniques PII and special category | Article 89 [5];

data
NHS Records
Management Code of
Practice [10]

Retention policy automation using | Data lifecycle NHS data retention
RHEL log rotation. management and legal policies [10]

hold enforcement
Identity and Access Management Enforces secure and ISO/IEC 27002 [11]
(IAM) with blockchain-based auditable access to

Multifactor Authentication (MFA) evidentiary logs
User and Entity Behaviour Analytics | Insider threat detection | NIST SP 800-53 Rev. 5

(UEBA) integration and anomaly-based (AU-6: Audit Review)[12]
monitoring

This framework ensures that every forensic action, from data collection and logging to investigation and
reporting, is executed in a secure and compliant manner. It also reinforces the admissibility of evidence and
supports internal and external audits, ultimately enhancing the accountability and resilience of the
healthcare environment.

In Section 3, the framework is applied to a real-world scenario in line with digital forensics principles,
demonstrating how it could have supported alerting, detection, and investigation in the Lucy Letby case.

3. Application of Digital Forensics Principles and Case Demonstration

The effectiveness of a robust DFR framework hinges on its alignment with core forensic principles:
identification, collection, and preservation of potential evidential data. These principles are operationalised
through various components of the proposed framework, illustrated in Figure 1. Lucy Letby is referred to
simply as Lucy in Figure 1.

Neonatal Unit Digital Forensics Trail &
Process Key

Lucy Letby
B o — —>  Lucy's digital trail
@ = o ® e
—_— = ! - [ 3 —>  Structured evidence
3 — — - Internal 4~ Pl X [FS
= = —digital footprint— .~ | w5k Semi-structured
» B “ % & Unsiructured evidence
Lucy Q L
.
" - . - o Lucy's entry
Hospital Lucy Q ‘g.] & Exit
v ’
et N o Neonatal
e 2 Control drugs  Workstation digital footprint
logins: access logs CCTV Footage Cabinet ° Evidential data
aaaaaa paltern —] logged by BADFR
timestamps
Masking of Personally
identifible information(P11)
° UEBA-Analysis, detection
Semi-structured & &
Structured I /dat:
Medical notes EHR
CCTV footage Medication administration
o records
o Radiography & Imaging Vital signs records
v Big data DFR {, reports.
'wifi, workstation, other
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some loT sensor data network-related logs

Incident reports (Death
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Fig. 1. Early detection of Lucy Letby's harm to babies using the DFR Framework [4]
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Figure 1 presents a five-stage architecture aligned with the Digital Forensics Trail & Process Key, illustrating
the sequential progression of identification, collection, and preservation of digital evidence. Stage 1 and 2
track Lucy’s digital trail (red arrows) through the hospital and neonatal activity, logging access and internal
movement. Stage 3 collects structured, semi-structured, and unstructured data (black and blue arrows) into
a decentralised big data forensics storage system (BdDFR). Stage 4 handles pseudonymisation of personally
identifiable information (PII). Finally, Stage 5 enables forensic analysis and detection using multiple tools and
interfaces, including UEBA, MapReduce, and anomaly detection.

The identification of potential evidential data is enabled by integrating Security Information and Event
Management (SIEM) storage, as discussed in [4] with UEBA. This integration continuously monitors
behavioural patterns across diverse sources, including EHRs, access control logs, medication systems, and
[IoMT devices. Such a setup facilitates the early detection of anomalies like unusual access times, abnormal
system usage, or behavioural deviations from baseline activity.

Collection of data is performed through structured, semi-structured, and unstructured data streams.
Structured data from firewalls, IDS, EHR systems, and SIEM platforms is forwarded to DFR1 nodes within
HDFS, while semi-structured logs (e.g., XML-based system messages) and unstructured data (e.g., CCTV
footage, medical notes, radiography reports) are captured and routed to DFR2 nodes. This collection process
ensures time-synchronised logging and cryptographic hashing, thereby preserving the integrity and
traceability of each log entry. Data collection also includes automated log rotation and retention control,
ensuring that logs are available for both short-term alerts and long-term investigation.

Preservation is enforced through decentralised storage and cryptographic protection. Role-based access
control, blockchain-secured multi-factor authentication, and filesystem encryption are implemented to
restrict access to the data by authorised forensic analysts and third parties. Additionally, anonymisation and
pseudonymisation techniques are applied to datasets in compliance with UK GDPR and NHS Records
Management guidelines, allowing investigators to conduct analysis without violating patient privacy.

Figure 1 specifically models how the framework would have operated in the context of the Lucy Letby case
to enable early detection through behavioural analytics that would have linked the nurse’s system activity
with physical access data and shift schedules. The systematic logging of keycard access events, electronic
health record interactions, and patient data activity, securely and immutably stored within the DFR1 and
DFR2 nodes, would have enabled the reconstruction of a detailed forensic timeline. As illustrated in the figure,
correlating these logs with CCTV footage and physical access records would have allowed investigators to
verify whether her system access coincided with actual presence on-site. This cross-analysis could have
exposed inconsistencies between Letby's assigned duties and her recorded activities, enabling earlier
intervention and reducing the likelihood of further potential harm to any of the babies.

Furthermore, forensic readiness would have ensured that data necessary for internal disciplinary review or
criminal prosecution was preserved and packaged in accordance with legal and evidentiary standards. Access
to evidential logs would have been governed, auditable, and legally admissible, thereby avoiding the risk of
evidential gaps due to data loss or non-compliance.

By embedding digital forensic principles directly into the design of healthcare big data environments, the
proposed framework offers healthcare organisations the ability to proactively respond to threats, meet
regulatory demands, and ensure transparency and accountability in clinical settings.

4. Conclusion

This paper has emphasised the critical role of proactive DFR in healthcare big data environments. By
integrating a decentralised DFR framework with real-time monitoring and alerting tools such as UEBA, in line
with relevant legislation and standards, healthcare organisations can strengthen their capacity to detect,
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investigate, and preserve evidence related to adverse incidents. A systems-level analysis of the Lucy Letby
case illustrated how such a framework, when aligned with legal obligations and forensic best practices, could
have supported earlier detection of behavioural anomalies and enabled timely intervention, thereby reducing
the potential for further harm to the vulnerable infants in the hospital concerned.

Future work will focus on empirical validation of the framework's performance metrics and explore its

adaptability to emerging healthcare technologies and regulatory landscapes.
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Abstract

Personalised maternity care ensures service users have access to unbiased, evidence-based information
in multiple languages and formats, empowering them to make informed decisions throughout pregnancy
and birth. Digital apps play a crucial role in enhancing this care, this is enabled by the widespread use of
smartphones. This is especially relevant as one of the three core drivers for change in the NHS is from
analogue to digital. However, although these new approaches supplement care, their use raises legal,
ethical, and social concerns, as highlighted in a meta-analysis by Paccoud et al. [1]. This is particularly
relevant for women who are likely to experience the worst outcomes. For example, ethnic minority
women often experience unconscious bias in maternity care [2,3], leading to less personalised support.
Digital apps designed specifically for these communities may help address this issue by providing tailored
guidance and resources.

This paper examines the key principles for deploying digital tools in personalised maternity care,
explores the challenges they present, and proposes potential solutions to ensure equitable and effective
implementation.

1. Introduction

Personalised maternity care empowers women to take control of decisions about their care, throughout
their pregnancy and childbirth experience. Tailored to individual needs, such as religion, social
deprivation, mental health, and ethnicity, this approach has been shown to reduce health inequalities,
improve clinical outcomes and enhance experience of care [4]. Therefore, recurrent reports such as
National Maternity Review (known as Better Births) [5] committed to providing maternity services that
centre on women, their babies, and families, informed by unbiased information. Subsequent reports,
including the NHS Providers Bold Action: Tackling Inequalities in Maternity Care [6] and NHS England’s
Three-year Maternity and Neonatal plan [7] reinforce that personalised care must align with safety, trust,
and improved data systems to enhance accessibility and engagement.

Maternal mortality data in the United Kingdom (UK) show that Black women are three times more likely
to die during pregnancy than white women, [8] with unconscious bias contributing to disparities [2,3].
The reports outlined above, amongst others, all highlight the lack of personalised care as a factor in poor
outcomes, particularly when women feel unheard.

Personalised care is, therefore, undeniably crucial to improving maternity outcomes, and equipping
healthcare staff to deliver it is equally essential. Comprehensive training must prioritise psychological
safety and trust, fostering meaningful conversations that empower women to make informed decisions
about their care.

Digital technologies play a pivotal role in this approach, enhancing access to information, supporting risk
prediction, and facilitating seamless communication between service users and providers. When
integrated effectively, these tools help create a maternity care system that is more responsive, equitable,
and tailored to individual needs.
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2. Digital technologies

Digital technologies are transforming maternity care by providing personalised support throughout
pregnancy, birth, and postpartum period. With nearly half of pregnancies in England unplanned, women
are often unaware of the choices open to them. Digital tools help service users understand their care
options, manage risk assessments, and engage actively in their health journey. There are three distinct
purposes for the use of digital technologies:

e Several commercially available systems serve as Electronic Patient Records (EPR), allowing women
and healthcare professionals to access information such as blood results or care plans from any
location.

e Some provide information about choices; others are there to motivate behaviours change such as
stopping smoking.

e Others provide information such as options for pain management in labour.

Digital applications may enhance communication, predict risks, and facilitate multidisciplinary care.
Specific platforms aim to address cultural and accessibility challenges, ensuring tailored support for
Black, Brown, and South Asian mothers. These innovations empower users, streamline care processes,
and contribute to safer maternal outcomes. These are available in different languages and may help to
mitigate information overload. Some of these apps can also be accessed by health care professionals,
which enables joint access to information and multidisciplinary planning of care.

3. Challenges: legal, ethical, and social

While maternity apps can support culturally sensitive, equitable care, they also pose legal, ethical, and
social challenges. These are “vast and complex” [9]. Key concerns include trust in artificial intelligence
(AI), accountability and reponsibility”. data security risks' [10,11] regulatory gaps, unclear consent
processes, and potential exclusion of users with limited digital literacy or access. Al-driven apps may
perpetuate bias, particularly affecting Black and Asian women [12] while private developers’
monetisation of data raises conflicts of interest. Ensuring transparency, regulation, and user-friendly
design is crucial for safe and effective implementation. It is important to consider what is the desired
outcome from a person using the app, for example if a health behaviour is sort, it is important to
understand that there is no strong evidence supporting the effectiveness of apps in improving health
behaviours [13]. Having established that use of digital technologies which mostly incorporate some form
of Al are indeed beneficial to improving health care it is important to establish principles by which they
should function [14]. We discuss two of them in this paper.

Uptake of digital technology

Van Kassel et al [16] mapped barriers to uptake, devising the first comprehensive map of 85 factors
influencing the uptake of digital therapeutics across health systems, bridging technological and human
perspectives. This highlights the complexity of using digital therapeutics but also underlines the
importance of involving all stake holders. A key finding in this work is that uptake requires strategic
alignment with system intra intra-operability funding models, policy readiness, and patient awareness to
drive equitable access and effective implementation.

Furthermore, Ramasawmy et al [16] highlights that while digital health interventions are increasingly
used, frameworks addressing their implementation often overlook health inequalities, particularly ethnic
disparities. Of 58 papers analysed, only 38% referenced health inequalities, and just 5 frameworks
considered all relevant levels—society, system, intervention, and individual. Ethnicity was frequently
embedded within broader social determinants rather than explicitly examined. The findings emphasize
the need for a more integrated approach to digital health equity, suggesting that future frameworks
should address systemic barriers and culturally tailored interventions to improve accessibility. This is
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further highlighted by the introduction of a maternity app in a multicultural city, but where uptake was
poor by the very women who may have benefitted the most [17].

Quality Assurance and Benchmarking

App developers aiming to benchmark against NICE’s Evidence Standards Framework (ESF) [18] for
digital health and care technologies must ensure their solutions meet standardized clinical and economic
evaluation criteria. This involves aligning their evidence base with NHS England’s requirements,
incorporating rigorous stakeholder engagement, and adhering to agile, iterative development
methodologies. Developers should focus on demonstrating measurable health outcomes, regulatory
compliance, and cost-effectiveness to support adoption within health systems. Continuous engagement
with NICE updates and evolving digital health standards is crucial for maintaining relevance in an
innovative and fast-moving field.

The need for health professionals to take care is highlighted in the concern that current commercially
available peripartum apps range widely in quality. A 2021 American systematic study of 301 peripartum
apps found that only 25 met evaluation criteria, with significant gaps in maternal health content,
inclusivity of people of colour, and usability. Apps with better maternal health information and inclusive
imagery correlated with higher usability scores, yet this did not translate into greater user adoption.
Overall, most existing apps lack sufficient maternal health information and fail to adequately serve
diverse populations, highlighting the need for improved evidence-based, inclusive, and user-friendly
designs [19].

Management of data

The number of medical devices and the enormous amounts of data they gather can be a problem for an
organisations IT/care teams to oversee [20]. This could be in terms of inputs or understanding on acting
on information read within the app.

4. Conclusion

Digital maternity apps have the potential to enhance personalised care but should be approached with
caution, to eliminate risks. These include the risk digital exclusion. Equitable access requires offline
capabilities, multilingual support, and community-based digital education. Regulation and stakeholder
collaboration are key to ensuring informed decision-making and trusted digital solutions. Endorsed apps
from reputable health bodies may provide assurance on data security and privacy. Addressing maternal
health inequalities also demands a positive workplace culture, community-based care, and systemic
reforms to integrate digital technology effectively.
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1. Introduction

General healthcare/well-being awareness and technological innovations have resulted in numerous
smartphone apps (especially powered by artificial intelligence (Al)) being developed and marketed to the
public. Due to the widespread use of smartphones, apps can be easily downloaded and are hence widely
available. Revenue from digital fitness and well-being apps (e.g., to address anxiety, depression, stress, panic
attacks, mindfulness, meditation, mood tracking and self-care) in the United Kingdom (UK) is projected to
reach £.1.65 billion in 2025 and £2.16 billion by 2029 [1]. Most fitness and well-being apps are not
categorised as medical devices, and are therefore not regulated by the Medicines and Healthcare products
Regulatory Agency (MHRA). This paper discusses medical device apps versus non-medical device apps with
a focus on the regulatory challenges of the latter especially in the UK context.

2. Apps as medical devices versus non-medical devices

There are distinct differences between apps defined as medical devices as opposed to those classified as non-
medical devices.

A medical device is defined under Part 1 of the Medical Devices Regulations 2002 (SI 2002 No 618, as
amended). It includes any “any instrument, apparatus, appliance, software, material, or other article... intended
by its manufacturer to be used specifically for diagnosis or therapeutic purposes or both...". Medical devices are
intended for human use including: to perform a medical purpose such as diagnosing, preventing, monitoring,
treating, or alleviating a medical condition; and controlling conception [2]. In the context of a smartphone
app, if an app is marketed to be used for a medical purpose, then it is classed as a medical device.
Determination of a “medical purpose” can be made by statements and instructions for use (including in any
promotional material) given by an app developer or app store description/category [3]. Further guidance on
how to determine whether an app qualifies as a medical device is provided in [3]. Examples of medical device
apps include those used for therapy, remote patient consultation, medication management, and glucose
monitoring. The MHRA regulates these medical device apps.

All apps that do not meet the requirements of a “medical device” (i.e., are not intended for a medical purpose)
are classed as “non-medical” devices and are therefore not subject to regulatory oversight by the MHRA. Many
fitness and “well-being” apps are classified as non-medical devices. These apps are often used for activities
such as collecting and communicating health-related data (without altering the data), simple data processing
(e.g., storage, search, and matching), providing advice on nutrition and fitness, and monitoring vital signs,
including heart rate or blood pressure. Many health and well-being apps incorporate Al, especially Generative
Al, to provide a variety of functionalities including personalised plans, adaptive programs, intelligent
coaching, real-time feedback, mood tracking, and chatbots ([4,5]).

3. Regulation

Apps are regulated by a variety of different regulatory instruments. Although apps classified as non-medical
devices are not regulated under the MHRA, there are several UK-based and international regulatory
frameworks relevant to both medical and non-medical devices. These include: (i) ISO/IEC standards created
by the International Organization for Standardization (ISO) and International Electrotechnical Commission
(IEC); (ii) ethical and governance standards, and (iii) other examples of UK legislation.
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3.1 MHRA regulation
The regulation of medical devices (including apps under this category) involves a very complex and
comprehensive oversight/regulatory regime (under the MHRA), which includes the following [6]:

*  Registration: The requirement to register the device with the MHRA before it is placed on the market.

* Conformity assessment: A process to prove that the device meets requirements under the Medical
Devices Regulations 2002 (SI 2002 No 618, as amended) and other relevant legislation, resulting in a
UK Conformity Assessed (UKCA) mark or a European Conformity (CE) mark (to demonstrate
compliance with European Union legislation and safety standards).

*  Risk management assessment: A process to identify, monitor and prevent risks associated with the
medical device.

* Data protection compliance: The need to comply with data protection law.

* Labelling requirements: In addition to a UKCA or CE conformity mark, the need to properly display
instructions for safe use.

* Post market surveillance and vigilance: This covers various obligations including collecting
surveillance data (e.g.,, for improvement of usability and safety), submitting vigilance reports to
the MHRA when certain incidents involving the device occur in the UK, and taking appropriate safety
action when required.

3.2 ISO/IEC standards

ISO/IEC standards are guidelines and specifications (developed by industry experts) aimed at defining
products, processes or services to ensure fitness for purpose [7]. They cover important topics such as quality,
safety, and security. Examples of such standards relevant to app development are ISO 9001 (quality
management), ISO 27001 (information security management), ISO/IEC 27034 (application security), and
ISO/IEC 29134 (privacy by design). App developers can gain ISO certification via third-party auditing. For
non-medical devices, implementing ISO standards or ISO certification is not mandatory; however, such
standards/certification help with an organisation's reputation and user trust among others.

3.3 Ethical and governance standards

By 2025, ethical and governance standards have become particularly relevant, especially due to the
widespread use of Al in most industries (including app development) and the accompanying ethical concerns
they bring. Some ethical concerns of Al include [8]: informational privacy; security, transparency and
accountability; bias and discrimination; and safety. Several organisations have published guidance focusing
on ethical/governance standards for Al, including:

» EU Ethics Guidelines for Trustworthy Al [9].

* The World Health Organization (WHO) guidance on Ethics and Governance of Al of Large Language
Models (LLMs) [10].

* OECD Al principles for Trustworthy Al [11].

* UK Government’s five principles for guiding/informing responsible development and use of Al [12].

These guidance documents include several common ethical requirements such as the need for: transparency
and explainability; privacy and data protection; accountability; safety, security and robustness; diversity,
non-discrimination and fairness; and human agency and oversight.

Regarding app development, in 2023, the UK published a voluntary code of practice for app store operators
and app/platform developers [13]. The code contains eight requirements to protect users, including: app
baseline privacy and security requirements; app store baseline privacy and security requirements;
vulnerability disclosure; the need to keep apps updated; privacy and security information for users;
developer guidance on security and privacy; developer feedback on security and privacy; and handling
personal data breach notifications.
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3.4 Legislation

In addition to the Medical Devices Regulations 2002 (SI 2002 No 618, as amended), there are several other
forms of legislation in the UK impacting the development and marketing of all apps. Some important
frameworks include:

* Data Protection: The Data Protection Act 2018 (incorporating the UK GDPR) focuses on the protection
of personal data. It mandates various requirements, including the need for: informed consent, data
security, data breach notification, data accuracy, data minimisation, transparency, storage limitation,
data protection by design and default, and subjects’ rights. App developers need to ensure compliance
with data protection obligations since the use of apps will involve the processing of personal data.

*  Consumer Protection: The Consumer Rights Act 2015 applies to both physical and digital goods
(including software) and requires that goods (apps) meet various requirements, such as the need to
be of satisfactory quality, fit for purpose, and as described to the consumer.

* Security: The Product Security and Telecommunications Infrastructure (PSTI) Act 2022 contains
provisions for the security of internet-connectable products, including: security by design; ongoing
security; and user transparency requirements. App developers are impacted when an app is needed
to operate a device (e.g., a wearable). In the UK in 2024, a new Cyber Security and Resilience Bill was
announced that will add additional cybersecurity obligations to app developers, such as mandating
security by design and default. These additional obligations reflect similar EU legislation, such as the
EU Cyber Resilience Act 2024, which enhances cybersecurity standards of products sold in the EU
that contain a digital component.

*  Product Safety: The General Product Safety Regulations 2005 place obligations on businesses to
ensure that consumer products (including software/apps) meet safety requirements (i.e. they pose
no risks or minimal risks to consumers). These obligations apply to any business in a product’s supply
chain (e.g. app developers and distributors). App developers in the UK should be aware of some
important product regulations if they intend to market their products in the EU. The EU Artificial
Intelligence Act (EU Al Act) 2024 contains rules for the development, marketing, and use of Al
systems in the EU. It also classifies Al systems according to risk levels and places accompanying
obligations on the providers/deployers of these systems. The EU Regulation on General Product
Safety 2023/988 (updated to cover emerging digital technologies) outlines various safety obligations
(including for cybersecurity).

* Liability: The Consumer Protection Act 1987 addresses product liability in the UK. The producer of a
product is strictly liable if a defect in the product causes harm/damage. Under the Act, the definition
of “product” only extends to software provided on a physical medium (e.g. a USB disk) and does not
extend to software provided electronically (such as downloaded apps). The Act is based on a 1985 EU
Product Liability Directive 85/374/EEC 1985. However, in the EU, the 1985 Directive has been
replaced by the new EU Product Liability Directive 2024/2853, which explicitly includes digital
products (software, Al systems) and applies the same liability standards as for physical goods. This
liability includes manufacturer liability for defective digital and Al products that cause damage (such
as bodily injury, property damage, destruction or corruption of data). While, post-Brexit, the new
European directive does not apply in the UK, app developers in the UK need to be aware of it if they
intend to market their apps in the EU.
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4. Discussion
The discussion which follows highlights important aspects of the regulatory landscape in the UK which
impact on smartphone apps.

Non-medical device apps for good health and well-being are not subject to the stricter regulatory regime of
the MHRA and Medical Devices Regulations 2002 (SI 2002 No 618, as amended). Although non-medical
device apps are regulated under various other legislations, ISO/IEC and ethical standards, the enforceability
and adequacy of these regulatory frameworks are debatable. Non-medical device apps for good health and
well-being are easy to develop by anyone using automated tools (often with little oversight or enforced
governance processes). They are simple to market worldwide, since no registration or formal process is
required before they are deployed. Furthermore, there is no compulsory conformity mark requirement, and
post-market surveillance is not mandated. There is also a lack of sufficiently standardised and enforceable
regional and international regulations. For example, the UK Code of Practice for app store operators and app
developers is voluntary.

Ensuring adequate data privacy and security continues to be a concern/challenge for apps processing
personal data related to health. Despite the existence of legislation focusing on data protection and data
security, studies conducted in the last five years have found that apps have inadequate data privacy and
security protections [14,15].

In addition, the widespread use of non-medical device apps for good health and well-being has raised various
other concerns and regulatory challenges. A 2025 research study found that the use of some fitness apps
resulted in negative body image problems and compulsive exercising [16]. This study concluded that some
people who use diet apps were more likely to have specific behaviours and attitudes related to eating, such
as food preoccupation and dietary restraint. Previous related studies [17] found that some apps offer
inaccurate data (e.g. calorie expenditure data), leading to users acting on this erroneous data (e.g., increased
exercising). In addition, the apps can cause users to experience anxiety due to constant monitoring.

Regarding apps for mental well-being, especially those using Al-driven emotional support chatbots, concerns
have been raised regarding users’ overreliance on them, resulting in people not seeking professional help
and hence delaying evidence-based treatment [18]. These apps may offer users a false sense of security while,
however, they receive inadequate care, delaying proper treatment and worsening their condition. A 2024
study found that some Al companion apps using chatbots generally failed to provide help in times of a mental
health crisis [4]. Most responses to crisis messages did not express any empathy, almost half were unhelpful,
and more than half were risky. The consequences of using some apps can be fatal, as was the case of a man
who committed suicide after being encouraged to do so by an Al chatbot (Eliza) on an app called Chai [19].
The man had an obsession with climate change and consulted the Al chatbot. An investigation of his six-week
conversation with the chatbot found that the bot encouraged him to take his life after he proposed sacrificing
himself to save the planet. The Chai app is available for anyone to download on Google Play and other app
stores. Reviews of the app indicate a 4.1 out of 5 rating, and user comments such as the following confirm its
popularity: “I enjoy the app, it cures my boredom since we can choose how things go and have endless
conversations”, and “I think this is my fav chat app so far.”[20].

These examples, arguably, demonstrate that apps for good health and well-being may not be sufficiently
regulated. Many of these apps continue to pose potential risks or harm to consumers, and therefore, there is
a need for greater regulatory oversight of them to ensure public safety and trust.

Moving ahead, greater regulatory oversight for apps used for good health and well-being can perhaps be
achieved by considering a multiplicity of approaches, including the following:
e Widening the definition of a “medical device” to include all apps used for any aspect of human health
and well-being, hence making them subject to MHRA oversight.
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e Developing better compliance mechanisms for existing legislations related to privacy, security, and
safety.

e Improving industry codes of practice for app development.

e Implementing mandatory requirements for app stores.

e Improving regulations on digital dependency to address problems identified with apps associated
with mental well-being.

e Implementing a common global regulatory approach headed by international organisations.

e Improving educational outreach and awareness of potential risks/harms related to apps.

5. Conclusion

Non-medical device apps (for health and well-being) continue to be easily developed, marketed, and made
readily available to consumers, especially due to the widespread use of smartphones. Many of these apps
pose potential risks and harm to consumers that are often not immediately apparent. It is therefore necessary
to examine carefully how the many concerns of these apps can be adequately addressed by improving the
current UK regulatory landscape. As we move into the future, when society will become more dependent on
digital technologies, the need for effective and globalised regulatory mechanisms for health and well-being
apps is imperative.
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1. Introduction

Egypt is a developing country of more than 107 million inhabitants in 2024 [1]. It has one of the highest out-
of-pocket (OOP) spend rates on healthcare in the world, estimated to exceed 60% of total healthcare spending
[2]. This position paper outlines a field project supported by the European Union, that aimed to leverage
modern mobile communication technology to support strategic public healthcare improvement and strategy
formulation by the Ministry of Health and Population (MoHP) in Egypt. The scope is limited to Non-
Communicable Diseases (NCDs), such as coronary diseases, diabetes and hypertension. This paper highlights
the contextual imperatives that drove the research process, leading to a design that is grounded in the
contextual conditions revealed, in way that increases its success chances when ultimately deployed.

Given the relatively recent diffusion of smart mobile phone technology across multiple socio-economic
classes, there is a clear opportunity to exploit such technology to support healthcare strategic planning aims.
The project outlined here aimed at designing a usable, community-supported and easily accessible mobile
phone application to collect the vital statistics needed to guide healthcare policy formulation and facility
distribution strategies.

This project was triggered by a request from the head of the Egyptian Curative Organisation, one of the
organisations that comprise the Egyptian state healthcare provision landscape, managed by the Egyptian
Ministry of Health and Population (MoHP). That ministry was the main client of this design project. A special
effort was made to frame the problem by identifying the need and motivation of the ministry’s priorities, this
resulted in a request for a mobile communication-based tools, possibly a mobile app, to help track vital health
readings like blood pressure, blood glucose levels, and temperature.

Ultimately, the collected data are to be used to support health policy makers with their strategic resource
deployment decisions. The success of the planned intervention required a high level of buy-in and mass use
so that the collected statistics are meaningful at the national level.

2. The Cultural Context

The design of a product/ service targeted towards mass audience, requires a careful study of the culture,
limitations, the users and usage context. Thorough field research, therefore, forms an integral part of the
design cycle.

The target population include both urban and rural area dwellers, typically characterised by:

1. Anilliteracy rate of around 25.8% (age 10+) in 2017, leaving a literacy rate of around 74.5% for
adults aged 15 years and over [3].

2. Low-income levels: the overall average monthly wage for public and private sector employees
was 5,005 EGP in 2023. This equates to roughly $160-170 USD per month (using 2023 exchange
rates) [4].

3. Low access to conventional computing technology (e.g. personal computers). However, Egypt has
rapidly expanded mobile and Internet access. ITU data show about 92.0 mobile-cellular subscriptions
per 100 inhabitants in 2022, meaning roughly 0.92 SIM cards per person. Internet use is also
widespread: an ITU/UN estimate puts the share of individuals using the Internet at 71.9% in 2022

[5].
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4. Preventive health check-ups are underutilized, due e.g., to high cost and poor awareness. So, most
people do not get regular screenings, which has been identified as a key obstacle [6] which surely
affects negatively the management and avoidance of NCDs.

5. Cardiovascular diseases are the leading cause of death in Egypt, with NCDs accounting for a
significant portion of the disease burden, with significant geographical disparities in healthcare
access [7].

The first phase of research was explorative in nature, aiming to map out the peculiarities of the research
space. Egypt is a high Power Distance Index (PDI) country [8], so several official permissions had to be
obtained, after which various initial visits to hospitals and interviews with several physicians and healthcare
workers, public and private, as well as officials from the MoHP, were conducted and the team was able to
finalise the following set of research questions:

What kind of lifestyle do people (at the Base of the Pyramid (BoP)) have?

What is the impact of a Non-Communicable Disease (NCD) on a patient’s life?
How does the current healthcare system of Egypt work?

What technologies are available to the BoP?

What is the professional opinion of the healthcare system and NCDs in particular?
What are the needs, values and future hopes for and of the BoP?

SRS BN

To address the above questions, a mix of literature reviews, field observations, interviews, meetings in which
respondents were utilised to build a picture of the topic under investigation.

3. The Intervention

The group targeted by this intervention are BoP members, typically characterised by being at the lower
spectrum of the national household income levels, with a level of education that is a little more above the
literacy level, which impacts their knowledge of their diseases and ability to access related information
sources in general. The field research revealed the following stakeholders:

Ministry of Health and Population (MoHP)

Doctors

Patients

Raeda Refiya (Health Visitor: State trained and appointed)
Pharmacies

It was decided not to consider the patients (stakeholders at the BoP) to be the main users of the application.
This may sound counter-intuitive; however, the following factors were behind that decision:

1. The issue of patients’ illiteracy: low literacy reduced the patient’s ability to take the initiative in
feeding the necessary data into the application.

2. Cultural and lifestyle factors:

- Low personal responsibility for one’s health.

- Priority in life is more about survival than improving health.

- Challenges to integrate new ideas or modalities into the current systems and culture.

- The need for trustable sources to convince patients to use a (relatively) new technology and following
an unusual modality.

3. The patients themselves would be an unreliable source for NCD data.
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4. Limited sources of (mobile) technology, such as mobile Internet connectivity, because of the added
financial burden.

It was decided that the best configuration for this system was to integrate a number of stakeholders, each
type with a relatively low burden of responsibility towards operating and sustaining the application, and yet
some perceived value that each can derive from it. Instead of relying on one major user or beneficiary, a
constellation of stakeholders was considered to drive the necessary functionality.

Figure 1 below illustrates this:

obtain NCD statistics through
mobile technology

Patients
Adirect point of access for

health information within the
[ community

Starting point of digitalizing
healthcare information within

central management system

Pharmacy

New platform of advertisement

Provide a new point of access for
for the one in need

patient history fie.

Figure 1: A virtuous configuration of stakeholders’ roles and interests.

This stakeholders’ multi-win configuration proved very promising to overcome the issues identified above.
Following this high-level design of the system’s main functions, configuration and stakeholders’ involvement,
a detailed design of the interaction was developed and a low-fidelity prototype built (using wireframes and
screen mock-ups) and forwarded for user testing. The design was modified and finalised based on the
feedback obtained.

4. Future Expansion

The proposed design was not deployed in the field due to funding and operational obstacles. However, it was
important to show potential expansion in the future within the core functions established in the first (design)
phase, the Aafia system can be extended to benefit more potential users, as follows:

e The Raeda Rafeya (RR) can be integrated within the system (similar to one of the design directions
previously identified), creating a new service system within the already built-in database. RRs can benefit
from the personal information on patients as well as access to health and medical information database
currently unavailable to them. This would give them direct and easy access to information and can be a more
efficient way to transfer messages to patients in rural areas.

» The Doctor will get some basic information about their patients and also a platform to keep data to monitor
their NCD patients. As the system expands, doctors will be able to also add the health database comprising
their personal advice by paying a small fee which can be a way to promote their capability within this
competitive market.
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A vision for sustainability

This system can provide long-term benefits as it can reduce costs incurred by healthcare providers and
patients, especially for tertiary care by trying to shift the focus towards better primary healthcare. Since the
system is designed to support monitoring and prevention phases, it can reduce patient’s risk of progressing
to more serious stages or prolonging their current health status. If the currently designed core system
functions well when deployed, it can then be expanded towards more profitable services that generate
revenue, e.g. through paid users like private doctors and their patients.

5. Conclusions and Lessons Learned

Designing a healthcare intervention for use by the public, many of whom maybe illiterate or poorly educated,
is a complex undertaking that requires careful consideration of the users’ wider context. From this project,
we can draw a number of important lessons:

1) Thorough research of the context, supported by appropriate research tools and “probes”, which
have a high but simple visual content that can be easily assimilated by the stakeholders, was found
to be vital for reliable fact finding.

2) The use of culturally sensitive entry methods, language and tools is very important, and some
adjustment of the research tools is often necessary.

3) A careful investigation of the context can bring up important design features that are critical to the
field success of the proposed intervention.

4) It's important for such an intervention to provide perceived value for all the stakeholders, who
basically collaborate - perhaps indirectly - to “lift” the intervention and make it operationally
successful and economically viable.

5) It'simportant to consider the service ecosystem design, since a wide release of such a system in a
large country like Egypt, would critically rely on it.

6) Using a suitable number of prototypes, on suitable platforms, to conduct user testing is vital for
removing initial design problems and to gain vital user feedback.

7) The designers of similar healthcare systems need to adopt flexible attitudes to design - for example,
by shifting primary user focus when needed - and pay close attention to the broader usage contexts
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Final Message from the Interim Head of Department of Computer Science

The numerous contributions to this workshop collectively represent a rich and diverse array of insights into
the legal, ethical, social, and governance challenges facing Health Information Technology (Health IT). This
workshop highlighted the complexity and urgency of these issues, as well as their growing significance in an
era increasingly shaped by artificial intelligence (Al) and other emerging technologies.

From discussions on Al accountability to the equitable deployment of digital health tools, the contributions
underscore the multifaceted nature of Health IT. Addressing these dimensions requires thoughtful and
adaptive regulatory frameworks, as well as inclusive design principles and a steadfast commitment to ethics
and responsibility.

This workshop serves as a vital forum for interdisciplinary engagement, bringing together scholars, students,
researchers, practitioners, policymakers, technologists, and other stakeholders. Such a diversity of
perspectives is indispensable in navigating the dynamic and rapidly evolving digital health landscape in a
manner that is both responsible and sustainable.

The Department of Computer Science at Middlesex University is honoured to support and host this event. We
envision the future of Health IT not just as a journey of technological progress, but as one equally grounded
in core human values—transparency, trust, privacy, fairness, inclusivity, and accountability.

[ wish to extend my sincere congratulations to the members of our ALERT (Aspects of Law and Ethics Related
to Technology) research group for their exemplary work in organising the seventh edition of this workshop
series, which began in 2011. Their dedication, intellectual rigour, and spirit of collaboration have made
significant contributions not only to academic discourse but also to real-world impact.

Finally, I offer my deepest gratitude to all who have contributed to the success of this workshop — our co-
sponsor (the University of Miami), co-organisers, speakers, and attendees alike. Your engagement and

collaborative spirit have been both meaningful and inspiring.

Dr Aboubaker Lasebae
Interim Head of Department of Computer Science
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