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A B S T R A C T

Management of cyber-socio-technical processes often suffers from misalignments of process descriptions
according to formal organization documents or manager views (Work-As-Imagined) with actual work practices
as performed by sharp-end operators (Work-As-Done). Even if sometimes the accomplishment of a process
requires workers to diverge from the Work-As-Imagined, the corresponding changes can potentially cause
organizational tensions in the overall system and lead to safety incidents. This consideration led us to define a
new resilience indicator, named allostatic load, to capture such misalignments, and the corresponding level of
organizational tensions, a cyber-socio-technical system is exposed to. Then, we propose a method to measure
it by leveraging semantic technologies, the Functional Resonance Analysis Method (FRAM) to model industrial
processes, the WAx conceptual framework to keep track of the variety of the different process perspectives,
and a crowd-based approach to elicit industrial knowledge. Finally, we discuss the feasibility of the approach
in two real case studies related to a pharmaceutical manufacturing plant and an enterprise in the aluminium
sector.
1. Introduction

Systems thinking is necessary to cope with the complexity and
interconnections of today world [1]. For this reason, several system
classifications, such as, Cyber-Physical Systems [2] and Socio-Technical
Systems [3], exist to focus attention on their main constituent elements
and their inter-relations. Among them, Cyber-Socio-Technical Systems
(CSTS)s, also known as Cyber-Physical-Social Systems (CPSS)s [4],
are socio-technical systems that include interconnected cyber technical
artefacts [5], i.e., devices with both computational and physical capa-
bilities. Hence, CSTSs are networks of inteconnected cyber artefacts,
physical devices, and human agents aimed at serving a common pur-
pose. Manufacturing industries are examples of CSTS where humans,
robots, and machines interact with one another in order to carry
out their assigned tasks and to achieve a productive goal. Indeed,
leveraging the collaboration of the creativity of human experts and
the efficiency and accuracy of machines is regarded as a key feature
of the upcoming Industry 5.0 [6]. Usually, all the CSTS agents par-
ticipate in processes that could be numerous, especially in case of
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large-sized enterprises, and complex even in small-sized enterprises.
Furthermore, there could be misalignments between how two different
agents perceive the same process. For instance, blunt-end operators
such as managers could have a different idea of a process (WAI:
Work-As-Imagined) with respect to the actual process (WAD: Work-As-
Done) performed by sharp-end operators [7]. Sometimes, for instance
when a WAI process is not fully specified, a misaligned WAD could
be beneficial if it allows a process to complete. Alternatively, mis-
alignments could lead to coordination problems [8] and unexpected
system behaviours not foreseen by the process prescription, such as
safety incidents. Indeed, in both cases, the system is subject to organi-
zational tensions due to these different views and the consequent lack
of internal agreement on its processes. Furthermore, existing modelling
approaches leveraging techniques, such as process mining from digital
traces [9,10], cannot be used to solve such misalignments as these
traces are often hardly available, especially for processes involving
human activities.
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The main aim of the paper is to develop a method to cope with the
plurality of the different process views, which are peculiar to CSTSs. To
this regard, the research questions are: (RQ1) How to elicit, integrate,
and manage the different process views? (RQ2) How to measure the
level of organizational tensions caused to the system by misaligned
process views?

We addressed RQ1 by defining a partially automated methodology
to elicit, integrate, and manage process knowledge. According to this
methodology, the WAI is modelled by an analyst by interviewing blunt-
end operators and by following the Functional Resonance Analysis
Method (FRAM) [11]. Then, WAD knowledge is elicited from sharp-end
operators through an innovative approach based on semantic technolo-
gies. Worth bearing in mind that this will always be a snapshot, because
WAD is continuously evolving in response to a changing context, de-
mand profile, opportunities, etc. Finally, WAI and WAD are compared
to the purpose of measuring their misalignments.

RQ2 was addressed by defining a new resilience indicator, named
allostatic load, for CSTS. This permits assessment of the level of orga-
nizational tensions caused by the different views of the blunt-end and
sharp-end operators on how work should be performed in the system.
Put simply, this indicator compares the differences between WAI (the
plan) and WAD (what actually happens). This difference, of course,
could mean either that workers are in error or that the process plan
could be improved. We describe an algorithm that rapidly identifies
the greatest differences between the two models and, thus, facilitates
efficient examination of those anomalies that are likely to contain most
information for organizational learning. Allostatic load was originally
defined in the context of physiological systems [12,13]. Here, we
have adapted its definition to cyber-socio-technical ones. Then, we
propose to measure allostatic load by a proxy indicator derived from
the semantic distance between process models. To this purpose, we
defined an algorithm that computes the semantic similarity between
two FRAM process models. It is worth mentioning that techniques to
compute semantic similarity are developed in the context of computer
science [14]. Here, the purpose of our algorithm is to provide a new
tool to analyse CSTS processes and, hence, increase industrial informa-
tization. Semantic similarity  is defined in the [0, 1] range, where 0
represents the case where two models are completely different and 1
the case where they are identical. Accordingly, the semantic distance
 is defined as  = 1 − .

The proposed framework leverages an ontology named EPOWAx
(Enterprise Production Ontology based on the WAx framework), which
encompasses industrial knowledge organized according to an ontolog-
ical version of the WAx (Work-As-x) framework [5] and the FRAM
meta-model [15]. EPOWAx is used to automatically generate question-
naires to elicit industrial knowledge and to manage the variety of the
different process perspectives.

Finally, we discuss the validity of the approach in real case studies
related to a pharmaceutical manufacturing plant and an enterprise
operating in the aluminium sector.

The rest of the paper is organized as it follows. Section 2 presents
related work in the area. Section 3 recalls the background methods for
the proposed approach, which is presented in Section 4. Experimenta-
tion of the approach is discussed in Section 5 and, finally, Section 6
provides concluding observations.

2. Related works

This Section addresses the three main topics at the basis of the
work we did to define and measure a novel resilience indicator for
cyber-socio-technical systems. First, we present some of the most rel-
evant works on resilience management of cyber-socio-technical sys-
tems. Then, we discuss the problem of business process modelling and
some available analysis tools. Finally, we present some of the existing
2

ontologies for business process management.
Resilience management of cyber-socio-technical systems. Cyber
-socio-technical systems (CSTSs) are complex systems built to pursue
a useful goal for human beings, co-inhabited by organizations, tech-
nical devices, and autonomous agents; the latter might be: human,
cyber, or collective agents, each endowed with peculiar characteristics
(e.g., human, artificial, collective intelligence) [16].

CSTSs are usually approached by describing them in functional
rather than structural terms: being complex systems, they typically
have subsystems that are complex as well, therefore, structural de-
scriptions are ultimately ineffective, since the resulting organization is
fractal in nature. In between the different parts of the system are mutual
interconnections – non-linear, multiple and continuously mutable – ex-
tending, in relation to the structural organization, both in depth and in
width; similar relationships occur with objects belonging to the external
environment. This results in an objective difficulty in recognizing the
limits of the system under consideration. Practically, these are defined
according to the purpose of the analysis. Often, analyses are conducted
at the level of local interaction between a few units of agents, yet,
even in these limited cases, they are easily affected by hundreds of
relationships. CSTSs are impossible to know entirely both because of
their size and because of the large number of dynamic relationships, but
most importantly, because of the impracticality of Cartesian-Newtonian
approaches, such as fault tree analysis and event tree analysis [17,18].

What is often referred to as the principle of emergence repre-
sents a salient feature of CSTSs, and captures a different dimension
of complexity, whereby some phenomena occurring at the subsystem
level, produce unexpected behaviour at the supersystem level. As an
example, imagine a system in which the relationships between agents
are not particularly complicated, such as a collective of cyber-agents (a
drone fleet), where each might be endowed with some discretionary
autonomy, but in addition they also are programmed with another
simple rule: always keep a buffer distance from other cyber-agents.
Just as happens to swarms of insects, schools of fish, or flocks of
birds, collective behaviour (consistency in movement, ability to avoid
obstacles and/or predators) is observed at the group level that is rather
complex and unpredictable from the simplicity of agent programming
(a single rule). Because CSTSs are complex systems, they exhibit emer-
gent forms of behaviour. Other CSTSs’ emergent phenomena relevant
to their analysis and management are: collective intelligence, orga-
nizational myopia, and organizational cognitive dissonance [19], but
especially with regard to safety management, so-called Organizational
Resilience [20].

From a modern safety management perspective, human-made sys-
tems are CSTSs. This perspective is suggested since it is capable of
characterizing several high-risk application domains such as healthcare,
aviation, nuclear facilities, and process and manufacturing industries.
Organizations operating in these fields, although often at the forefront
of technology and safety, have residual levels of uncertainty and risk,
that can be interpreted as a direct consequence of their inherent
complexity [21]. On the other hand, some scholars believe that the
same complexity (mostly embodied by the social and human side) is
what gives the system the ability to strive for success. More precisely,
resilient CSTSs adjust their performance as much in the face of threats
as in the face of opportunities so that they break down with a relatively
low frequency, especially if compared to human functions [22].

A new discipline has emerged, with the specific goal of designing,
measuring, and managing CSTSs resiliently: Resilience Engineering
(RE). RE recognizes the positive effects of variability in performance
as intended to provide the means for security management, while in-
cluding the substantive assumptions that CSTSs cannot be fully known,
that descriptions may be complicated, and that system behavioural
dynamics are in fact highly irregular and frequent. These assumptions
can be summarized in the following:

1. Systems cannot be decomposed in a meaningful way in compo-

nents to be studied individually.
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2. System functioning is not bimodal (functioning vs. nonfunction-
ing) but everyday performance is flexible and variable.

3. Human performance variability leads to success as well as fail-
ure.

4. Even though some outcomes can be interpreted as a linear con-
sequence of other events, some events are the result of coupled
performance variability.

RE has developed its own set of methods and, progressively, is
lso enriching the phenomenological description by resorting to analog
e.g., mechanical stress–strain model, [23]) and foundational models
e.g., the Resilience Analysis Grid (RAG) [24]), as well as methods
dhering to the principles mentioned earlier (e.g., the FRAM, [11]).

usiness process modelling and analysis tools. Business process mod-
elling is the activity of representing abstractions of business processes
finalized to learning about the processes, making decisions and/or
developing software towards business process automation, monitoring
and improvement [25]. Thus, various modelling notations have been
developed over the years based on one of the above mentioned specific
objectives. Research in the field of business process automation and
monitoring use the terms: process instance, to refer to an execution of
a process; process variant, to refer to a set of executions of a business
rocess that share some characteristic, for example, the same organi-
ation site in case of a multi-national company; process trace or event
og, to refer to a sequence of events recorded by a software system
uring one process instance [26]. Process mining [27] comprises data
cience methods and software tools to gain insights on the business
rocess from the analysis of process traces (i.e., representations of
bserved behaviour, perhaps machine generated). Formal and artificial
ntelligence techniques in this field have been developed to support:
rocess discovery, such as building a process model from an event log
ithout using any a-prior information; conformance checking to check

the extent to which the process execution, as recorded in the log,
conforms to the process model (i.e., the expected behaviour of the
process) and vice versa; process enhancement, to improve an existing
rocess model by using the information about the actual process exe-
utions recorded in the event log, or the misalignment identified via
onformance checking. Despite the differences in the terminology used
ith FRAM-based modelling (i.e., process model vs instance), process
ining techniques solve part of the problems in the WAD modelling, in

he WAI-WAD models misalignment detection, and in the enhancement
f WAI models based on WAD. Therefore, these techniques could be
sed to automate steps of our approach towards WAI and WAD FRAM
epresentations in cases where event logs satisfying the requirements
f the process mining tools are available in the cyber-socio-technical
ystem at hand. However, from a methodological perspective, in our
pproach we differentiate among process-affecting behaviours of dif-
erent operators and roles with respect to the same process function, as
his is a significant indicator of resilience. Furthermore, the application
f the approach to real industrial processes allowed us to identify and
epresent human activities as FRAM functions, components that could
ot be detected by the event logs alone.

Going into more detail about the business process analysis methods,
imilarity metrics are a valuable tool to quantify differences of business
rocess models that undertake process analysis in a organization, but
lso to empower process model repositories with intelligent search
echanisms [28,29]. Becker and Laue [28] present a comprehensive

ccount of similarity metrics and computation techniques defined on
abelled graphs that formally represent activity flow diagrams. Further-
ore, a comparison of the similarity metrics in relation with process
odelling and search objectives is presented. These applications in-

lude: merging of processes; compliance checking of actual models
ith a reference model; management of changes; normative checking
f process models, and design for business process automation and
ynamic service search. In Schoknecht et al. [29], applications of these
ypes are grouped into the following higher level goals: conformance,
3

standardization, search and reuse. Process abstraction from different
variants to identify a reference model, and supply process model recom-
mendations, are additional cases where model similarity can be useful,
combined with process mining methods [30].

In this paper, an extension of one of the well known similarity
metrics, i.e., the Dice-based distance metric [31], is defined to mea-
sure FRAM models distances and its effectiveness is evaluated in the
experimentation of the approach. However, other similarity metrics
illustrated in the papers above could be adopted and experimented
with. Moreover, our interpretation of process similarity measures as
indicators of the resilience of an organization is a novel application
for these metrics over a multi-perspective classification of the process
models.

Ontologies for business process management. Adding semantics to busi-
ness process representations aims at enhancing business process man-
agement systems with increased automated functionalities for speci-
fying, implementing, executing, validating, and monitoring business
processes [32]. Existing works focus on adding a semantic layer ei-
ther to the behavioural model of a business process [33] or to the
business process entities of the model with the purpose of increasing
automation [32].

Among the works on semantic business process management, the
BPAL (Business Process Abstract Language) ontological framework adds
semantics to business processes entities, such as activities, decisions,
and roles [34,35]. Along this line, Di Francescomarino [36] proposes
the BPMN (Business Process Model & Notation) ontology to reason on
semantically annotated processes.

de Medeiros et al. 2007 [37] present how semantics can be used in
practice to support business process monitoring. In detail, they identify
and describe 5 different phases of the business process monitoring
lifecycle where semantics can have a role: observe, evaluate, detect,
diagnose, and resolve. In Azzini et al. [38], the authors show how
semantic lifting of business processes [39] can be used to improve
process mining.

Our work can be thought of as complementary to the above works,
as we propose to use semantics at a higher level where the semantically
enriched entities are the whole processes rather than their constituents.
As such, our method is independent from specific process modelling
languages and/or log events used for process mining [40], and the
ontology can also be used to link different representations (models or
free text) of the same process. More generally, this approach aims at
improving understanding of the processes and how knowledge on these
is generated and transferred in a complex cyber-socio-technical system
such as an industrial plant.

Our work builds on the work on the SECI model of Nonaka [41]
devoted to organizational knowledge management and where the view
of knowledge-as-a-flow is developed. We characterized processes as
work varieties, we extended the knowledge dynamics and added a
semantic layer to the model.

3. Background methods

3.1. The WAx framework

The WAx framework [5] is a conceptual framework specifically
developed to provide a systematic structure for the variety of different
industrial process perspectives. In the following, we recall only those
concepts that are strictly necessary for understanding the proposed
approach to measure allostatic load.

Cardinal to the WAx framework are the concepts of work va-
rieties and knowledge. CSTS systems contain a massive amount of
knowledge distributed within them, embodied in operators, embed-
ded in technology and outlined in organizational structures. The WAx
framework allows for tracing the processes of creation and loss, ampli-
fication transfer, and analysis of distributed knowledge in CSTSs. For
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example, the so-called knowledge entities are proper declinations of
work (Work-As-x), which therefore give the framework its name. They
are: Work-As-Imagined (WAI), Work-As-Prescribed (WAP), Work-As-
Normative (WAN), Work-As-Done (WAD), Work-As-Disclosed (WADI),
and Work-As-Observed (WAO).

WAI is the entity that represents the mental models concerning the
activities related to human work; the work implied by WAI is the ideal
work in terms of potentiality (i.e. how we imagine the present, past
and future work to be performed) as well as ideal in terms of belief
(i.e. how we imagine the various activities to be performed, but also
how we believe we perform ours).

WAP encompasses all perspectives of work within the organization
as it is formalized in terms of procedures, checklists, standards, task
descriptions and descriptive training.

WAN encompasses all norms external to the organization in differ-
ent degrees of formalization: laws, rules, international standards, safety
procedures, technical standards.

WAD is the activity actually carried out in the working environment
(i.e. within the CSTS world). The WAD is only partially accessible. As
the working environment is characterized in reality by being dynamic,
unstable and unpredictable, this variety of work is frequently different
from what is imagined or prescribed.

WADI represents what the system’s various agents consciously or
unconsciously exhibit, show or explain about their work. What is
disclosed is what is wanted to be conveyed as a specific message to
a specific audience. In a more or less deliberate way the WADI is
influenced by the interaction with the audience. In any case, a part of
this communication eludes the will of the agent, transmitting additional
side signals beyond the mere direct message. Therefore, the WADI
always possesses a rich informational content.

Work-As-Observed (WAO) refers to the mental model related to an
observation of work. Even when referring to the naturalistic observa-
tion of human work, it is expected that the WAO can be distorted as
much by the mental model of the observer as by that of the observed.

For the sake of simplicity, in this paper, we reduced the different
varieties of human labor to two: the WAI and the WAD. The former
represents an idealized version of human work, the latter the work as it
actually occurs in the ever changing and resource-constrained operating
conditions. Both are de facto unattainable, but we can consider as
their best proxy measures, respectively, the view of the process from
the perspective of blunt-end operators and that from the perspec-
tive of sharp-end operators. In the case studies, they were both built
by an analyst that used knowledge, respectively, collected by blunt-
end operators, i.e. WADIAnalyst-of-WAI, and by sharp-end operators,
.e. WADIAnalyst-of-WAD. The knowledge flows from a knowledge en-
ity to another one and, in doing so, it can become tacit or explicit
i.e., from the Sharp to the Blunt and vice versa), being reified or
ecoming the object of an analysis. Such transfers happen through
o-called foundational conversion activities, whose details are fully
iscussed in earlier paper [5].

The WAx framework assumes a holistic and fractal perspective, such
hat systems are formed by organizations, formed in turn by teams,
eople and artifacts, each one possessing agency features from time
o time (i.e., they are to all intents and purposes subsystems, also
omplex and autonomous). Moreover, the same individuals may take
n different agency roles depending on the context.

Since the WAx framework was designed to be able to effectively
escribe knowledge in real systems, so-called influences play a promi-
ent role in it. These represent effects of different nature due to
rior knowledge and which can modify any new knowledge elicitation
rocess. The WAx framework recognizes the amount of information
oss and the deliberate search for trade-offs between efficiency and
ffectiveness, both of which are present in all real systems. These
nfluences are considered as much in process realization activities as
n communication activities, and as in meta-analytic (e.g., modelling)
4

ctivities.
3.2. The functional resonance analysis method for safety critical industrial
processes

The Functional Resonance Analysis Method (FRAM) is a method
of resilience engineering (i.e. the discipline that aims to engineer
resilient sociotechnical systems) that allows to effectively represent a
work domain by giving a functional description of the many activities
involved [20]. The FRAM does not assume preemptively that there is
a unique valid way to perform the work. Following the principles of
resilience engineering [20], through its four principles (equivalence of
failures and successes, approximate adjustments, emergence, functional
resonance [11]), it acknowledges the variability of processes as an
essential condition for adaptability, and therefore, for resilience as an
emerging effect at the system level. The FRAM gives a functional de-
scription of the processes whose various agents perform many activities
(i.e. functions in FRAM terminology). Such activities are usually tightly
interrelated, also implying interrelation among their variabilities. Each
agent (both individual and collective) of the sociotechnical system
usually regulates in its own functions in order to harmonize with other
functions’ variability. Sometimes the actions of individual agents –
given their inevitable bounded rationality based on local (i.e. non-
systemic) knowledge – may interact in an unintended manner, giving
rise to emerging phenomena, caused by an operating condition also
known as functional resonance. The method itself is composed of 4
steps (excluding the so-called step 0 i.e. establishing the purpose of the
analysis: risk assessment for proactive analysis, or accident analysis for
reactive analysis):

1. To identify the functions of interest; i.e. to delimit the scope
of the model, to establish which functions are in focus – and
therefore which must be detailed in the foreground – and to
establish which must remain on the background. In FRAM, a
function can interact with other functions by links (i.e. so-called
couplings) in a process (i.e. instantiation) establishing which
functions are being performed, how they are connected and
under which specific conditions. In a single instantiation, the
couplings link functions in sequential terms (i.e. an upstream
function will precede a downstream function) and in modal
terms; such mode is specified through the so-called 6 aspects,
therefore a FRAM function is traditionally depicted as a hexagon
whose vertices are the aspects: Input (I), Output (O), Time (T),
Control (C), Precondition (P), Resource (R).

2. To identify the functions’ variability. The variability of an activ-
ity is partly endogenous (intrinsic to the nature of the function
itself), partly exogenous (specific to the context in which it is car-
ried out), and partly due to the specific upstream–downstream
relationship that has taken place in the instantiation process.
The entirety of these three components manifests itself at the
output of each single function through the so-called pheno-
types (i.e. the observable manifestations of variability at function
level). The result of this step is the characterization of the
potential variability as performed in the work context.

3. To aggregate variability. This step focuses on how the system
affects, and is in turn affected by all the variability couplings, by
the whole upstream–downstream interaction. Such intertwined
functional aggregation determines the instantiation. Changing
the scenario will produce another instantiation. By changing
functions (in number, connected aspect, potential variability),
another instantiation is obtained. Each possible variant begets
a different FRAM instantiation. These instantiations can be used
either for risk or accident analysis purposes. Moreover, FRAM
allows comparison of Work-As-Done and Work-As-Imagined sim-
ply by analysing the corresponding FRAM instantiations.

4. To manage variability. Since variability is necessary for the
system to operate, it must be managed, not necessarily just
damped, according to the scenario, by adequate work practices

and possibly through suitable indicators.
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4. A semantics-based framework to measure allostatic load

4.1. Allostatic load in cyber-socio-technical systems

In physiological systems, allostasis is defined as the ability to achieve
stability through change [12]. The drawback of this adaptation to stress
can be allostatic load, which is defined as the wear and tear that results from
chronic overactivity or under-activity of allostatic systems [13]. According
to McEwen [13], there are four typical situations associated with allo-
static load. In the first situation, allostatic load causes frequent stress.
In the second one, it causes lack of adaptation to repeated stressors
of the same type. In the third situation, it causes the inability to shut
off allostatic responses after the end of a stress. In the last situation,
allostatic load originates inadequate responses to a stressful stimulus
by some allostatic systems. This triggers responses in other systems to
compensate the underactive systems.

Different situations can cause tensions to a system. Environmental
stressors, such as those depending on contractual obligations (e.g., strict
delivery times), large amount of work, or unexpected events, such as
personnel unavailability due to COVID or misunderstandings between
employees are among the factors that contribute to augment CSTS
organizational tensions. This also depends on the individual differences
among CSTS agents, such as those related to personality and expe-
rience. We define ETTO behaviours as all the behaviours motivated
by the ETTO (Efficiency-Thoroughness Trade-Off) principle, i.e., the
idea that all human activity can be described as if it involved a trade-off
between efficiency and thoroughness [42]. Thus, organizational tensions
ause ETTO behaviours of sharp-end operators that, in turn, are one
f the reasons why several WAx entities exist for the same process.
y following the ETTO principle, operators choose the most thorough
lternative in scenarios characterized by the limitedness of resources.
STS responses to perceived organizational tensions can be unpre-
ictable and reflect different WAx entities due to the variety of work
epresentations. As mentioned, ETTO behaviours and individual CSTS
gent differences are among the contributing factors of the WAx entities
ariety. Even if such a variety can contribute to further increase the
STS perceived organizational tensions, such as those due to stressed
mployees, it allows the CSTS to adapt by achieving stability through
hange. However, similarly to physiological systems, the side effect of
dapting to CSTS organizational tensions can be allostatic load. Fig. 1 is
nspired by a pictorial representation of allostatic load in physiological
ystems [13] but, here, it shows how allostatic load is developed
n cyber-socio-technical ones. Again, the typical situations associated
ith allostatic load in CSTSs are similar to the four mentioned for
hysiological systems but, in this case, may threaten productivity and
ndustrial safety. Here, we assess the allostatic load by measuring how
emantically different the WAx entities that develop it are.

.2. EPOWAx: An ontology for resilience assessment

EPOWAx (Enterprise Production Ontology based on the WAx frame-
ork) is the domain ontology that collects formalized knowledge about

he variety of work representations and the main entities described in
RAM process models. It was constructed starting from the EPOWAx
pper Ontology Model that consists of a set of upper level concepts and

elationships that can be extended to create an ontology for a specific
pplication domain [43,44]. An upper-level ontology guarantees strong
ntological foundations and a better precision of the concepts and
heir definitions. The EPOWAx upper ontology model consists of three
ifferent upper ontologies, which have been connected together: the
Ax Framework Ontology [45], the FRAM Upper Model ontology [15,

6], and the Suggested Upper Merged Ontology (SUMO)1 [47]. Indeed,

1 SUMO. Suggested Upper Merged Ontology (SUMO). Retrieved on June 5,
021 from https://github.com/ontologyportal/sumo (2021)
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Table 1
Selection of WAx framework ontology concepts and their descriptions.

Concept name Description

Agent One that acts [Merriam-Webster].

Agent role The role played by an agent in a process [5].

Knowledge entity A knowledge entity represents a knowledge
dimension, i.e., what knowledge is referred to [5].

Process A series of actions or operations conducing to an
end. [Merriam-Webster]

EPOWAx extends the EPOWAx upper ontology model with application
knowledge related to the CSTS processes under consideration (see
Fig. 2). In the following subsections, these upper ontologies and how
they have been connected are presented.

4.2.1. WAx framework ontology
The WAx Framework Ontology is an upper ontology derived by

the WAx framework, which formally defines the relationships between
different work representations (e.g. Work-As-Imagined, Work-As-Done,
Work-As-Disclosed, Work-As-Observed) intended as knowledge enti-
ties generated by different agents, i.e. sharp-end operators, blunt-end
operators, and analysts.

The goal of the WAx Framework ontology2 is to provide the WAx
framework with rigorous semantics. To this purpose, we built an upper
ontology representing the main concepts of the framework that can be
easily extended to include domain and application-specific concepts.
According to it, a process (e.g., the packaging process of liquid inhala-
tion products) belongs to a system (e.g., pharmaceutical manufacturing
plant). It relates to subsystems, which can be physical objects (e.g., a
bottle label) or agents (e.g., the labeller machine operator). A knowl-
edge entity, generically addressed as a WAx entity, such as the WAI
of a sharp-end operator (WAISO), refers to a process and pertains to
an agent. The latter is characterized by an aggregation level, which,
following the fractal nature of the WAx framework, could be, for
instance, an individual or team, and an agent role, which could be a
sharp-end or blunt-end operator or an analyst. The knowledge entity
has a knowledge form, which could be tacit (in case, for instance, of a
not disclosed mental model about the packaging process of an external
analyst) or explicit (in case, for instance, of a written procedure about
how to check that the equipment is still working properly). The level,
the knowledge form, and the agent role are parts of the WAx framework
knowledge structure. A knowledge entity can be subject to lack of
information quality. This could motivate a knowledge conversion driver
related to a foundational knowledge conversion activity, which has two
different knowledge entities as target and source. An example is the
ETTO communication driver, which could represent the situation re-
lated to someone that deliberately hides something related to a process
to hold an individual know-how inside an organization. A foundational
knowledge conversion activity can be influenced by a knowledge entity.
This happens, for instance, when the Work-As-Observed of a blunt-
end operator, which is a conceptualization of the Work-As-Done, is
influenced by the Work-As-Imagined of the same operator.

Table 1 and Table 2, respectively, show the concepts and the object
properties of this upper ontology, who are relevant for the purposes of
the present work. In details, a process represents the actual series
f actions or operation conducting to an end. A knowledge entity
epresents one of the possible knowledge dimensions referring to the
rocess and pertains to an agent, which plays a role in the process
e.g., sharp-end operator or blunt-end operator).

2 The WAx Framework ontology is available at [48].

https://github.com/ontologyportal/sumo
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Fig. 1. Development of allostatic load in a cyber-socio-technical system (CSTS).
Fig. 2. A sketchy representation of EPOWAx.

Table 2
Selection of WAx framework object properties.

Domain Object property Range

Agent hasRole Agent role
Knowledge entity pertainsTo Agent
Knowledge entity refersTo Process

4.2.2. The FRAM upper model (FUM) ontology
The FRAM Upper Model (FUM) ontology is an upper ontology

derived by the FRAM method presented in Section 3.2. Table 3 and
Table 4, respectively, present the FUM concepts and the FUM object
properties, which are relevant for this work.

According to the FUM ontology, a FRAM model consists of cou-
plings and functions. The latter are FRAM elements, as well
6

Table 3
Selection of FRAM Upper Model (FUM) ontology concepts and their descriptions.

Concept name Description

Aspect That which characterizes a function [11].

Coupling A link between functions [11].

FRAM element Entity used in the Functional Resonance Analysis Method.

FRAM model A description of functions [11].

Function A function represents the means that are necessary to
achieve a goal and, more generally, the acts or activities
needed to produce a certain result. It typically describes
what people, individually or collectively, have to do to
perform a specific task and thus achieve a specific goal.
It can also refers to something that an organization does
or what a technical system does either by itself or
together with one or more people [11].

Function type The type of function, i.e., technological, human, or
organizational [11].

Output That which is the result of the function [11].

Table 4
Selection of FRAM Upper Model (FUM) object properties.

Domain Object property Range

Function hasAspect Aspect
Coupling hasDownstreamAspect Aspect
Coupling hasDownstreamFunction Function
Function hasUpstreamAspect Output
Coupling hasUpstreamFunction Function

as Aspects. A Function is characterized by a Function type,
to specify if it is either organizational or technological or human. A
function has aspects, which could be inputs, outputs, con-
trols, preconditions, resources, and times. Couplings allow
specification of the process flow. They permit coupling of functions, by
means of the object properties hasDownstreamFunction and ha-
sUpstreamFunction, and function aspects, by means of the object
properties hasDownstreamAspect and hasUpstreamAspect.
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Table 5
Selection of SUMO ontology concepts and their descriptions.

Concept name Description

Attribute Qualities which we cannot or choose not to reify into
subclasses of object [47].

Procedure A sequence-dependent specification [47].

(SUMO) Process The class of things that happen and have temporal
parts or stages [47].

Process task A function to be performed [47].

Proposition Propositions are abstract entities that express a
complete thought or a set of such thoughts [47].

Relational attribute Any attribute that an entity has by virtue of a
relationship that it bears to another entity or set of
entities, e.g., social roles and positional attributes
[47].

Quintary relation Quintary relations relate five items [47].

Table 6
Selection of object properties aimed at integrating SUMO, WAx, and FUM upper
ontologies.

Domain <ontology> Object property Range <ontology>

Coupling <FUM> IS_A Quintary relation <SUMO>
Function <FUM> IS_A Process task <SUMO>
Aspect <FUM> IS_A Proposition <SUMO>
FRAM model <FUM> IS_A Procedure <SUMO>
Function role <FUM> IS_A Relational attribute <SUMO>
Knowledge entity <WAx> IS_A Procedure <SUMO>
Process <WAx> IS_A Process <SUMO>
Agent role <WAx> IS_A Social role <SUMO>
Function type <FUM> isRelatedToAgent Agent <WAx>
FRAM model <FUM> represents Knowledge entity <WAx>

4.2.3. The suggested upper merged ontology
SUMO (the Suggested Upper Merged Ontology) is a foundational

ontology, which guarantees strong ontological foundations and a better
precision of the concepts and their definitions. Interoperability is a
key requirement to reach operational excellence of productive pro-
cesses [49] and to increase competitive capacity of industries [50].
Indeed, SUMO enables interoperability between domain ontologies
when mapped to it. Table 5 includes a selection of SUMO concepts used
to define those of WAx and FUM, while Table 6 presents a selection of
object properties aimed at integrating SUMO, WAx, and FUM upper
ontologies.

4.2.4. The FWS federated upper ontology model
EPOWAx was built by extending the FWS (FRAM-WAx-SUMO) Fed-

erated Upper Ontology Model3 including the WAx framework ontology,
the FUM ontology, and SUMO. Fig. 3 shows an excerpt of it in the
form of an UML (Unified Modeling Language) class diagram where
SUMO concepts are depicted in yellow, WAx framework ones in red,
and FUM ones in light blue. In the figure, most of the WAx framework
and FUM concepts are defined as specializations of SUMO ones. Then,
the represents object property links the FUM concept named FRAM
model with the WAx framework one named knowledge entity
while the isRelatedToAgent object property links the FUM concept
amed function type with the WAx framework one named agent.

.3. Guidelines for assessing allostatic load

We defined some guidelines to assess allostatic load. They consist
f seven steps that span from knowledge elicitation of the Work-As-
magined to the final allostatic load assessment. These are:

• WAI elicitation;

3 The FWS Federated Upper Ontology is available at [51]
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• Automatic population of the EPOWAx ontology from FRAM WAI;
• Supervised creation of the WAI survey;
• Sharp-end operators respond to the survey and workshop for

‘‘crowd-based validation’’;
• Design of FRAM WAD and automatic population of EPOWAx;
• Computation of semantic distance between WAI and WAD;
• Allostatic load assessment.

The steps are presented in the following and in Fig. 4.

WAI elicitation. Preliminarily, the FRAM analyst performs data collec-
tion for the creation of the WAI instantiation. In consultation with
management, a suitable process can be identified for analysis in terms
of both business and safety criticality. Typically, a FRAM analysis pays
particular attention to processes that are heavily, but not exclusively,
anthropized. Relevant human activities can be identified from a range
of different sources (e.g.) process documentation incident cases, risk
assessments, or master records. It is important to maintain a broad yet
reasonably deep perspective on the processes under investigation so
that they possess the necessary relevance in both safety and business
critical terms. When available, existing descriptions of the process, or
even standard operating procedures (SOPs), should be considered to
foster a preliminary understanding in favour of analysis. Such tasks
often do not have formal procedures and, hence, how they are carried
out in practice can vary significantly. In high-hazard industries the
tasks may already have been analysed using some form of task analysis,
and this could provide an excellent starting point. A commonly used
approach is Hierarchical Task Analysis (HTA). More information are
provided in [52].

The HTA determines a fixed structure and temporal sequence for the
basic task steps, i.e. the HTA describes tasks in terms of a hierarchical
decomposition (vertically) and in terms of their order of execution (hor-
izontally). In FRAM, on the other hand, no such fixed order is assumed.
FRAM uses the concept of aspects to describe explicitly the relationship
between functions or activities. This is very useful in order to represent
how functions interact and what the nature of their relationship is,
e.g. whether it is an input–output relationship, a temporal relationship
or whether the output of one function acts as the control for another
function etc.

It is expected that the primary tool for data collection for WAI
elicitation should be stakeholder interviews. Based on the review of
existing documentation, the purpose of the interviews should be to
understand how managers think the work is done by frontline workers.
Typically, middle managers with shared supervisory responsibility are
interviewed. Depending on the type of system being investigated a
specific role may be shared across multiple agents. In any case, the WAx
entity is designed to take these nuances into account.

The interviews can be conducted individually or within focus
groups, moreover, they can be structured, semi-structured, or in-depth.
However, semi-structured interviews are usually considered more suit-
able for the FRAM purposes. Questions should focus on functions to
be executed, on their kind (e.g., technological, human, organizational),
and on their variability. Please note that prospective FRAM analyses
usually address daily work, not exceptional situations such as accidents
or incidents.

A certain amount of conflicting evidence is expected and normal
where different participants are interviewed. On the one hand, the
FRAM method lends itself well to this dissimilarity of view, being able
to interpret it as variability in performance. Further information about
variability can be elicited from stakeholders during interviews or focus
groups. FRAM includes default assumptions about variability relative
to time scales normally associated with sociotechnical processes. Tech-
nological functions are assumed to have little output variability, while
functions carried out by humans typically have high variability both
with regards to frequency and amplitude, and organizational functions
have lower frequency variability, but high amplitude. A second guiding
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Fig. 3. An excerpt of the integrated concepts from the WAx (in red), FUM (in blue), and SUMO (in yellow) ontologies.
principle concerns the nature of performance variability. It is useful
to distinguish between potential variability and actual variability. In
the tabular representation of the FRAM model, we are concerned with
the potential variability, i.e. the different ways in which the output of
a function might vary. Once functions are looked at together in the
form of scenario, we are starting to investigate the actual variability for
that particular instantiation. Hollnagel [11] suggests that a reasonable
simplification is to consider variability of outputs in terms of precision
and timing phenotypes, i.e. the output of a function can be precise,
acceptable or imprecise, and the output can be on time, too early or
too late.

In our framework, the format (.xfmv) used to collect data (and
consequently to convey the FRAM WAI instantiation) is the one used
in the FRAM Model Visualizer4. The utility of the tool is it permits to
visualize the instantiation. Then (or more probably at the same time),
the FRAM analyst can import the WAI model into the myFRAM5 addon
for Excel, from which, through a parser developed ad hoc, it will be
possible to feed the group of ontologies used in the next steps. The
obtained FRAM model represents the so-called WADIAnalyst-of-WAI, that
is the result of the externalization of the WAIAnalyst-of-WAI. However,
for simplicity, in the continuation we will refer to this instantiation like
FRAM WAI.

Automatic population of the EPOWAx ontology from FRAM WAI. This
step is devoted to building the EPOWAx ontology by extending the
EPOWAx Upper ontology model with Work-As-Imagined knowledge.
This operation is automatically performed by a software application
developed for the purpose named the Automatic WAx ontology builder.
The input for this software is the FRAM WAI and the EPOWAx up-
per ontology, an ontological upper model gathering FRAM and WAx
upper concepts. The Automatic WAx ontology builder consists of two
modules: the former, the FRAM parser, devoted to parse the .xfmw
file (originated by FMV, the FRAM model visualizer) specifying the
FRAM WAI model and the latter, the ontology manager, devoted to
create the EPOWAx ontology, which includes knowledge on the Work-
As-Imagined.

4 FRAM Model Visualizer web site: https://functionalresonance.com/FMV/
index.html (Last access on 14th September, 2022).

5 myFRAM web site: https://functionalresonance.com/the%20fram%
20model%20visualiser/myfram.html (Last access on 14th September, 2022).
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Supervised creation of the WAI survey. Once Work-As-Imagined knowl-
edge has been collected in the EPOWAx ontology, a gamified WAI
survey is automatically generated by means of the Gamified WAI survey
generator, which is a software application developed by ENEA. This
takes the EPOWAx ontology as input and produces a questionnaire as
outcome, by leveraging the guided questions for exploring the FRAM
conditions presented by Clay–Williams et al. in [53], such as ‘‘What
starts the function?’’ and ‘‘What should be in place so that you can complete
the function normally?’’, and patterns-based reasoning. Afterwards, the
questions are revised by safety experts and included in a Google form.
The aim of the questionnaire is to collect Work-As-Done knowledge
from safety operators (as for the crowd-based indicators).

Sharp-end operators respond to the survey and workshop for ‘‘crowd-based
validation’’. In this step, sharp-end operators complete the survey.
Then, safety analysts and sharp-end operators validate the results of
the questionnaire and discuss in person any doubts that occurred when
responding to the questionnaire.

Design of FRAM WAD and automatic population of EPOWAx. In this
step, the safety analyst designs the FRAM model of the Work-As-Done
by using collected knowledge from the sharp-end operators and prior
knowledge about the Work-As-Imagined. The evolution of EPOWAx
from the EPOWAx upper ontology model to its enrichment with WAI
knowledge first and WAD knowledge at the end is shown in Fig. 5.

Computation of semantic distance between WAI and WAD. As already
mentioned, a preliminary step to assess allostatic load is to compute
the semantic distance (i.e., the complement of 1 of semantic similarity)
between two WAx models (e.g., WAI and WAD). Hence, we defined a
composite algorithm consisting of three sub-algorithms (see Algorithm
1, Algorithm 2, and Algorithm 3 in the following). Algorithm 1 allows
computation of the semantic similarity between two WAx entities. It
uses Algorithm 2 to compute semantic similarity between two FRAM
functions. Finally, Algorithm 3 is the most granular one. It is used
by Algorithm 2 and allows computation of similarity between two
vectors of FRAM aspects. Indeed, the composite nature of the algorithm
permits modularization. There are several methods to compute seman-
tic similarity between vectors [54] that can be selected, for instance,
on the basis of the topological features of the available ontology. In
the case studies, we decided to use the Dice algorithm [31] because
the respective ontologies do not contain many hierarchical levels that
would justify the use of a different algorithm such as SemSim𝑝 [14].

https://functionalresonance.com/FMV/index.html
https://functionalresonance.com/FMV/index.html
https://functionalresonance.com/the%20fram%20model%20visualiser/myfram.html
https://functionalresonance.com/the%20fram%20model%20visualiser/myfram.html
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Fig. 4. Workflow for allostatic load assessment.

In the following, we describe the three sub-algorithms in details.
The sub-algorithm to compute WAx Semantic Similarity (WAxSS)

(see Algorithm 1) requires as input two vectors of FRAM functions,
respectively, belonging to two FRAM models pertaining the same pro-
cess, and a pairing vector defining the correspondences between the
functions belonging to the above-mentioned models (i.e., WAI and
WAD). Indeed, three types of correspondences exist: (i) two functions
have the same identifier and own the same aspects; (ii) two functions
have different identifiers but own the same aspects; (iii) two functions
have different identifiers and own different aspects.

As mentioned, Algorithm 1 uses Algorithm 2 that allows to compute
semantic similarity between two FRAM functions. A function is treated
as a set of predefined vectors of aspects, i.e., one vector for each type
of aspect (i.e., input, output, precondition, control, time, and resource).
Furthermore, a function owns a type, which could be either human
or technological or organizational. Algorithm 2 recalls Algorithm 3 to
compute semantic similarity between the vectors corresponding to the
types of aspects and accumulates the results in the 𝑓𝑢𝑆𝑖𝑚 variable. If
both the functions have no aspects for a given aspect type, 1.0 is added
9

Algorithm 1 Algorithm to compute WAx Semantic Similarity (WAxSS).
1: function WAxSS(wai, wad, pairingVector)
2: waxSim = 0.0
3: pairings = 0
4: for i in [0,wai.size()-1] do
5: if (pairingVector ≠ null) then
6: fun1 = wai[i]
7: fun2_Index = pairingVector[i]
8: fun2 = wad[fun2_Index]
9: waxSim += computeFunctionSimilarity(fun1, fun2)
10: pairings += 1
11: end if
12: end for
13: waxSim = waxSim / (wai.size() + wad.size() - pairings)
14: return waxSim
15: end function

to the 𝑓𝑢𝑆𝑖𝑚 variable. Similarly, if the functions own the same type,
1.0 is added to the variable. Finally, 𝑓𝑢𝑆𝑖𝑚 is normalized.

Algorithm 2 Algorithm to compute function semantic similarity
1: function compute_Function_Similarity(function_1, function_2)
2: fuSim = 0.0
3: aspects = [input, output, precondition, control, time,

resource]
4: for all aspect in aspects do
5: aVector_1 = function_1.getAspectVector(aspect)
6: aVector_2 = function_2.getAspectVector(aspect)
7: if (aVector_1.size() > 0 or aVector_2.size() > 0) then
8: fuSim += computeDiceSimilarity(aVector_1,

aVector_2)
9: else
10: fuSim += 1.0
11: end if
12: end for
13: if (function_1.getType == function_2.getType) then
14: fuSim += 1.0
15: end if
16: fuSim = fuSim / 7
17: return fuSim
18: end function

Algorithm 3 allows computation of Dice similarity between two
vectors. It is used by Algorithm 2 and returns a value spanning the [0,
1] range.

Algorithm 3 Algorithm to compute Dice similarity between vectors
1: function compute_Dice_Similarity(v1, v2)
2: diceSim = 0.0
3: intersection = 0
4: for i in [0,v1.size()-1] do
5: for j in [0,v2.size()-1] do
6: if (v1(i) == v2(j)) then
7: intersection += 1
8: end if
9: end for
10: end for
11: diceSim = (2 * intersection) / (v1.size() + v2.size())
12: return diceSim
13: end function

Allostatic load assessment: local view and global view. The last step of
these guidelines concerns the way to interpret the semantic distance
values. As already mentioned, given a cyber-socio-technical system,
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Fig. 5. WAx knowledge enrichment in EPOWAx.
one of its business processes (𝑖), and a pair of WAx entities (𝑗, 𝑘)
representing it, the allostatic load (𝑖,(𝑗,𝑘)) can be measured by the
complement of 1 of the semantic similarity between the mentioned
WAx entities:

𝑖,(𝑗,𝑘) = 1 −𝑤𝑎𝑥𝑠𝑠𝑖,(𝑗,𝑘) (1)

Values of 𝑖,(𝑗,𝑘) close to 1 indicate high allostatic load and, hence, high
level of perceived organizational tensions in the CSTS under analysis.
Values of 𝑖,(𝑗,𝑘) close to 0 indicate low level of perceived organiza-
tional tensions. This simplified approach to measure the allostatic load
of a CSTS can be further elaborated taking into account two different
perspectives: the global view and the local view.

Accordingly, given a cyber-socio-technical system where there exist
one or more business processes and, for each of them, two or more
WAx entities are known, we define the allostatic load in the global view
(𝑔𝑣) as it follows:

𝑔𝑣 = 1
𝑛
⋅

𝑛
∑

𝑖=0

𝑚
∑

𝑗=0

(1 −𝑤𝑎𝑥𝑠𝑠𝑖,𝑗 )
𝑚

(2)

where 𝑛 is the overall number of CSTS processes, 𝑚 is the overall
number of WAx entities pairs available for the process 𝑖, and 𝑤𝑎𝑥𝑠𝑠𝑖,𝑗
is the semantic distance between the pair of WAx entities labelled by 𝑗
available for the process 𝑖. 𝐴𝑔𝑣 is defined in the [0, 1] range.

Allostatic load in the local view can be assessed by multiple in-
dicators including the above mentioned 𝑖,(𝑗,𝑘) and others derived
by some variations of the algorithm to compute semantic similarity
between WAx entities (see Algorithm 1) that take into account either
only specific functions or only some given aspects. Accordingly, we
defined a parametric algorithm to measure semantic similarity be-
tween two WAx entities that take into account only given function
types (i.e., human, technological, or organizational), and a parametric
algorithm to measure semantic similarity between two WAx entities
that take into account only given function aspects (i.e., input, output,
precondition, resource, constraint, time). The corresponding indicators
for allostatic load are, respectively, allostatic load by function type
where 𝐹𝑇

𝑖,(𝑗,𝑘) = 1 − 𝑤𝑎𝑥𝑠𝑠𝐹𝑇
𝑖,(𝑗,𝑘) and allostatic load by aspect where

𝐴𝑆𝑃
𝑖,(𝑗,𝑘) = 1 −𝑤𝑎𝑥𝑠𝑠𝐴𝑆𝑃𝑖,(𝑗,𝑘).

The algorithm to compute the WAx semantic similarity by func-
tion type is reported in the annex (see Algorithm 4). It is similar to
Algorithm 1 but it limits the computation to only some given functions.
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For the sake of completion, the algorithms to compute the WAx
semantic similarity by aspect are also reported in the annex (see
Algorithm 5 and Algorithm 6).

In this paper, we address allostatic load in the local view.

5. Experimentation

The goal of the experimentation was to validate the approach for al-
lostatic load assessment in cyber-socio-technical systems. We addressed
its feasibility, reproducibility, and the quality of allostatic load results.
Indeed, first, we assessed the allostatic load of a pharmaceutical manu-
facturing plant due to a packaging process to demonstrate the feasibility
of the approach and usefulness and quality of the results. Then, we
repeated the experiment for another enterprise in the aluminium sector
to demonstrate reproducibility of the approach.

5.1. Case study on a pharmaceutical manufacturing plant

The case study site concerns a pharmaceutical manufacturing plant.
It is a so-called ‘‘secondary’’ site, which indicates that it is a lower
risk site that produces pharmaceuticals for consumer distribution. The
process we selected was one to fill and package liquid inhalation
products. The specific agent is a respirator solution, which is used to
treat bronchospasms and asthma.

The process consists of two separate, but connected areas: the clean
room and the packaging room. The clean room is a sterile environment,
where the pharmaceutical product is filled into bottles. The filled
bottles then arrive in the packaging area via a conveyer belt. Here, we
address what happens in the packaging room.

Bottles arrive in the packaging room from the clean room via the
conveyer. Bottles go into the labeller, where a label is attached, which is
subsequently heat sealed by going through a heat tunnel. Bottles enter
an accumulator, and then get packaged in a carton along with a leaflet
and a dropper. Packaged bottles are then weight checked to identify
those cartons that have missing leaflets or droppers. Cartons then enter
a further labeller. Labelled cartons are wrapped, sealed, and collected
as batches into a case. From there, the cases arrive at the end of the
production line ready to be put onto a pallet.

The first step of the workflow is related to WAI Elicitation. The
site staff produced a virtual walk-through video where they narrated
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Fig. 6. A screenshot of the EPOWAx ontology including WAI knowledge about the case study in the pharmaceutical sector.
and described the process while video recording the different elements
of the process. In addition to the virtual walk-through, we undertook
five interviews with site managers as part of the analysis. The focus of
the analysis was on the normal operation of the process, and therefore
did not consider infrequent or abnormal scenarios such as customized
operation for the Chinese market (requiring special labels) or trou-
bleshooting operations. In total, 36 functions were identified during the
analysis of the normal operations scenario (instantiation). The process
is highly automated, and, hence, a significant number of functions are
technological (15 functions). Process operator functions (16 functions)
are concerned mostly with ensuring that the equipment can function
as intended, e.g. by replenishing materials as and when required. In
addition, organizational functions relate to the setup and maintenance
of the process (5 functions). The FRAM model of the WAI6 was built by
using the FRAM model visualizer.

Then, a first version of the EPOWAx ontology, including WAI knowl-
edge and the upper model presented in Section 4.2 was automatically
built by importing the previously mentioned .fmv file in the software
tool developed for the purpose. At this stage EPOWAx gathers 317
classes, 52 object properties, and 2261 axioms. A screenshot of the re-
sulting ontology in the Protégé ontology management system is shown
in Fig. 6.

The online survey was created by following the step of the above-
mentioned guidelines presented in Section 4.3. The analysts decided to
address only some functions, which are more relevant for the quality
purpose of the project. These are: replenish leaflets, replenish cases,

6 The FRAM model of the WAI is available as .fmv file at [55]
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do device challenges, and check equipment. The survey was submitted
to the sharp-end operators of the pharmaceutical company by means
of the Google Forms web application. Examples of questions are What
resources do you need in order to replenish leaflets in the cartonner? or
‘‘Do you perform any check or adjustment while replenishing leaflets in the
cartonner?.’’

After the step concerning the collection of answers from the google
forms, we organized a virtual meeting involving the project team, a
line manager, and three sharp-end operators. During the workshop,
the functions selected for the survey were discussed one by one so to
achieve a description of the different functional aspects agreed by all
the sharp-end-operators and to widen the understanding of the whole
process by the analyst. As an outcome, the definitions of 8 functions
of the FRAM WAI were updated and 3 new functions were added to
the FRAM model to represent the WAD. The changes for instance,
address the need to have explicit time constraints for the operators
when replenishing the machines with stocks and supplies, and some
specific process-independent resources they need to actually carry out
the replenishing case activity and for device checks. The background
function Housekeeping was added to the FRAM to model supplying such
resources. The FRAM WAD model7 was created accordingly. This latter
comprises 39 functions.

Then, the FRAM WAD model was imported in the EPOWAx ontol-
ogy. The resulting ontology8 consists of 402 classes, 52 object proper-
ties, and 3151 axioms.

7 The FRAM model of the WAD is available as .fmv file at [55]
8 The final ontology for the case study on the pharmaceutical manufacturing

plant is available at [55]
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Table 7
Values of allostatic load in the local view between WAI and WAD entities in the case
studies related to the packaging room of a pharmaceutical manufacturing plant and to
an enterprise operating in the aluminium sector.

Pharmaceutical manufacturing plant Enterprise in the aluminium sector

Allostatic load Value Allostatic load Value

1,(𝑊𝐴𝐼,𝑊 𝐴𝐷) 0.129 2,(𝑊𝐴𝐼,𝑊 𝐴𝐷) 0.2121

𝐻𝑢𝑚
1,(𝑊𝐴𝐼,𝑊 𝐴𝐷) 0.1238 𝐻𝑢𝑚

2,(𝑊𝐴𝐼,𝑊 𝐴𝐷) 0.068

𝑇 𝑒𝑐ℎ
1,(𝑊𝐴𝐼,𝑊 𝐴𝐷) 0 𝑇 𝑒𝑐ℎ

2,(𝑊𝐴𝐼,𝑊 𝐴𝐷) 0.0536

𝑂𝑟𝑔
1,(𝑊𝐴𝐼,𝑊 𝐴𝐷) 0.012 𝑂𝑟𝑔

2,(𝑊𝐴𝐼,𝑊 𝐴𝐷) 0.2121

𝐶𝑜𝑛
1,(𝑊𝐴𝐼,𝑊 𝐴𝐷) 0.1238 𝐶𝑜𝑛

2,(𝑊𝐴𝐼,𝑊 𝐴𝐷) 0.2386

𝐼𝑛𝑝
1,(𝑊𝐴𝐼,𝑊 𝐴𝐷) 0.085 𝐼𝑛𝑝

2,(𝑊𝐴𝐼,𝑊 𝐴𝐷) 0.2150

𝑂𝑢𝑡
1,(𝑊𝐴𝐼,𝑊 𝐴𝐷) 0.084 𝑂𝑢𝑡

2,(𝑊𝐴𝐼,𝑊 𝐴𝐷) 0.1932

𝑃𝑟𝑒
1,(𝑊𝐴𝐼,𝑊 𝐴𝐷) 0.077 𝑃𝑟𝑒

2,(𝑊𝐴𝐼,𝑊 𝐴𝐷) 0.2841

𝑅𝑒𝑠
1,(𝑊𝐴𝐼,𝑊 𝐴𝐷) 0.154 𝑅𝑒𝑠

2,(𝑊𝐴𝐼,𝑊 𝐴𝐷) 0.2102

𝑇 𝑖𝑚
1,(𝑊𝐴𝐼,𝑊 𝐴𝐷) 0.115 𝑇 𝑖𝑚

2,(𝑊𝐴𝐼,𝑊 𝐴𝐷) 0.0574

As mentioned, we focused on the local view assessment of allostatic
oad. The allostatic load 1,(𝑊𝐴𝐼,𝑊 𝐴𝐷) is 0.129. Even if the semantic
imilarity value between the WAI and the WAD is relatively high,
here are some differences between them. For this reason, the process
ndicators could be defined at a more granular level. Therefore, we
omputed the value of allostatic load by restricting the analysis to
ne function type and one aspect at a time. First, we considered,
espectively, only human functions, technological functions, and orga-
izational functions. The results show (see Table 7) that allostatic load
ue to technological functions (see 𝑇 𝑒𝑐ℎ

1,(𝑊𝐴𝐼,𝑊 𝐴𝐷)) in the two consid-
red WAx entities is null whereas the highest value is due to human
unctions (see 𝐻𝑢𝑚

1,(𝑊𝐴𝐼,𝑊 𝐴𝐷)). Also organizational functions contribute
o allostatic load (see 𝑂𝑟𝑔

1,(𝑊𝐴𝐼,𝑊 𝐴𝐷)). Then, as reported in Table 7
nd Fig. 7, most of the misalignments of the process are due to the
ifferent perceptions of sharp-end and blunt-end operators on the
eeded resources (see 𝑅𝑒𝑠

1,(𝑊𝐴𝐼,𝑊 𝐴𝐷)) and controls (see 𝐶𝑜𝑛
1,(𝑊𝐴𝐼,𝑊 𝐴𝐷))

hereas it is clearer to all which are the inputs (see 𝐼𝑛𝑝
1,(𝑊𝐴𝐼,𝑊 𝐴𝐷)), the

utputs (see 𝑂𝑢𝑡
1,(𝑊𝐴𝐼,𝑊 𝐴𝐷)), and the preconditions (see 𝑃𝑟𝑒

1,(𝑊𝐴𝐼,𝑊 𝐴𝐷)).
f course, these results should be interpreted bearing in mind the

ocio-technical dimension of this research, which differs from a pure
echno-centric investigation on the technological artifacts. At a more
ranular level, there could be differences as well between technological
unctions, which are however outside the scope of our modelling.

The results of this analysis were presented to management during a
ocus group organized for the purpose of validating the transferability
f the methodology to actual users.

Managers pointed out that the methodology was difficult to follow
ecause it requires expertise in FRAM, not to mention the need to
dopt data structures such as ontologies that require dedicated staff. For
hese reasons, the framework turned out not to be easily implemented
irectly in the company by their staff without first providing them with
dequate training. Despite this limitation, reactions on both the quality
f the achieved results and the usefulness of the overall approach
ere generally positive. In particular, it was particularly appreciated

hat the suggested indicators do not assume a merely safety-oriented
erspective but, on the contrary, attempt to integrate the efficiency of
he operations carried out (in line with the assumptions of resilience
ngineering [56–58]).

.2. Case study on an enterprise operating in the aluminium sector

A second case study was completed to demonstrate reproducibility
f the overall approach in another industrial sector. In this case, we
nvolved a global manufacturing enterprise operating in the production
f semi-finished aluminium products. The enterprise operates in several
roduction sites located in Europe. The one that was involved is an
12
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ntegrated plant with a cast house, rolling mills and finishing lines, for
he production of high quality thin rolled aluminum products. Manage-
ent has identified a set of operations located in support of the actual

olling process as critical to worker safety and productivity. These
perations involve the replacement, check, maintenance, and storage
f rolling cylinders. The lamination cylinders are heavy objects that
re difficult to handle and require a very high degree of surface finish.
he areas of the plant affected by the investigated processes conceal
otential dangers of all kinds, ranging from crushing to abrasion to
alling. Moreover, these activities are crucial to ensure that lamination
akes place with the proper requirements (the plant produces, among
ther things, aluminum film for food use with a thickness of a few
icrons).

Again, we were able to apply all the steps of the workflow for
ssessing the allostatic load. The allostatic load in the local view
2,(𝑊𝐴𝐼,𝑊 𝐴𝐷)) is 0.2121 (see Table 7). This means that allostatic load

in the second case study is higher than the one in the first one. Con-
cerning allostatic load by function type (see Table 7), we observe that
the highest value is due to organizational functions (i.e., 𝑂𝑟𝑔

2,(𝑊𝐴𝐼,𝑊 𝐴𝐷)).
Hence, those functions are the ones that are more worthy to be moni-
tored for safety reasons. Finally, we discussed the results of this analysis
in a focus group. Similarly to the first case study, the achieved results9

were appreciated.

6. Conclusion

Higher levels of complexity in cyber-socio-technical systems gen-
erate additional management challenges both related to occupational
and operational safety, and business processes. Resilience to threats is
seen as a positive ability of a system to sustain operations dealing with
such complexity, adapting its functioning in spite of both expected and
unforeseen situations. However, engineering resilience into a system
could cause organizational tensions in the system itself. System indica-
tors are then necessary to assess such levels of complexity in industrial
operations. Most of the indicators currently used are those classified
as lagging, i.e., measuring failures of the risk control systems in use.
Examples can be the number of incidents occurring in a industrial
site or the frequency of system faults. However, there is an increasing
interest on leading indicators capable to measure the effectiveness of
safety activities and risk control systems ex-ante any failure [59,60].
Examples of leading indicators may be the percentage of equipment
inspections being performed on the plant, or the percentage of training
actions being performed [59].

With the intention of extending decision support systems for CSTS
management, in this manuscript, we have presented: (i) a novel leading
resilience indicator for CSTS, named allostatic load, to measure the
level of organizational tensions (see Fig. 1); (ii) a workflow based on
the WAx framework to convert the output of a qualitative analysis
(i.e., models of CSTS processes) to the measurement of a quantitative
resilience indicator (i.e., allostatic load) (see Fig. 4); (iii) an overarching
framework to measure allostatic load that includes an ontology setting,
algorithms and software; (iv) an approach to elicit knowledge about
the different views existing in real operating CSTS based on a survey
automatically generated by a software application; (v) an upper ontol-
ogy integrating concepts from the WAx, FUM, and SUMO ontologies
(see Fig. 3); (vi) a software aimed at automatic ontology engineering
starting from CSTS processes modelled with FRAM; (vii) an algorithm
and a software leveraging semantics to measure the allostatic load.

Two case studies have been performed to experimentally validate
the proposed approach for assessing allostatic load. The former related
to the packaging process of a pharmaceutical manufacturing plant and
the latter related to an enterprise operating in aluminium production.

9 Experimental data and the final ontology pertaining to the case study on
n enterprise operating in the aluminium sector are available at [55]
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Fig. 7. Histograms of allostatic load in the local view between WAI and WAD entities in the case studies related to the packaging room of a pharmaceutical manufacturing plant
and to an enterprise operating in the aluminium sector.
The presented experimentation demonstrates the feasibility and repro-
ducibility of the proposed approach and usefulness and quality of the
achieved results.

Conceptually, the assumption underlying the methodology is that
there is a gap between Work-As-Imagined and Work-As-Done, and
that safety indicators that help monitor this gap and which can pro-
vide insights into the realities of Work-As-Done are different from
traditional, risk-based safety indicators, which are concerned with the
functioning of risk controls (i.e., safety barriers). The allostatic load
was defined by leveraging past direct experience in analysing the safety
of industrial processes, which, together with current literature [5,7],
demonstrated the existence of the different perspectives on the same
business processes and suggested to us the need to take this into
account quantitatively. It is rooted in a new socio-technical safety
perspective called SAFETY II [56,58], which pushes to gather and
evaluate significant knowledge about normal work and its effect on
safety and production. Consequently, for example, an industry should
not wait for an accident to occur to assess how safe a workplace is. We
believe that the uncontrolled increase in allostatic load may be related
to the number of accidents and lack of performance, especially if there
is evidence that safety procedures are not in use in the Work-As-Done
processes. Similarly, lack of direct knowledge of blunt-end operators
could lead to incorrect process specifications that could cause accidents.
We also believe that measuring the allostatic load can inform the CSST
under study about its position in terms of margins of manoeuvre and
residual capabilities and can improve the situational awareness of the
social component.

In principle, our method to compute the allostatic load is flexible
and can be applied to other modelling methods, such as IDEF0 [61].
We used FRAM since it is currently widely used by safety analysts.
13
However, the algorithm to compute the allostatic load can be easily
adapted to other modelling methods with few changes.

It is worth mentioning that, with respect to existing leading indica-
tors used in resilience engineering works, the allostatic load is a novel
’’meta-indicator’’, as it remains neutral with respect to a domain or a
specific CSTS.

Abbreviations

BPAL Business Process Abstract Language
BPMN Business Process Model & Notation
CPSS Cyber-Physical-Social System
CSTS Cyber-Socio-Technical System
EPOWAx Enterprise Production Ontology based on the WAx framework
ETTO Efficiency-Thoroughness Trade-Off
FMV FRAM Model Visualizer
FRAM Functional Resonance Analysis Method
FUM FRAM Upper Model
FWS FRAM-WAx-SUMO
HTA Hierarchical Task Analysis
RAG Resilience Analysis Grid
RE Resilience Engineering
SOP Standard Operating Procedure
SUMO Suggested Upper Merged Ontology
UML Unified Modeling Language
WAD Work-As-Done
WADI Work-As-DIsclosed
WAI Work-As-Imagined
WAN Work-As-Normative
WAP Work-As-Prescribed
WAx Work-As-x
WAxSS WAx Semantic Similarity
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nnex

Algorithm 4 Algorithm to compute WAx Semantic Similarity by
function type.
1: function WASS_by_Function_Type(wai, wad, pairingVector, functionType)
2: waxSim = 0.0
3: typePairings = 0
4: for i in [0,wai.size()-1] do
5: if (pairingVector ≠ null) then
6: fun1 = wai[i]
7: fun2_Index = pairingVector[i]
8: fun2 = wad[fun2_Index]
9: if (fun1.getType() == fun2.getType() == functionType)

then
0: waxSim += computeFunctionSimilarity(fun1, fun2)
1: typePairings += 1
2: end if
3: end if
4: end for
5: if (typePairings != 0) then
6: waxSim = waxSim / typePairings
7: else
8: waxSim = 0.0
9: end if
0: return waxSim
1: end function
14
Algorithm 5 Algorithm to compute WAx Semantic Similarity (WASS)
by aspect.
1: function WASS_by_Aspect(wai, wad, pairingVector, aspect)
2: waxSim = 0.0
3: pairings = 0
4: for i in [0,wai.size()-1] do
5: if (pairingVector.size ≠ null) then
6: fun1 = wai[i]
7: fun2_Index = pairingVector[i]
8: fun2 = wad[fun2_Index]
9: waxSim+= computeFunctionSimilarityByAspect (fun1,

fun2, aspect)
10: pairings += 1
11: end if
12: end for
13: waxSim = waxSim / (wai.size() + wad.size() - pairings)
14: return waxSim
15: end function

Algorithm 6 Algorithm to compute Semantic Similarity of FRAM
functions by aspect.
1: function compute_Function_Similarity_by_Aspect(function_1, function_2,

aspect)
2: fuSim = 0.0
3: aVector_1 = function_1.getAspectVector(aspect)
4: aVector_2 = function_2.getAspectVector(aspect)
5: if (aVector_1 > 0 or aVector_2 > 0) then
6: fuSim += computeDiceSimilarity(aVector_1, aVector_2)
7: end if
8: if (function_1.getType()== function_2.getType()) then
9: fuSim += 1.0
10: end if
11: fuSim = fuSim / 2
12: return fuSim
13: end function
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