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ABSTRACT

Advancements in interactive and responsive enterprises involve real-time access to the information and
capabilities of emerging technologies. Digital technologies (DTs) are emerging technologies that provide
end-to-end business processes (BPs), engage a diversified set of real-time enterprise (RTE) participants,
and institutes interactive DT services. This thesis offers a selection of the author’s work over the last
decade that addresses the real-time access to changing characteristics of information and integration of
DTs. They are critical for RTEs to run a competitive business and respond to a dynamic marketplace. The
primary contributions of this work are listed below.
e Performed an intense investigation to illustrate the challenges of the RTE during the advancement
of DTs and corresponding business operations.
e Constituted a practical approach to continuously evolve the RTEs and measure the impact of DTs
by developing, instrumenting, and inferring the standardized RTE architecture and DTs.
e Established the RTE operational governance framework and instituted it to provide structure,
oversight responsibilities, features, and interdependencies of business operations.
e Formulated the incremental risk (IR) modeling framework to identify and correlate the evolving
risks of the RTEs during the deployment of DT services.
e DT service classifications scheme is derived based on BPs, BP activities, DT’s paradigms, RTE
processes, and RTE policies.
e |dentified and assessed the evaluation paradigms of the RTEs to measure the progress of the RTE

architecture based on the DT service classifications.

The starting point was the author’s experience with evolving aspects of DTs that are disrupting industries
and consequently impacting the sustainability of the RTE. The initial publications emphasized innovative
characteristics of DTs and lack of standardization, indicating the impact and adaptation of DTs are
guestionable for the RTEs. The publications are focused on developing different elements of RTE
architecture. Each published work concerns the creation of an RTE architecture framework fit to the
purpose of business operations in association with the DT services and associated capabilities. The RTE
operational governance framework and incremental risk methodology presented in subsequent
publications ensure the continuous evolution of RTE in advancements of DTs. Eventually, each publication
presents the evaluation paradigms based on the identified scheme of DT service classification to measure

the success of RTE architecture or corresponding elements of the RTE architecture.
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CHAPTER 1.

INTRODUCTION

Today's enterprises require responding to the changing dynamics of the business and technology in real-
time. The on-demand characteristics of an organization lead to the fundamental principle of constituting
a real-time enterprise (RTE). Organizations are receptive to gaining numerous advantages by exposing
operational capabilities, functionalities, real-time information, and computations capabilities through
services, often in the RTE's application programming interfaces (APls) [1]. Digital technologies (DTs) are
electronic tools, platforms, systems, devices, and resources that generate, process, and store information
and corresponding services. The advancements of DTs include Blockchain, internet-of-things (loT), Big
Data, heterogeneous clouds, electronic commerce, mobile edge computing (MEC), and cognitive
computing. The advancements of the DTs and their employment in RTEs create more value for the brand
in the marketplace [2] through automating the business processes (BPs) and proactively engaging
customers. Each RTE differs in terms of DTs association with the diversified BPs of the different industry
segments [3]. It necessitates an RTE to either derive or adapt a standardized architecture for continuously

evolving BPs and associating functionalities at the pace of advancing DTs [4].

RTE capabilities are often affected by intangible and abstract goals of the customer, business operations,
organizational processes, and employees. They are typically dependent on the actions of other parties.
Application of the DTs in the presence of legacy systems and information services remains a daunting task
and usually an erroneous process [5]. The evolution of RTEs due to the introduction of upcoming DTs is
deficient in standardization. In some cases, they fail to provide generality in terms of implementation and

diversification required for the participants of the RTE ecosystem.

Traditional approaches to standardizing RTE architecture typically focus on utilizing the core capabilities
of a specific DT function [6] in the form of BPs. BPs are complex considering numerous dependencies, the
unpredictability of the user scenarios, and necessary updates required due to changing dynamics of the
businesses in real-time [7]. Another prime concern is the validity of the information in utilizing DT's
capabilities by a specific RTE participant’s roles in the BP and the diversity of temporal properties of DT
capability within the RTE ecosystem [8]. For example, multipurpose health monitoring devices [9]

delivered to different types of customers monitor health indicators based on the individual's current



activity to generate the appropriate action for the health service providers. The monitoring criteria and

actions differ for resting heart rate during the exercise over resting heart rate during the sleep.

Intense analysis and evaluation performed in [10], [11], [12], and [3] indicate that the essential RTE
architecture elements provide a solid foundation for elaborated functionality built within the DTs as
services. It enables a flexible RTE architecture and avoids large monolithic systems [13]. Monolithic
systems typically have less synergy between and among various components of the overall enterprise. For
instance, traditional finance applications are monolithic since users carry out a complete task end-to-end

and are private data silos rather than parts of a more extensive system of applications that work together.

Diversified applications with different goals are also meshing [14"] as DTs get fabricated at the edge of
RTE architecture and BPs. Pervasive paradigms of such applications increase the value offered by the
information generated by the number of interconnections between users and the DTs [15]. The processed
data gets transformed into insight knowledge [16]. It enables an extensive range of smart services and
applications to cope with many of the challenges people and enterprises face in their everyday lives.
Example of smart services includes smart grid [17], smart car [18], smart home [19], smart healthcare
services [9], and smart manufacturing [20]. It is primarily due to advancements in DTs. DT extensively

connects humans or things in any place and time [21] using the DT services [22].

The RTE ecosystem is always in continuous transition, and it encounters deployment and configuration
challenges to incorporate and utilize DT services. RTE needs to keep pace with the advancements in DTs,
changes to the BPs, and the performance requirements [23]. It prominently leads to several research
guestions, as indicated below.
e Continuously evolving RTE architecture: How are the DT services architected, deployed, and
managed in continuously evolving DTs?
e Define and derive the DT services: What aspects should be considered during the definition and
derivation of the DT services in the RTE architecture?
¢ Real-time decisions capabilities: How to represent the correlation with DTs, BPs, and decision
capabilities in distributed intelligence within the RTE architecture?
e DT service composition: How to combine functionalities of RTE to generate coherent DT services?
e Manual intervention to the BPs: How to identify and operate the level of manual interventions

necessary to perform the RTE functions associated with the BPs?



e Deploying and changing DT services in real-time: What characteristics of the DT services must be
performance-sensitive and adaptable at the edge due to the unpredictable volume of the RTE
participants’ activities?

e End-to-End DT service provisioning: Whether the RTE architecture provides visibility for

delivering end-to-end DT service provisioning to the BPs?

Since there were many questions and no clear direction and standardized architecture framework, RTEs
adapted DTs either in silos or scattered approaches [24]. The standardization is either partially defined or
undefined to adapt DTs. RTE is bound to introduce and streamline custom RTE architecture and
corresponding BPs. Online mobile payment is an example of BP. It involves various activities, including
receiving customer information, mobile device authentication, payment card verification, accepting
payment, approving the transaction, and sending payment receipt. The RTE architecture and
corresponding BPs were placed in the logical categories of layers, components, objects, services, or agents

[25].

There are 21 publications included in this research that breakdowns the complexities and dynamics of RTE
architecture to associate and utilize the capabilities of DTs. The primary emphasis is to address the above
research questions and streamline the evolution of the RTEs in the advancements of DTs. The novelty is
to streamline the RTE architecture to associate DT capabilities in configurable services across multiple BPs.
These DT services differ in their association with the BPs of the RTE architecture framework. Figure 1
articulates the organization of the context statement. Chapter 2 provides an overarching approach to
deriving the RTE architecture framework. It introduces the notion of digital business operation (DBO) to
standardize the association of DT services with BPs. Chapter 3 presents the structural runtime elements

of the DBOs.

Overlapping criteria of the RTE architecture were prominent during the research. The overarching RTE
operational governance framework governs the DT services during either introduction or advancement of
the DT services. Chapter 4 represents the RTE operational governance framework and the steps necessary
to ensure the appropriate introduction, associations, and updates of DT services to the RTE architecture
framework. The uncertainties of the BPs were recognized during the development and employment of
the RTE operational governance framework due to the challenges in DT service adaptation or integration.

These uncertainties turned into risks for the DBOs. The incremental risk (IR) identifies the number of



uncertainties added to or degraded from a risk associated with managing RTE architecture by either
incorporating new or updated DBOs. The Incremental risk modeling framework was developed and

presented in Chapter 5 to correlate incremental risks to DBOs in the business scenarios.

Chapter 3: Runtime of Digital Chapter 4: RTE Operational

. . Chapter 5: Incremental Risks
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Chapter 10: Overall
Conclusion

Figure 1: Organization of the context statement

Based on empirical analysis and investigation of various RTE initiatives across these publications, the
architecture and governance frameworks were derived to address the diversity of DTs in the form of DT
service classifications. Chapter 6 illustrates the steps and paradigms to perform DT service classifications.

However, Chapter 7 presents business scenario-based DT service classifications.

Due to the industry benchmark data unavailability, the RTE architecture evaluation needed to be relative
to the specific production deployment of the DTs for the specific industry sector. The metrics must
compare in the production deployment iterations of the evolving capabilities of RTE architecture in
association with the DTs. To the thrust behind the concepts in this research, the following are the industry
sectors selected to derive the examples and evaluation criteria.

e Online purchasing experience of the consumers utilizing electronic commerce platform.

e Mobile eCommerce platform, online payment, and payment processing platform.



e Healthcare monitoring systems and accessories.

e Smart healthcare integration with other smart technologies, including smart cars and smart
homes in the smart city.

e Smart city trading ecosystem and financial management platform in the cloud.

e Smart manufacturing system utilizing industrial loT capabilities.

e Smart grid and metering system for the retail energy sector.

e Consumer packaged goods and food supply-chain ecosystem.

e A connected ecosystem of insurance technology.

Each evaluation method in Chapter 8 and Chapter 9 represents improvement areas and precision to
structure (or restructure) the RTE architecture, RTE operational governance framework, incremental risks,
and DT service classification in the inference of DBOs. Eventually, it formulates standardized and

sustainable RTE in the presence of uncertainties of DTs, as concluded in Chapter 10.

During this research and deriving the evaluation of the RTE architecture, the primary concern for the RTEs
was the fear of adapting to partially developed and complex DTs. The following represents the novelties
and primary contributions to rationalizing the evolving RTEs in the volatility of adapting and introducing

DTs.

1.1 Real-time enterprise architecture

The significant research contribution is to constitute the RTE architecture framework and its components.
The RTE architecture includes a diversified set of DTs and its integrity with the already existing RTE
ecosystem and BPs. The primary role of the RTE architecture framework is to standardize the introduction
of the DTs in correlation with RTE’s BPs. During this research and the standardized RTE architecture
framework, it was evident that a unified RTE architecture framework may not fit all the types of industry
segments in correlations to different DTs. Instead, generic RTE architecture framework components were
introduced, tuned, or customized for a specific type of industry segment in the context of a particular DT.
Forinstance, the published work PW10 derives the RTE architecture framework for loT for the eCommerce
industry. PW9 customizes the RTE architecture framework to introduce cloud-enabled trading for the

smart city ecosystem.



RTE can dynamically associate specific functionalities and business operations for upcoming DTs. The

example includes delivering and accepting mobile-enabled discount coupons or online reservations at

restaurants. Each component of the RTE architecture framework is responsible for performing and

ensuring automation or self-service aspect of the business. The following are the individual contribution

and solely developed architecture frameworks over the past seven years.

The published work PW1 uses the RTE architecture to deliver cognitive DT services in mobile edge
computing with heterogeneous cloud technologies.

The published work PW7 presents the policy architecture for mobile edge computing consumer
applications to standardize the policies across RTEs through the consumer application's transport
layer.

The published work PW10 derives the fragmented architecture of loT DT services from
standardizing the relationship between DT and eCommerce applications.

The published work PW12 enables role-based management and automation of loT DT services in
the RTE architecture.

The published work PW13 establishes Blockchain-driven three domains secure 2.x service fabric
architecture framework for online payment.

The published work PW9 constitutes the mechanism for pragmatic modeling of pervasive cloud-
enabled trading architecture for the RTEs of the smart city ecosystem.

The published work PW16 illustrates the patented method to dynamically orchestrate business
rules for the RTE architecture that leverages Big Data technology.

The patented published work PW20 provisions framework to dynamically capture runtime events
and device-level activities of the multiple clouds associated with RTEs to identify necessary

controls and policies for the industrial 1oT in a manufacturing industry segment.

The following are the overarching outcomes of employing the standardized RTE architecture frameworks

to streamline the introduction and updates of DTs in the context of BPs.

The RTE participants, including employees, vendors, suppliers, and partners, can utilize DTs to
improve how they serve their customers, collaborate, and operate.

The level of visibility to perform a trade-off between cost, quality, and operational agility to attend
to changing characteristics of DBOs and the corresponding composition of DT services or feature

capabilities.



e Incremental risk association and evaluation metrics of digital forces [26] include globalization,
consumer melaninization, prosumerization, business virtualization, and digital platform.

e Effectively manage RTEs in the presence of DTs advancements or disruptive technologies in the
marketplace to benefit the consumerization and remain competitive by continuously evaluating
the effectiveness and utilization of DTs.

e Precisely identify and place policies, controls, and rules in adherence to the evolving nature of the

regulatory requirements and compliance with the DTs.

1.2 The runtime of digital business operations

The digital business operations (DBOs) [27] introduce structuring of the business operations using the
capabilities of DTs to the RTE architecture framework. The runtime model of DBO is responsible for
ensuring the strength of the binding between the DT functional and operational capabilities in the form
of DT services to the BPs or BP activities. The following are the practical level contribution to introducing
the structure of the DBOs across RTEs.
e The published work PW3 provides contexts to the DBOs for the enterprise data entities in
correlation to the BP activities, ensuring the objectives of the RTEs to provision end-to-end BPs.
e The published work PW14 describes the implementation of the business operations manager to
construct the responsive RTE architecture for the runtime digital activities associated with the
BPs.
e The published work PW15 institutes a digital risk model to correlate the DT services and BPs in

the form of incremental risks.

Essentially, the published work PW3 provides an approach to derive DBOs associated with the incremental
risks associated with the DTs. The overlapping structural constitution of business operations prescribed in
PW3 and the digital risk model described in PW15 provide the implementation of the DBOs. The
implementation of DBOs focuses on placing the structural integrity to evaluate the runtime characteristics

of DTs.

1.3 Real-time enterprise operational governance framework

RTE operational governance framework systematizes the properties of RTE architecture. The RTE

operational governance framework vindicates the delivery and management of DBOs. It establishes the



activity map of DBOs to evolve, dimensionalize, control, monitor, and dynamically deliver with the desired

level of alternations necessary for the RTEs. The RTE governance framework was developed and applied

to the existing or updated DBOs.
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The published work PW4 derives an approach for factoring incremental risks to identify the right
level of controls that constrain DBOs.

The published work PW8 establishes the ubiquitous operational governance framework to
manage mobile commerce-based RTE architecture.

The published work PW6 introduces an empirical method to derive principles, categories, and
continuous evaluation criteria for the RTE architecture to govern the differentiated DT services.
The published work PW18 standardizes regulating the request and provisioning of resources for

the transactions performed across multiple participant RTEs in the smart city ecosystem.

Incremental risks

The procedural approach to determine the incremental risk for the DT services ascertains the early

detection of and continuously evaluation of the risks of utilizing the capabilities of DTs. The factors in

assessing the incremental risks can differ depending on the DT type, business objectives, corporate

priorities, and RTE participants involved in many transactions. The primary contribution is to develop

methods to model and govern the incremental risks associated with DBOs.

The published work PW4 formulates an incremental risk modeling framework to model
incremental risks accurately and continuously monitor and update them based on the
advancements of DBOs.

The published work PW3 fabricates the incremental risk governance framework to continuously
assess and mitigate risks of DBOs in diversified business scenarios of the various industry sectors.
The published work PW15 endows an incremental risk chain mapping manager and linker for the
DBOs of the RTE architecture through the conceptual use of Blockchain. The framework
formulates the mechanisms to associate risks to the DBOs dynamically. The published work PW15
conducts the preliminary functional implementation [28] using the supply-chain operations
aspect of the consumer-packaged goods industry to validate the concept.

The published work PW13 presents risk factor association manager to the RTE architecture

developed using Blockchain for three-domain secure 2.x in digital payment services.



1.5 The digital technology service classifications

Since each RTE has a different approach or paradigm to viewing and evolving DT services, it was essential
to identify the classification mechanism for DT services. These classification paradigms iteratively update

existing or add new DT services.

Overarching Approach for Behavioral Characteristics of
DT Services Derivation & Specific Aspect for DT Service The Published Work
Classification Classification

BP and BP Activities of

RTE Published Work PW5

Published Work PW 10

Digital Activities of RTE
Participants

Published Work PW6

Primary Criteria to RTE Corporate and
Perform DT Service > Organizational Published Work PW8
Classification Processes
RTE Policies Published Work PW7

Digital Technology
Paradigms to Business Published Work PW 19
Operations

Figure 2: The published works for the classification of DT services

The step-by-step process of deriving a DT service classification scheme stipulates the DT capabilities for
the distinct purpose of the RTE's DBOs. The DT service classification localizes the foundation for learning

the impact of introducing or advancing the variety of DTs and their integrity with RTE architecture



framework components and participants. As illustrated in Figure 2, distinguishing behavioral
characteristics of BPs of RTE, digital activities by the different participants of the RTE, DTs paradigms, RTE

processes, and RTE policies utilized to perform the DT service classifications.

The primary contribution is to recognize the most influential paradigms to categorize the DT services
classification and derive the most accurate DT service classification in the RTE architecture framework and
RTE operational governance framework.

e The published work PW10 emphasizes that diversification and customization necessary for the DT
services stems from the advancements in DTs and their impact on the business operations to
derive the DT service classification. It formalizes the steps to identify the paradigms and process
of classification for DT services.

e The published work PW5 derives the scheme of DT service classification depending on the
implications of associated BPs that utilize the DT services. It introduces the category based on the
operational characteristics of the BPs in the attainment of DT services.

e The published work PW6 devises DT service classification to characterize the response to an event
associated with the digital activities performed by the RTE participants.

e The published work PW8 enacts the DT service classification from the diversified RTE processes
of either management of groups, departments, lines of businesses, internal or external RTE
entities, customers, and RTE's qualitative or quantitively measures of services and products.

e The published work PW7 determines the DT service classification placed to attend to the policies
and business rules. Typically, regulatory requirements, compliance, corporate strategy, and
prioritization schemes elicit the policies.

e The published work PW19 prescribes a method to classify a heterogeneous cloud based on the
DT services utilization by the RTEs over the enveloping of applications under the specific cloud

environment.

1.6 Scenario-based classification of digital technology services

Scenario-based classification of DT services enables RTEs to recognize the variety of business scenarios
that can receive the practical value of transforming the business operations with DTs. The scenarios
connect the DTs' capabilities to arbitrate the incremental risks with the business operation in the context
of the business situation and the upcoming regulatory requirements. The following are the key elements

contributing to introducing scenario-based classification of DT services.
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e The published work PW3 constitutes scenario classification for the incremental risks of the DBOs
that participate in the specific business scenario.

e The published work PW1 classifies functional scenarios representing the characteristics of the DT
service capability utilized under the scenarios.

e The published work PW11 focuses on compliance-aware DT services instantiating a set of rules
associated with RTE's DBOs' scenarios. The rule characteristics associated with DT services

determine the classification of the scenarios.

1.7 Empirical evaluation of the real-time enterprise architecture

Empirical evaluation of the RTE architecture recognizes the effectiveness of the DTs to the DBOs to
continuously evolve along the side of RTE paradigms utilized to classify the digital business services. The
BP, BP activities, RTE participant's digital activities, DT paradigms, RTE processes, incremental risks, DT

capabilities utilization, and compliance are the predominant RTE paradigms diagnosed and exploited.

The evaluation mechanisms are created solely by the primary researcher of this context statement as an
individual contributor. However, the development, testing, and business analysts were involved to either
deploy or update the DT services under the supervision and guideline of the primary researcher of this
context statement as a Chief Architect. During the production deployment, iterations for the evaluation,
agile development methodologies [29], qualitative assessments, and retrospective sessions were the
primary responsibilities of the primary researcher of this context statement or Chief Architect.

e The published work PW4 defines the percentiles of incremental risks of DBOs. It assesses the
increase or decrease in incremental risks of DBOs during the advancements of RTE using or
implying DTs.

e The published work PW5 derives the degree of coverage by the DT services for the BPs.

e The published work PW2 introduces the viscosity of DT services by assessing the compactness of
DT services for a set of BPs and BP activities.

e The published work PW10 computes the degree of fragmentation for the classification of the DT
services under the fragmentation of RTE architecture components and their operational behavior
during the introduction or updates of DTs.

e The published work PW6 measures the maintainability index of the DT services in the

diversification of digital activities performed by the various RTE participants.
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e PWS8 grades the degree of process classification to assess the RTE operational governance
framework corresponding to the correlation between the classification of RTE processes and
advancements in DBOs.

e The published work PW7 equates the edge policy integrity gradient assessing the ability of DT
services (or APIs) under the specific type to attend to the policies during the introduction or
update of DTs.

e The published work PW3 introduces the inductivity of the scenarios to measure the changes
performed to mitigate the incremental risks while introducing and updating the DT services. The
inductivity measures changes performed to the RTEs for mitigating the incremental risks during
the introduction or update of the DT services.

e The published work PW1 evaluates average standard deviations in throughput based on the
utilization of DT services' capabilities at runtime.

e The published work PW11 degree of divergence in DT services and compliance-aware DT services
governance index to attend to the regulatory requirements and compliances in the diversified

business scenarios.

As DT providers are growing, it is vital to overcome this situation by either standardizing the RTE
architecture to associate DTs with the existing BPs or additional BPs. RTE should have the means to
manage the evolving characteristics between DT functionalities or capabilities in the form of DT services
and actual business operations. The RTE architecture framework provides the vehicle to streamline,

manage, and advance these associations in Chapter 3.
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CHAPTER 2.

REAL-TIME ENTERPRISE ARCHITECTURE

Memoona Javeria Anwar et al. [30] addressed the complexities of real-time enterprise architecture in
evolving characteristics of DTs. The architecture of the RTE needs to be adaptable to advancements in DT
in association with the BPs in pace with RTE’s business operations. This review indicates that every
modeling methodology is different in scope and coverage and demands the integration and specific

modeling approach to support digital ecosystems.

Several generic standards and model frameworks are available and widely utilized by the RTEs to articulate
the different aspects of RTE architecture and BPs. The enterprise architecture standards and modeling
frameworks include ArchiMate [31], Zachman [32], federal enterprise architecture (FEA) [33], and the
open group architecture framework (TOGAF) [34]. However, these frameworks are abstract and unable
to provide the granular aspects of architecture modeling required for the RTE to evolve in the integrity of
DTs. For example, the Zachman framework [35] views enterprise architecture as a logical framework for
classifying and organizing descriptive representations to develop the specific RTE capability. It

conceptualizes the representation of information over recognizing the effect of DTs on the RTEs’ BPs.

A precise, lightweight framework for enterprise architecture (LEAP) [36] defines enterprise architecture
with standard notations. The LEAP focuses on delivering accurate inter-layer relationships for the RTEs
over dynamic changeability necessary to integrate actual functionalities of DTs. It allows precisely defining
architecture aspects using standard modeling notations and a wide range of EA analysis techniques,
including simulation, compliance, and consistency checking [37]. The RTE participants’ activities
performed utilizing the capabilities of DTs are not disclosed under the ontological approaches presented
in the generic architecture standards and frameworks, starting from the top level, where a compiled list

of activities does not have the reference to time in the RTEs.

According to Mikhael Johannes et al. [38], architectural practices have evolved significantly by composing
layers of DTs’ knowledge into the architecture frameworks, methods, and approaches. The architectural
practice incorporates DT to meet the current demand and pursue the vast possibilities ahead. The

theoretical exploration of the architecture methods of DTs indicates that the existing architecture
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approaches and practices are either deficient or incomplete in consideration to accommodate evolving
characteristics of DTs for the diversified nature of the RTE's BPs. Alfred Zimmermann et al. [39] investigate
mechanisms for flexible adaptation and evolution of digital enterprise architectures in integrating DTs,
including cloud computing and big data technology. The primary objective is to support flexibility and agile

transformations for BPs and related RTE systems by adapting and evolving digital enterprise architectures.

The primary challenge is the standardization and rationalization of the architecture approaches across
multiple industry segments in the advancements of diversified DTs. Furthermore, implementing DTs’
capabilities imposes customization on the BPs to keep pace with the marketplace and facilitate various
types of RTE participants. Eventually, it increases the complexities of the RTE and decreases the

maintainability and adaptability of the DTs.

2.1 Investigation of existing RTE approaches

Based on the investigation presented in PW1 and PW10, industry researchers and practitioners have
identified five different approaches to solve the relationship between DTs’ capabilities and BPs to evolve
RTE during the investigation. The following list represents the efforts to manage RTE under the influence

of changing dynamics of DTs.

2.1.1  PWI1 Investigations

e Aspect-centric approach: The aspect-centric approach focuses on developing architecture or
transforming existing RTE based on a specific aspect of the integration between participants of
the RTE ecosystem [40]. For example, one of the aspects is defining the architecture based on
publishing and subscribing the data across the RTE ecosystem with a specific structure to achieve

connectivity with the DTs and new data generated to perform the BP.

Bai Wang et al. [41] developed the event-driven service-oriented architecture to support real-
time, concurrency, and event-driven active services execution to compose DT services. The DT
services provide actions based on the specific set of conditions associated with the event. Kashif
Dara et al. [42] adapt the resource-oriented architecture approach. It recognizes the loT services
based on identified or established BPs for specific RTE. The core components provide the end-to-

end integration of Internet of Things systems, focusing on internet-of-thins-aware BPs.
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2.1.2

Control-centric approach: The control-centric approach is to identify the rules and policies
necessary to manage the integrity between the various technologies, systems, and participants.
Typically, the triggering of the rules occurs due to specific events and conditions associated with
them. Fadi Al-Turjman et al. [43] proposed a data-gathering framework for data collectors in
smart cities to formulate city-wide policies and constraints. An example is the smart city
infrastructure, where identification of resource scarcity remains at higher precedence, and

policies need to be imposed based on the current utilization of available resources [44].

Translation layer-centric approach: The translation layer maps and advances existing
functionalities of the RTE against the DT capabilities to quickly perform the BPs or specific RTE
operations instead of leveraging the actual capabilities of the DTs due to the time-to-market
requirements and lack of confidence in the newly introduced DTs. The translation layer provision
interpretation of allocated responsibilities for specific DTs in terms of already defined BPs [45].
For instance, the functionalities associated with the application need to be performed by the
cloud provider platform during either native cloud capabilities or migrating applications to the
cloud. An intermediate layer of integration achieves the objective. Pedro Castillejo et al. [46]
introduced the integration layer as a bridge for guaranteeing interoperability between different
environments and DT services across RTE. It provides the integration of several wearable devices

of an enterprise.

PW10 Investigations

Digital object-centric approach: Digital object-centric approach [47] emphasizes developing
functionalities based on the characteristic of physical or virtual objects that participates in the
RTE. In this approach, the RTE advances by introducing functionalities and their integrity with the
other digital objects. The digital twin approach [48] integrates data, models, and other
information of a physical asset generated along its life cycle that leverages business opportunities.
It bridges the physical and the virtual world and is a simulation tool to understand and model
asset performance, predict its behavior, and optimize the operations and services. Sheik
Mohammad Mostakim Fattah et al. [49] introduced the notion of a web of objects. It targets the
implementation aspects of DT to bring the assorted real-world objects with web applications. The

most prominent example is the location service through the mobile agent for the global
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2.1.3

positioning system of an airline. It continuously emulates the airline's position and updates or

integrates with the base station (or airport).

Quality-centric approach: The quality-centric RTE architecture approach [50] accentuates the
quality paradigms of either BPs or a set of BPs that collectively formulates the RTE operation. AC
Prabhakar et al. [51] attempt to drive the instrument dimensions of electronic service quality
through restructuring the dimensions of the RTE business and technology paradigms. The quality
paradigms can include the quality of the DT service providing the specific capability to the user or
customer. Response time of the particular online order placement can be considered one of the
technology-specific quality measures. It can also include customer satisfaction as a commercial

quality measure.

Summary: Limitations of Traditional Real-time Enterprise Approaches

All the RTE architecture approaches are at an early stage in identifying DTs' runtime impact and

association. The RTE architecture approaches are identified and developed for either a specific use case

or solving a specific problem of the RTE. Strikingly, they are not streamlined, standardized, and governed

consistently across RTEs. Ultimately, it increases the complexities of maintaining BPs, RTE participants'

services, and the accuracy of the information, configuration, or conditions without a centralized view of

the RTE ecosystem. Based on the investigation of various existing RTE approaches, the following are the

identified limitations of introducing or advancing DTs to the RTE ecosystem.

The approaches did not consider the diversifications in business logic, interfaces, and data needs
between the different participants of the RTE. It changes based on the type of roles during digital
activities.

The traditional architecture approaches lack capabilities to address the impact of customization
of the DT functionalities to formulate BP operations.

The competitive landscape of the digital market needs to develop and deliver technology-savvy
products and services to customers instead of providing intermediate solutions.

Complexities of contextualizing DT functions with BPs increase as more and more technology or
custom elements are introduced (or updated) to the DT offerings. Consequently, it also increases

the risks. The architecture approaches are unable to manage risks at runtime.
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o The key performance indicators (KPIs) associated with the BP or BPs are either undefined or
partially defined for new or updated BPs due to a new level of digital activities. It requires
changing service level agreements (SLAs) and their association with the KPIs.

e RTE usually engages multiple DT providers and applications to perform various enterprise
functions. The ambiguity arises due to the overlapping of the functionalities of DTs. Their integrity
in the single business operation is questionable. It requires either governance to be placed or

rationalization across RTE.

As DT providers are growing, it is vital to overcome this situation by either advancing their BPs with DT
functionalities or adapting novel DTs. RTE should have the means to manage the evolving characteristics
between DT functionalities and business operations in terms of digital activities and their impact on the

businesses.

2.2  RTE architecture framework

The RTE architecture must be able to break down complexities and contextualize the functionalities and
operations to the capabilities of DTs. The RTE architecture establishes, integrates, updates, and monitors
the relationship between the responsibilities of each RTE component and DTs. The RTE architecture

standardizes RTE components' granular level of correspondence with the DT capabilities.

In Figure 3, the RTE architecture and its components utilize the ArchiMate stencils [52]. The overarching
architecture framework and corresponding layers were first reported in published work PW12 during the

2nd international conference on loT-as-a-service in October 2015.

The framework presented in each publication has commonalities across the RTE architecture and also
differs based on the DT capabilities or corresponding offerings at the same time. The generic components
identified for the RTE architecture framework are Environment Manager, Service Gateway, and Channel
Access Layer (EMSC), Digital Service Layer (DSL), Orchestration and Correlation Engine (OCE), Service
Classification and Policy Engine (SCPE), Service Element and Appliance Operations Manager (SEAOM), and
Service Administration and Configuration Manager (SACM). Each architecture presented in the public
work includes one or more components to consistently evolve RTE architecture in the context of DT

capabilities and provide measurable advantages.
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Figure 3: Evolving real-time enterprise architecture framework

The following represents the primary research contribution towards developing, deploying and evaluating

the RTE architecture utilizing the DT technologies. It considers continuously evolving the RTE architecture

framework associated with the upcoming or updated DT capabilities.

Published work PW1: Multi-agent Cognitive Architecture Framework for loT

Published work PW?7: Edge policy architecture of mobile edge computing

Published work PW9: Cloud-enabled trading architecture of the smart city

Published work PW10: Fragmented architecture of 10T in electronic commerce (eCommerce)
Published work PW13: Blockchain-driven three domains secure 2.x service fabric architecture
framework

Published work PW20: Industrial 1oT Control Framework of Dynamic Multi-Cloud Events and

Devices
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However, each RTE architecture component presented in Figure 3 requires modifications based on the

type of DTs and the industry segment. Table 1 provides the details of the published work for each RTE

architecture component. It indicates the overlapping between the published work in terms of the different

components necessary for the specific business case of the RTE.

ID | RTE Component Published | Digital Technology Industry Segment
Work
1 Environment PW17 Mobile edge computing | Smart healthcare system
Manager, Service | PW1 loT, mobile edge | Smart manufacturing system
Gateway, and computing, and cognitive
Channel Access Layer computing
(EMSC) PW13 Blockchain Payment technologies
2 Digital Service Layer | PW16 Big Data Electronic commerce platform
(DSL) PW10 loT Electronic commerce platform
PW12 loT Security alarm system and
surveillance camera
PW13 Blockchain Payment cards
3 Orchestration and | PW7 Mobile edge computing | Healthcare (in Smart City)
Correlation Engine | PW12 loT Security alarm system and
(OCE) surveillance camera
4 Service Classification | PW7 Mobile edge computing | Smart healthcare (in Smart City)
and Policy Engine | PW13 Blockchain Payment technologies
(SCPE) PW11 Cloud data services Smart grid metering system
PW9 Cloud Smart City ecosystem
PW20 Industrial loT 4.x Smart manufacturing
5 Service Element and | PW1 loT, mobile edge | Manufacturing
Appliance Operations computing, and cognitive
Manager (SEAOM) computing
PW7 Mobile edge computing | Smart healthcare (in Smart City)
6 PW10 loT Electronic commerce platform

19



Service PW14 Software-as-a-Service Insurance technologies
Administration and (Cloud)
Configuration

Manager (SACM)

Table 1: RTE architecture components and the published works

2.3 Environment Manager, Service Gateway, and Channel Access Layer (EMSC)

The primary responsibility of the environment manager is to conduct gateway functionalities for multiple
DTs in the RTE ecosystem. It monitors, permits, deprecates, and advances RTE functionalities and
applications. It enables various channels and their association with RTE capabilities. The digital channels
can be added, removed, and updated based on their utilization in the context of the RTE capability. The
example types of the channels are distribution channels, including pure-click, bricks-and-click channels
[53], and mobile application channels. Pure-play channels are usually companies that operate solely on
the Internet. Bricks-and-click channels combine a physical presence and online selling. Brick-and-click
organizations may operate a website that sells products or advertises those it sells in the stores. The
service gateway feature enables the configuration of role-based association to the digital channels and

connected appliances.

2.3.1 PW17: Service gateway operating modes

The published work PW17, which defines the service gateway, derives the operating modes of
communication channels based on the utilization of IoT devices by the end-user of the mobile edge
computing ecosystem. These operating modes identify the specific communication paradigms based on
the DT's utilization. The service gateway captures the digital activities performed through the
communication channels and provides real-time actions. Based on the type of RTE, the service gateway
can provide configurable paradigms for the RTE ecosystem and corresponding mobile edge computing
services to the users. The configuration implied the cross-domain capabilities in terms of functionalities

of 10T devices and their users.

2.3.2  PW1 and PW13: Service gateway functionalities
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The heterogeneous cloud environment manager introduced in the published work PW1 conducts gateway
functionalities for multiple clouds in the mobile edge computing ecosystem. It monitors, permits,
deprecates, and advances heterogeneous cloud for the set of mobile edge computing servers and
applications. However, the digital channel director in the published work PW13 provides the means to
connect diversified users with the other components of the RTE architecture framework. The customer,
issuer, merchant, and acquirer can utilize many ways to perform various activities during the checkout
process of the purchases, as indicated in the responsibilities of each component. The digital channel
director is responsible for validating and orchestrating these activities. It is the first line of defense against
faulty payment activities and transactions. The digital channel director consists of the following
components.

e Digital channel authorizer: It authorizes a new or existing digital channel for the payment.

e Digital activity validator: It validates digital activities.

e Digital activity orchestrator: It orchestrates these digital activities in alignment with the checkout

process, including receiving payment information and biometrics of the cardholder.
e Digital channel role associator: It associates the role with the Blockchain APl manager to recognize

the rules implied for the particular digital activity.

2.4 Digital Service Layer (DSL)

DSL’s primary responsibility is to deliver the DT service's capabilities as functionalities, such as wearable
health monitoring, smart home security system, and smart grid metering. It empowers specific DT
capability and decisions in the form of DT services. DT services differentiate the actions and the data
associated as inputs and outputs of those actions. The functionalities aim at achieving aggregate
operations. Operations are accountable for coordinating independent functionalities to pursue a DT
capability. For instance, the interrelationship between an individual's health monitoring requires actions
based on the pre-defined limit of specific real-time paradigms such as blood pressure, diabetes, and pulse
rate. These limits vary depending on the various dimensions, including an individual's age, location, health

condition, and medication requirements.

The service association and management (SAM), risk management (RIM), service role management (SRM),
and service validation and authentication (SVA) are the component of the digital service layer. SAM is
responsible for instantiating DBOs associated with the digital activity. It associates BPs to the DT service

or set of DT services and is responsible for identifying the classification of DT services classifications
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associated with the BPs. It provides access and visibility of the service associated with the DT and risk

model specified in risk management (RIM).

The SAM component of the DSL can dynamically update different DTs and risks to the DT services (or set
of DT services) through service administration and configuration manager. In the example of online credit
card approval processing, the post-approval of the credit card requires continuous monitoring and
authorizing purchases by individuals in real-time. Service association and management can include a new
paradigm to compute the risk associated with future transactions and include attuned paradigms to

authorize the payment.

The purpose of RIM is to model the different types of risks associated with the DTs. It identifies, places,
and computes risk factors of the specific service or set of services in real-time. Risk management consists
of risk factors for the DTs. SVA validates and authenticates services. The RTE can enable or disable specific
DT services through SVA. If either legacy service or specific DT service is disabled, it ensures that the
participants of the RTE prohibit these services' access. The authentication and authorization of the

services are the responsibilities of SVA.

2.4.1  PW10: Fragmented service layer

A fragmented service layer developed in the published work PW10 provides composite loT services
correlated with the electronic commerce dimensions to the different channels and corresponding
eCommerce appliances. The fragmented service layer retains the structure of the composite IoT services
and the corresponding diversified set of metadata derived at the granular levels of 10T services. Essentially,
composite 10T services are derived from a granular level of services to classify into a specific category. The
fragmented service layer persists in the internet-of-thing service classification engine and eCommerce
dimension correlation engine. For example, introducing an entirely new marketplace for healthcare
monitoring devices and the corresponding brand for patient care needs to establish and manage supply-
chain of different types with control imposed at multiple levels of transactions. The eCommerce quality
dimension offers products and planning services for healthcare devices based on the consumers' specific
medical conditions and monitoring criteria. The service includes connectivity with the healthcare

provider's network for immediate response identified within the context of the product offering.
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loT service classification engine is the classification engine where composite 10T services are derived and
classified to address the specific needs of eCommerce appliances. It characterizes a set of composite loT
services into a particular classification. If there is any necessary diversification, then a separate composite
loT service is developed and deployed with specific paradigms of eCommerce dimensions. The dimension
and correlation engine defines the correlation between the eCommerce dimensions and composite loT
services. If there are new eCommerce dimensions, whether or not it leads to new or updated

classifications, the eCommerce dimension correlation engine is responsible for managing them.

2.4.2  PW12: Service mediation layer

The loT service mediation layer in the published work PW12 provides the approach to composing and
delivering the 10T services and defining the corresponding operations. The loT services are invoked either
synchronously by responding to service requests or asynchronously by sending notifications according to
subscriptions previously made through the service. The service registry registers resource history and
metadata associated with the 10T service operations. Role model instance association with 10T service
model and specification are also an integral part of the service mediation layer. It provides reusability
across multiple BP activities by differentiating loT services in the presence of the type of role model
associated with it. The observatory role model is used to logically trace the physical loT resource for the
loT service. The operative role model defines actions and alternatives for loT services during the state
change of an loT device associated with the loT service. The IoT service manages security alarm devices
associated with an observatory role model and an operative role model. However, the purpose of the loT

service changes and the respective model, instance, and utilization differ at runtime.

2.4.3  PW13: Risk factor association manager

The RTE architecture developed in published work PW13 introduces the risk factor association manager
(RFM) to identify, place, and compute risk factors associated with the specific transaction or set of
transactions in real-time. The risks of online fraudulent transactions increased to 27% in 2019, and 42%
of consumers experienced unauthorized payment activities [54]. The results impacted the entire supply
chain, including delays in shipments, consumer traffic, and in-store purchases. The risk factor association

manager consists of risk factors for the device, browsers, and merchant risk authentication. It can also
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consist of subcategories of risk factors for each of the data elements associated with the device, browser,

and merchant risk authentication during the payment to avoid fraudulent transactions in real-time.

2.4.4  PW16: Dynamic orchestration of rules

The dynamic orchestration of rules within the DT services depends on the various digital activities
performed by the RTE participants, as indicated in the published work PW16. Service role management
(SRM) provides the accessibility of the service to various participants of the RTE. The DT service involves
multiple RTE participants and their roles, such as suppliers, vendors, partners, and consumers. SRM
manages the role hierarchy and rules associated with the roles during the DT service execution. The SRM
is responsible for dynamically defining, associating, or changing the participant roles for the specific DT
service. Typical BPs and orchestration of BPs are associated with the business rules corresponding to the
specific static business conditions. At the same time, the dynamic orchestration of the rules associated
with the DT service enables RTE to change or update the rules in real-time. For instance, the store can
increase or decrease the discount on a specific product based on the outcome of the Big Data enabled
real-time analytics of a DT service for the specific brand of product, particular geolocation of the store,

and type of customer.

2.5 Orchestration and Correlation Engine (OCE)

The OCE provisions the modeling capabilities of the service specification to the digital service layer. It
formalizes the roles and responsibilities of the granular level services. Essentially, it defines the
relationship of RTE participants with the specific set of DT services in the form of a service model. The
service model correlates the RTE participants with the services utilizing a specific set of DT functionalities.
The service orchestrator performs the dynamic orchestration of services based on the DT service’s
contextual information provided by the DSL to a service model. The service orchestrator's responsibilities
also include composite services in correlation with the different digital channels accessed by the RTE
participants. Typical BP management and orchestration [55] identify business requirements for
performing the RTE operations. The DT functionalities associated with the DT services perform the actual

operations identified in the orchestration.

The OCE retains the structure of the composite services and the corresponding diversified set of metadata

derived at the granular levels of services. In [56], flexible and scalable metadata management proposed
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maintaining dependencies on the resources utilized within the services. The OCE leverages metadata
management to provide the scheme to manage the context of the DT services. Metadata provides
contextual information on the DT functionalities and data services associated with the DT services in the
service model. The service model facilitates incremental updates of meta-information. The most
prominent example is the "outage to_restoration_impact" service to formulate the context for the
outage-specific functionalities [17]. The healthcare monitoring devices utilize the smart home services
and the smart energy services through cloud integration services (or intranet). The framework developed
in [57] is to control and manage the network of integrated computing services in cloud environments. It
allows the creation, modification, and management of integrated hybrid cloud services with policy-based
access to cloud services. The smart home services, smart energy services, and smart healthcare services
can be integrated and utilized through a unified platform through orchestration and correlation engine

capabilities.

2.5.1 PW7: Mobile edge computing’s application programming interfaces

The mobile edge computing’s APIs enablement engine in the published work PW?7 introduces a cognitive
agent. A cognitive agent is the constitution of the decision tree based on the set of conditions and the
actions of the specific digital activity (or event) performed by the RTE participants. The API represents the
cognitive agent within the mobile edge computing ecosystem. APIs are associated with a set of policies,
and they can also represent a standalone set of policies. The cognitive agents are either enforced or
subscribed to these APIs based on their role and feature capabilities to specific dimensions such as
vertical, consumer type, environment, and connectivity. For example, smart healthcare APIs allow
patients with chronic conditions (such as type 2 diabetes) to monitor their health. Patients receive
essential reminders about medications, doctor visits, and even new clinical trials based on the health

insurance portability and accountability act (HIPAA) policies and corresponding updates [58].

2.5.2 PW12: Service mapper

The loT service mapper to BP activity layer introduced in the published work PW12 correlates services to
BP activities that complement the capabilities of BP aware loT service. It establishes a common
understanding between the utilization of the loT services concerning the identified and placed BPs. The

critical aspects of this layer's functionalities are the continuous updates to the role model and their
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desired variations based on BP activity and service level agreement monitoring. The managed security
alarm device-specific loT service is associated with the security alarm observatory role utilized within the

BP activity of billing and payment inventory checks.

2.6  Service Classification and Policy Engine (SCPE)

The characteristics of RTE differ depending on the types of DT services delivered and evolved. The RTE
needs to establish the DT services classification scheme to emphasize the behavioral characteristics of its
utilization in various aspects of the RTE. It is an iterative process where DT service classification depends
on the numerous dimensions of the RTE ecosystem to define, place, and utilize DT services. Chapter 6 and
Chapter 7 detail the steps to identify the DT service classification paradigms and mature the DT service
classification in an iterative process. The following are the RTE paradigms to derive the DT service
classification schemes (described in Chapter 6 and Chapter 7)

e Types of BPs and BP activities of the RTEs

e Digital activities performed by the RTE participants using the DT services

e DT paradigms associated with the DT services to perform the business operations

e DT services for types of RTE internal and external processes

e Types of RTE policies, controls, and rules associated with DT services

e Categories of incremental risks associated with the DT services

e Characteristics of the utilization of DT services in RTE

e Types of compliances, regulations, and standards to be performed by DT services

The service classification scheme (SCS) is responsible for implementing the DT service classification
mechanisms based on the RTE paradigm selected for the DT service classification. The policy provisioning
lifecycle (PPL) presented in the published work PW7 is necessary to assign, enforce, and subscribe to policy

APIls and maintain uniformity and reliability across RTE.

2.6.1 PW?7: Policy provisioning lifecycle phases

Policy provisioning lifecycle phases ensure the rationalization of policy provisioning and corresponding
management across RTE. The policy provisioning lifecycle functionalities transpire during the lifetime of a

policy APl when policies are either modified or upgraded (or downgraded) for the specific DT service or
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set of DT services under the classification identified within the service classification scheme. Figure 4

provides the phases of the policy provisioning lifecycle and their sequence of implementation.

The DT service classification scheme varies among RTEs depending on the methodologies adopted for the
classification. The published work PW10 identifies the detailed methods for DT service classification.
Suppose the overlap in the DT service classification exists. In this case, either a new classification or
subsequent classification level is introduced based on the anticipated extendibility of the services

associated with the classification.
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Figure 4: Policy provisioning lifecycle phases

2.6.2  PW13: Blockchain application programming interfaces

Blockchain APIs in the published work PW13 take responsibility for the classification, management, and
error handling of services. The classification engine, the role manager, and the tokenization are the

essential components of the Blockchain API manager. The classification engine specifies the classification
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of the services interacting with Blockchain nodes and frictionless payment. The acquirer associated with
the merchant (or set of merchants) can define the classification scheme. It depends on the type of
transaction, geolocation diversity, type of merchants, device types, mobile applications, consumer types,
and other customarily defined classes. The acquirer can select to place classification with multiple
dimensions. Blockchain API's tokenization connects the classification engine to recognize risk for the
specific classification. It identifies the risk implied for the particular transaction based on the classification
specified by the acquirer. However, the transfer of information carried out by the Blockchain APl manager
occurs using a cryptographic protocol [59] that arrives at a consensus among the Blockchain nodes for

updates.

The risk computation (RIC) is calculated for each digital activity performed for a specific transaction. The
risk computation is an accumulation of the risks associated with the digital activities of the specific
transaction in the risk hierarchy and the risk rating. The risk rating differs based on whether it is the
external or internal activity of the RTE. The internal activity is usually at a lower risk rating and lowers in
the risk hierarchy. Thel5 digital activities present the use case of online charitable contribution during the
eCommerce transaction. The risk computation is compared against the threshold value to allow the online

transaction. It decreases the possibility of fraudulent transactions.

2.6.3 PW11: Composite data services

The runtime framework in the published work PW11 represents a dynamic instance of the composite data
services (or consumer services). It provides classes that describe the entities of data associated with the
business rules and their interrelationships. The common information model is derived from compliance-
specific attributes to hold the structural binding between compliance-aware data services and business
rule services. Eventually, the common information model generates consumer services and respective
service definitions for the consuming applications. It can select the subset of compliances applicable to
deployed data services, avoiding the evaluation of compliances that might not be relevant to the business

rule.

2.6.4  PWO: Pervasive cloud trading transaction policy engine
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The pervasive cloud trading transaction policy engine in the published work PW9 is the policy engine for
the transactions performed. Policies can be either associated with specific digital or supply-chain policies
or defined based on the identified paradigms of the DTs. Policies bridge the gap in the transaction. The
most prominent example is the tax structure differentiation, where the county tax of a specific smart
home (with similar square footage) differs from county to county. In this example, smart home location

becomes the policy paradigm to pay the county tax.

2.6.5 PW?20: Industrial 10T control framework of dynamic multi-cloud events and devices

The industrial 10T control framework correlates events instantiated from multiple cloud environments for
the specific industrial loT resource devices in the different cloud environments. A hierarchy of the events
from multiple clouds is established, derived, or introduced at runtime. The relationship between the
environmental factors (example: weather conditions and pollution) and economic factors (example: labor
cost and maintenance cost) associated with the events and a set of industrial loT devices included in

performing these events determines the hierarchy levels.

The relationship between the events and industrial loT devices as services derives the controls. The type
of event, the derived controls, and a profiled RTE participant role generate the action plan data for an
industrial 10T service execution in a multiple cloud environment. The action plan data is distributed in a
multiple cloud environment to indicate the temporal characteristics of the actions performed by a specific
industrial loT device under the particular cloud environment. For example, if a shoe manufacturing
organization performs the manufacturing to 3 different geolocation or continents, it can dynamically
generate events to switch the manufacturing location at runtime. It depends on the impact on the local
environment or even considering the maximum load per day for the site to keep the industrial loT devices

in good condition.

2.7 Service Element and Appliance Operations Manager (SEAOM)

The SEAOM is responsible for the essential functionalities of the service operations. It includes
communication paradigms and monitoring the accessibility of the DT services. It collects metadata for the
services defined in the digital service layer and models in the orchestration and correlation engine. It
determines and selects the right level of deployment in runtime, ensuring relatively independent

deployment of DT services. However, each service represents a specific set of functionalities of emerging
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technologies to be leveraged during the advancements of DTs. It validates that functionalities are
achievable by the DT services. For instance, the inclusion of the necessary checks in the service to confirm
whether connectivity is available or restored for healthcare devices and service level agreements is

adhered to in the outage scenario.

The SEAOM is also responsible for tracking, adding, removing, updating, and quantifying the capacities
and capabilities of DT services' applications. It manages the set of applications irrespective of the
association of the specific participant of RTEs, including suppliers, producers, administrators, and
consumers. It is configured to facilitate progressions of RTE across multiple supply-chain for anticipated
or sporadic advancements in technologies necessary due to the competitive characteristic of the

marketplace.

The DBOs manager (DBOM) manages DBOs associated with the DT service. The DBOs manager emphasizes
managing business operations and corresponding BPs. It consists of the following components.

e Digital business operations associator (DBOA)

e Digital BP orchestrator (DBPO)

e Digital BP automation engine (DBPAE)

Service association and management (SAM) instantiates the specific business operation. The DBOs
associator has DBOs and their variations against the digital activity for SAM to initiate the specific business
process. The business operations are dependent on the hierarchy of BPs. The digital BP orchestrator has
a definition of the BP hierarchy associated with each of the DBOs. The DBOs manager activates a specific
BP to run through the digital BP automation engine (DBPAE). The digital BP automation engine interfaces

with service association and management to execute specific DT services.

2.7.1  PW1: loT application programming interface (API) element manager

The loT API element manager introduces service element and appliance operations manager capabilities
in the published work PW1 is responsible for configuring the Microservices. It manages the most basic
functionalities and metadata of the Microservices. It determines and selects the right level of deployment
for the Microservices and ensures relatively independent deployment in association with the set of loT

APIs. It associates and validates the conditions to run the functionalities and persists the state of the
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Microservices associated with the 1oT API. For instance, in the case of the smart grid, the Microservice of
outage-to-restoration has checks to confirm whether restoration is completed, and the service level

agreements adhere to the regulatory conditions of the smart grid’s outage scenario.

2.7.2 PWZ7: Cognitive agent's policy transport layer

The cognitive agent's policy transport layer in the published work PW7 provides mechanisms and protocol
to access, communicate, secure, and protect the API integrity of the deployed set of policies. The policy
transport layer distributes policy information from a mobile edge computing's radio network controller's
API policy accreditation to a group of API policy prosecutions. The policy transport layer also facilitates
additional security measures, such as data confidentiality to sensitive APIs. An example is security policy
distribution for medical device connectivity to a specific set of patients in the proximity of Wisconsin, USA.
The policy transport layer is responsible for flow control policies across cognitive agents, participant

consumers, and the mobile edge computing network elements or services.

2.8 Service Administration and Configuration Manager (SACM)

The SACM is responsible for introducing, managing, monitoring, and deprecating services of the digital
service layer and corresponding models of orchestration and correlation engine at runtime. Many users
or participants dynamically publish services through service runtime. It has a publish-and-subscribe
mechanism associating a set of DT-specific feature capabilities to standalone orchestration and
correlation engine's service model. The orchestration and correlation engine's service models are either
enforced or subscribed based on the operations or feature capabilities to specific criteria such as service
classification, type of users, cloud, and connectivity type. For example, monitoring the outage for a
particular site and enforcing specific regulations for restoration are the services in a customized cloud
environment [60]. The service runtime triggers to terminate the service or notify the users in case of any
violations in the service level agreements. The service runtime connects with the orchestration and
correlation engine's service model for introducing, managing, monitoring, and deprecating services at
runtime. At the same time, it communicates with the digital service layer's service association and
management to securely terminate, log, monitor, and notify. The digital service layer's service association

and management, in turn, instantiates the appropriate action to the DBOs manager.
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The orchestration and correlation engine defines service lifecycle, configuration paradigms, and metadata
(or contextual information) defined at this layer for composite and granular services. The service lifecycle
also includes service recognition, identification, and discovery, where the existing RTE ecosystem
leverages new DTs. Due to the granular level of services, changes to the composite services are also
versioned and maintained. It is responsible for migrating and managing services and corresponding
dependencies. An example of the custom configuration is specific properties of the smart healthcare
environment where users' healthcare data are accessible through the particular security protocol and

tokenization mechanism of the private Blockchain ecosystem.

2.8.1 PW10: Service configuration management

In the published work PW10, the IoT service management spectrum manages the lifecycle of composite
loT services. It defines the loT service lifecycle stages, configuration paradigms, and metadata loT services
in the DT services. The loT service management spectrum parametrizes the deployment of the loT services
and continuously monitors their performance. It is also responsible for the changeability at runtime
through the event-based triggering of the services. It is also responsible for service recognition,
identification, and discovery where newly introduced devices or technologies can be leveraged to an
existing platform using event-based monitoring. Due to a granular level of DT services, changes to the
composite loT services are versioned, maintained, and migrated within the IoT service management

spectrum.

2.8.2  PW14: Service administration

The digital activity Integration model administrator in the published work PW14 administers each digital
activity integration model with the four different administration elements: Monitor, Logger, Notifier, and
Terminator. It interfaces with a runtime engine to monitor and log the digital activity integration model.
It also maintains the versions of the model. A notifier provides alerts to the RTE participants responsible
for the digital activities. The terminator stops the execution of the digital activity through a runtime

engine. It interns halts the specific DBO.

The primary concern is holding the integrity between the components of the RTE architecture framework
presented in Figure 3. The relationships and bindings between the BPs and DT services need consistent

definition, derivation, and application across the enterprise through the DBOs. It should provide a
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consistent way of evolving the RTE considering the runtime characteristics of the RTE. The DBO structure
presented in the published work PW14 ensures the unique identification of the DBOs across RTE. The DBO
structure maintains the integrity between BPs and DT services depending on DT functionalities and

operations.
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CHAPTER 3.

PW14 and PW15: RUNTIME OF DIGITAL BUSINESS OPERATIONS

Chapter 2.2 articulates the RTE architecture framework and responsibilities associated with each of the
RTE architecture framework components. The RTE architecture components have a specific set of tasks
to be performed at runtime in the context of the corresponding BPs and DT services. The proximities of
each architecture layer ensure the dynamic insertion and validation of the DT service, the governance,
compliances, and validity of the DT services for the diversified set of the RTE functionalities. BPs and the
corresponding service operations performing the BP activities drive the characteristics of RTE [61]. It is
essential to analyze and manage any new information related to DTs in the perception and input from the
BP specification and rationale between the contextual information and BP activity [62]. BPs, BP activities,
functionalities of each participant, operations associated with participants, and contextual information of
DTs identify the impact factors that are generic enough to recognize from any RTE architecture. It is
essential to correlate these individual set of DT services and their context to the BPs across the
components of the RTE architecture framework presented in Figure 3. It needs to be uniquely identifiable

across the RTE architecture.

The published work PW14 describes the runtime view and the structure of the BP and DT services in the
form of a digital activity integration model. The key contribution in the published work PW14 is to identify
the physical structure of the DBO model with the composition of the digital activity integration model.
The DBO identifier (DBO_ID) in Figure 5 uniquely identifies and represents the correlations between BP
and DT services to repeatedly utilize and operationalize Dt services between the RTE architecture

framework components at runtime.

As indicated in PW14, the DBO structure contains the correlation between the BPs and DT services.
Multiple BPs can be associated with numerous DT services. The orchestration and correlation engine
enables the hierarchy when the specific digital channel triggers typical DBO within the RTE architecture
framework. The following are the primary elements of the DBO model in Figure 5.

e DBO model (DBO_Model): It holds the structure of the specific or unique DBO and maintains the

correlations and dynamic binding between BPs and DT services within the RTE architecture
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framework in terms of the business operations. It embraces the information of the digital channel,
roles, and rules associated with the DBO during runtime.

BP to DT services link structure (BP_DT_service_Link): The dynamic binding between the BPs and
DT services is managed, updated, and performed through the BP to DT services link structure
(BP_DT_Service_Link). It consists of a unique BP identifier, associated DT service identifier, and
the link type between the specific BP defined in the business operation and the specific DT service.
It presents the level of the DT service for the specific BP to formulate the dependencies and
sequence of execution of the DT services, that is, DT operations associated with the DT
functionalities.

Business_Operation: The DBO derives the actual RTE’s business operation (BO_ID). The multiple
BPs and their BP activities constitute the RTE's business operation. The unique business operation
identifier represents the specific business operation assigned to the DBO. It ensures the levels of
BPs based on their hierarchy at runtime and the expectation in terms of key performance
indicators (KPls) of the BPs.

BP: The business operations consist of multiple BPs. Each BP is unique in the RTE and recognized
with the unique BP identifier (BP_ID). The BP structure also specifies the level of BP in the business
operation to determine either the sequence of BP execution, the alternate path for the BP, or
concurrent BPs for the business operation in the context.

BP_Activity: The multiple BP activities and their execution sequence constitute the RTE’s BP in the
business operation. BP activity identifier (BPA_ID) is the unique identification for the BP activity
within the BP. The BP activity structure also specifies the level of BP activity in the BP to determine
either the sequence of BP activity execution, the alternate path for the BP activity, or concurrent
BP activities for the BP in the context.

DT service provides the structure to recognize the individual DT service within the RTE
architecture. DT service identified (DT_Service_ID) is the unique identification for the specific
RTE’s DT service. Multiple BPs utilize DT services in the constitution of the business operations.
DT service construct traces the DT applications utilizing or offering the DT service. Multiple service
level agreements (SLAs), including type, value, and permissible threshold, are associated with DT
service. The DT service structure captures the invocation of the specific DT services in the DBO

model as a timestamp.
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<xsd:element name="DBO_Model">
<xsd:complexType>
<xsd:sequence>
<xsd:element ref="DBO_ID"></xsd:element>
<xsd:element ref="Digital_Channel"></xsd:element>
<xsd:element ref="DBO_Role"></xsd:element>
<xsd:element ref="DBO_Runtime_Rule"></xsd:element>

<xsd:element ref="BO_ID"></xsd:element>
<xsd:element name="8P_DT_Service_Link'>
<xsd:element ref=" '></xsd:element>
1D"></xsd:element>
<xsd:element ref="DS_Class_Type"></xsd:element>
</xsd:element>
<xsd:element ref="DBO_Model_Error_Code"></xsd:element>
<[xsd:sequence>
<[xsd:complexType>
</xsd:element>

<xsd:element name="Business_Operation">
<xsd:complexType>
<xsd:sequence>
<xsd:element ref="BO_ID "></xsd:element>
<xsd:element name="BP">
<xsd:element ref="BP_ID"></xsd:element>

<xsd:element name="DT_Service">
<xsd:complexType>
<xsd:sequence>
<xsd:element ref="DT_Service_|D"></xsd:element>
<xsd:element ref="DT_Service_Application_ID"></xsd:element>

DBO Model

DT Service Model
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<xsd:element ref="KPI_Type"></xsd:element>
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<xsd:element ref="DT_Service_Class"></xsd:element>

<xsd:element ref="DT_Service_Capability"></xsd:element>
<xsd:element ref="DT_Service_SLA_Type"></xsd:element>
<xsd:element ref="DT_Service_SLA_Value"></xsd:element>
<xsd:element ref="DT_Service_Threshold"></xsd:element>
<xsd:element ref="DT_Service_Occurence_Timestamp"></xsd:element>

<[xsd:sequence>
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Figure 5: Runtime structure of the DBO model

The digital service layer component of the RTE architecture framework presented in Figure 3 and
described in Chapter 2.4 triggers the DT services through the request to orchestration and correlation
engine's service model manager described in Chapter 2.5. The DBO model structure connects to a specific
BP with the DT service. The digital service layer has call-back services to the orchestration and correlation
engine to invoke the DT service or set of DT services. The DBO model contains service level agreements
(SLAs), their attributed values, and permissible threshold values in the context of the DT services. The DBO
model persists in the parametric value of key performance indicators. Each key performance indicator is
associated with BP, indicating the specific BP's operational performance. It captures the actual desired
level of the threshold against the key performance indicators assessing the accumulative value of the

service level agreements of each associated DT service with the BP in the context of business operation.

The orchestration and correlation engine trace the runtime SLA's values and continuously inform the

service administration and configuration manager's service runtime component. The DT service
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classification (DS_Class) determines the DT service threshold (DS_Threshold) in percentages of specified
service level agreement and allowable degradation in the SLA value indicated in the published work PW14.
However, the published work PW15 emphasized the digital risk model to identify the correlations

between DT services and BPs in the incremental risks associated with the DTs.

Many current risk issues of DBOs are complex, uncertain, or even ambiguous [63] to achieve the SLAs
within their threshold value and corresponding measurable KPlIs. In most scenarios, the potential benefits
and DBO remain interconnected. It raises the need for an RTE operational governance framework that
accelerates decisions iteratively and maximizes DBOs' trust in RTE architecture's risk management
capabilities. The volatility of DBO is dependent on many factors, including industry segment, line of
business, types of target customers, and vendors or suppliers of a specific set of services (or products).
The same governance paradigms are not appropriate for every RTE; besides, there is a need to introduce
DBO-specific risks. It is neither desirable nor possible for organizations implying DTs to directly leverage
governance from a single vendor [64] and [65]. In some cases, RTEs are considering building their
governance [66]. Organizations probably understand the need for governance, but they do not know how

to implement governance within their identified DBOs.
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CHAPTER 4.

PW8 and PW4: RTE OPERATIONAL GOVERNANCE FRAMEWORK

Implications of DTs are multifaceted in terms of locations or devices, for example, sensors capable of
automatic data gathering and monitoring. Mobile user interfaces, hybrid cloud services, security, remote
authentication, and reusable components could form the foundation of a comprehensive RTE architecture
ecosystem. Social networking integration, visualization capabilities, and virtualization may offer the
means to explore new communities of consumers and their relationships with the BPs and the DBO model.
It is essential to manifest the RTE operational governance during the advancements of the DT services in

correlations with BPs for consistently evolving and introducing the DBOs.

However, the evolving requirements of RTE under the advances of DTs are either not defined or partially
identified for the DBO and integrity between the set of BPs. It is not apparent to acquire, evolve, and
diversify the DT services to formulate and iteratively advance the RTE’s DBOs in the principles and purpose
recognized in Chapter 3. For example, the global mobile devices’ consumer data statistics [66] indicate
that 64% of smartphone users expect a website to load with a service level agreement of four seconds or
less. However, even though the websites were hosted in a cloud, the service level agreements were either
unrecognized or not monitored for the DBO associated with smartphone users to auto-scale and provision
enough capacity in the case of peak hours. 40% of mobile device users have turned to a competitor's place
for a better mobile experience, and 25% of online customers abandon the cart if a website's navigation is
too complex [66]. It indicates that the dimensions to govern the effectiveness of the DBOs to advance DTs
are either undefined or unidentified in association with the activities performed by the RTE participants

or users.

The key contribution of the PW3 is to introduce RTE operational governance framework. It provides the
solution to streamline DBO modeling and its evolution in runtime. Figure 6 illustrates the composition and
identifies phases of the RTE operational governance framework to effectively govern and manage DBO
across multiple RTE participants. The published work PW4 derives the RTE operational governance
framework in the context of RTE’s customers. However, the published work PW8 presents the practical

implementation and implications of the DBO structure in the eCommerce platform.
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Model business imperatives of DBO: The primary reason to introduce DBOs is to accomplish the business
imperatives of the BPs in association with the DT capabilities. Accepting online payment through a PayPal
account is an example of a business imperative in the context of mobile wallet as a DT capability and
payment as BP of the RTE. The initial RTE operational governance framework criteria are to model
individual DBO based on the feature capabilities of DT to the niche level of business imperatives. The
modeling specification of the DBO includes the specific category of products or services offered by the
RTEs, compliances, and constraints associated with them, BPs associated with delivering and managing
the RTE products or services offerings, interdependencies with other DBOs, and any identified exceptions

to the BPs.
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Associate dimensional factors to DBO: The subsequent step is to identify a set of dimensional factors
associated with the DBOs based on the analysis performed. An appropriate example of a dimensional
factor is privacy under the consumer experience dimension of the online payment DBO. The factors are
registered, validated, and authorized before being associated with the DBOs. Multiple DBOs correlate with
the dimensional factor, and the opposite is also possible. The following are the essential parameters to
specify in this phase.

¢ Dimensional factors in correlation with DBOs

e Acceptance criteria for the DBOs in the correlation of the dimensional factors.

e Runtime measures of the DBO concerning the dimensional factors and their interdependencies.

Alliance of the RTE participants to DBOs: The alliances between the DBO model and various participants
are specified and traced in this phase of the RTE operational governance framework. The alliances are
specified in terms of the DTs' functionalities or feature capabilities. The DBO model associates the
impacted RTE participants due to DTs, including manufacturers, suppliers, retailers, government agencies,
and consumers. Retailers need to have a PayPal account and are willing to accept mobile payment is an

example of the alliance between the RTE participant and the DBO model.

Activity map of DBO: Typically, DBO represents the performance of BP activities during the modeling
phase. After any commercial transaction using mobile devices, many enterprise elements such as systems,
the DBO involves data sources, platforms, infrastructure entities, devices, networks, and third-party
components. The DBO model structure can map the BP activities invoking and utilizing the DBO. The BP
activity map maintains the enterprise elements involved when performing the specific BP activity. BP

activities such as online shopping and electricity bill payment are associated with mobile payment DBO.

Controlling paradigms of DBO: In more stringent BP activities, a DBO must enforce controlling paradigms
to the RTE elements of the BP activities. This phase of the RTE operational governance framework is
responsible for controlling qualitative and quantitative measures of DBO across the RTE ecosystem. The
service level agreements (SLAs) are specified within the parametric aspects of the DBO model in the
association with BP activities and corresponding RTE components. For instance, the DT service of mobile
payment DBO should send the mobile payment confirmation within one second after accepting the

payment.
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Deliver, measure, and upgrade to DBO: Each update and deployment of DBO is registered, and the
corresponding version of the DBO model is maintained in this phase of the RTE operational governance
framework. Continuous evaluation of the Immediate impact areas is based on associated dimensional
factors to deploy the DBOs. Business imperatives, BP activities, dimensional factors, relationships with
RTE participants, and service level agreements are monitored and validated in each iteration to update
DBOs further. The relative measure of these entities is computed using the degree of process classification

(DOPC) of the RTE as formulated and evaluated in multiple iterations in Chapter 8.6

The RTE operational governance framework provides the assembly, oversight responsibilities, features,
and interdependencies of DBOs and their associated BP activities. The nuts and bolts to implementing the
RTE operational governance framework include BP activities, DT's paradigms, RTE processes, and RTE
policies that implement governance at the granular level of responsibilities. It leads to the classification
of DT services for consistently defining criteria to govern and manage DT functionalities associated with
the BP activities. The DT service classification provides methods to measure the integrity of the DBOs
within the RTE supply-chain and rationalize the advancement of DBO in uncertainties and adaptation of
DT service for the specific purpose or BP. The uncertainties turn into risks for DBOs. It is essential to

develop risk management and modeling mechanisms for an RTE to advance BPs associated with the DTs.

The risk assessment and management methodologies for the RTE’s DBOs focus on delivering the feature
capabilities in adherence to the marketplace [67] and [63]. Since the operative characteristics of digital
businesses are constantly evolving, the perceptions to categorize and monitor individual risk remain
ambiguous for the RTEs to manage the integrity of the operational governance framework. Moreover, the
RTE operational governance framework maximizes the efficiency and effectiveness of business operations
with the ability to scale and adapt DBOs. However, the framework is derived based on a digital
transformation viewpoint. It does not continuously assess the risk factors associated with the DBOs during
the introduction, update, or advance of DT services. Chapter 5 provides the means to associate and

continuously assess the incremental risks of the DBOs.
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CHAPTER 5.

PW4: INCREMENTAL RISKS

The RTE operational governance framework presented in the published work PW8 and Figure 6 governs
the DBOs in the dimensional factors. Typically, potential future harm to these DBOs’ dimensional factors
may arise from some present action pronounced as the risk in the RTE. RTE often measures the risk in
terms of direct financial loss. However, during digital business management, the risk can be in terms of
many other factors such as credibility, trust, prospects, and security. Risk management is a series of steps
to identify, address, and eliminate risk items before they become threats to successfully managing digital
business and a significant source of expensive revision or investment. DBO is defined as the most granular
level of functionality to incorporate specific accessible features or business integration with DT. The
incremental risk (IR) is the amount of uncertainty added to or degraded from a risk associated with
managing RTE architecture by either incorporating new and updated or eliminating the need to update
DBO. The update to DBO can be eliminated through third-party involvement, validating, and conforming
to the completeness of DBO or strategic decision not to perform (or partially perform) specific business

operations using DT.

The primary contribution of the published work PW4 is the incremental risk modeling framework (IRMF).
It correlates incremental risks and their categories to DBOs during deployment of DT services and
consequently in runtime management of service models. It provides feasibility for an enterprise to
accurately model incremental risks and continuously monitor and update them based on the upgrades to
the DBOs. The frequency and intensity of the updates to incremental risks are proportionate to the scope
of DBOs required to be updated or deployed in production. The Incremental risk modeling framework also
establishes provisions to update policies for individual incremental risks and qualification criteria for the
categories of the incremental risks. Figure 7 illustrates the composition and aspects of the incremental
risk modeling framework to affectively accommodate the iterative approach for evaluating and updating
paradigms of digital business. The incremental risk management framework is presented and evaluated

in the published work PW4.
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Modeling causes of incremental risks: The first modeling criteria identify the possible causes of the
incremental risks. It can be due to uncertainties, assumptions, or estimated data deficiencies. Generally,

the causes are modeled based on the situations associated with typical DBO.

Incremental risk inventory: The subsequent step identifies individual incremental risks based on the
causes modeled and categorizes them. The incremental risks are registered, validated, and authorized in
this step before being added to the inventory. Multiple DBOs can be associated with a single incremental

risk and vice versa.

Decision strategy and quantification: This phase is responsible for placing qualitative and quantitative

aspects of incremental risks. The scope of DBOs and the digital business goals in the decision log
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determines the severity of the incremental risks. The hierarchy of decisions and decision rules evolves

over the lifetime of the RTE.

Continuous integration: During this phase of the IRMF, the objective is to integrate changes from all the
sources associated with updated or newly introduced DBOs, such as customers, vendors, systems, and
operations. If there is any need for additional DBO based on the emulated business scenario, it is also

determined.

Production deployment and monitoring: It is responsible for deploying parameterization to the
production deployment environment. The version control of each DBO and corresponding incremental

risks are maintained.

Incremental risk mitigation: It is the final stage of the present cycle of the IRMF before moving to the
subsequent iterations. The actual occurrence of incremental risks is analyzed, and corresponding actions

are defined at runtime.

Incremental risk attempts to compute the worst-case scenario for an identified timeframe. The values of
the incremental risks are placed as the point-in-time risk associated with the DBO in four different
categories based on the severity of the risk for specific DBO as described in Chapter 8.1, that is, critical,
high, medium, and low. The relative measure to compute the incremental risk is introduced through the
percentile of incremental risk (PEIR). It provides an indicative number for the probability of incremental

risk occurrences as derived in Chapter 8.1.

While iteratively executing the IRMF and introducing new or updated DT services, the following are the
common types of incremental risks in the published work PW4. Further subcategories can be derived
based on numerous factors of evolving DBOs.
o Technology Change Incremental Risk: The pace of DT change and upgrades are required because
of competition and changing marketplace dynamics.
e Communication Incremental Risk: It represents the advancements in connectivity and
convergence due to the potential of new threats in communication channels and media.
e Governance Incremental Risk: Upcoming regulatory and legality of DTs in the assertion of

globalization requires recognizing this type of incremental risk.
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e Competitiveness Incremental Risk: Desired and recognized time-to-market versus the
anticipated accuracies in products or services.
e Consumerization Incremental Risk: Compromise in consumer satisfaction due to preference for

the operational agility to deliver digital business functionalities.

The incremental risk modeling framework will precisely categorize the incremental risks associated with
DBOs. However, the question remains open regarding how to identify, assure, and qualify the individual
classification of the DT service. Besides, one of the primary distinguishing features between traditional
and incremental risk is adding and degrading DBO uncertainties based on the types of associated DT
services. Chapter 6 provides the essentials of classifying DT services and logical steps to identify and adapt

DT service classification for the RTEs.

45



CHAPTER 6.

PW10: DIGITAL TECHNOLOGY SERVICE CLASSIFICATIONS

Due to the increasing availability and development of service-oriented architecture [7] and BP platforms
[68], RTE services have many facets and characterize numerous aspects. Many service classification
techniques are favorable and widely adopted in the industry. The most utilized classification methodology
is functional architecture-based services, including platform, data, application, and infrastructure services.
Another approach is to classify industry segment-specific services such as healthcare, utility, and payment
services. The RTE experiences absence of standards and different rationalizations scheme across multiple
departments, groups, or businesses during the advancement or introduction of DTs. It is necessary to

introduce and streamline the approach to classify DT services.

Chapter 2.6 describes the responsibilities of service classification and policy engine (SCPE) of the RTE
architecture framework illustrated in Figure 3. The service classification scheme (SCS) of the SCPE
component is responsible for implementing the DT service classification mechanisms based on the RTE
paradigm selected for the DT service classification. However, since each RTE has a different approach to
introducing and evolving DT services, RTE needs to establish a process to derive and evolve the DT services

classification during advancing or introducing the DTs.

Figure 8 provides the streamlined steps to select the RTE paradigm to derive and evolve DT service
classification during either advancing or introducing the DTs. The published work PW10 presents the DT

service classification phases.

Characterizing RTE activities (Step 1): Identify the RTE activities and their association in the marketplace
involving DTs. The RTE manages the activity map and associated DT capabilities. For instance, the
healthcare monitoring marketplace introducing the additional capability to notify the current health

condition remotely is an example of the DT capability.

Recognizing RTE paradigms (Step 2): The DBOs are diversified based on the characteristics of DT services
to accomplish the goals of a specific RTE paradigm. This diversity needs to be captured into the RTE's

activity maps associated with the DT services. For example, the type of BP associated with issuing the
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mobile-enabled discount coupon for the customer registered online in the loyalty program differs from
BP associated with the in-store purchases without the mobile coupon. The purpose of the BP,
characteristics of BP activities associated with BPs, and functionalities of DT services in correspondence
to BP activities play a significant role in determining the classification of the DT service concerning the BP.
The RTE paradigm is BP in this scenario. The DT service classification described in Chapter 6.1 to Chapter

6.5 is derived from the identified RTE paradigms in this step.
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Figure 8: Phases of deriving, updating, and introducing DT service classifications

Impact of DTs on the business paradigms (Step 3): The subsequent step is to capture the effects of
advancing or introducing DT and corresponding DT services on the business. The business paradigms can
be economical, strategical, or environmental. Capitalization of new products and services, revenue
generation due to the introduction of specific DTs, and changes to the tax structure due to online offerings
are examples of business paradigms. The most prominent example of the impact of DTs on business
paradigms is the introduction of a new eCommerce website instead of partnering with a third party to sell
online. The new eCommerce website effectively reduces the overhead of selling and commissions.
However, it experiences a reduction in immediate reachability to third-party consumers, resulting in less

revenue.
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Association of business paradigms to the DT services (Step 4): This phase captures the association of the
DT services to the identified business paradigms impacting the RTE. In the above scenario of the new
electronic commerce website, capturing the number of items sold and corresponding revenue for the
specific timeframe through the online services is an example of an association between business
paradigms and DT services. It indicates that the set of DT services is associated with the particular

product's volume management in the RTE supply chain.

Interdependencies of DT services (Step 5): Chapter 3 Figure 5 presents the specification of the DT service.
Depending on their construct, the DT services can be atomic or composite to associate them with the
DBOs. The interdependencies of DT services are required to capture for constituting composite services.
The most prominent example is combining the inventory and presenting production cycle information to
the actual number of items sold to provide the supply information for the specific product brand. The
composite DT service is unique for the DBO and has a unique identifier in the RTE. However, suppose the
composite DT services are reutilized differently from the other DBO. In that case, it is accounted for as a
separate relationship during the DT service classification and the corresponding evaluation paradigm to

assess the DT service classification as indicated in Chapter 8.2 to compute the degree of coverage.

Identify relationship paradigms between DBO and DT services (Step 6): After the association of business
paradigms and identification of the interdependencies, the next logical step is to identify the relationship
paradigms between the DT services and the multiple DBOs. It will decide the precise classification for the
specific DT service. The relationship paradigms between the pricing DBO and the DT service to determine
the supply are frequency of production, the ratio of selling a particular product, and the rate of change in

pricing.

The DT service classifications can be diversified and customized based on the advancements in DTs and
their impact on the DT capabilities. The primary concern is the standardizations of the DT service
classification across multiple industry segments and the varied characteristics of DTs capabilities to the
recognized RTE paradigms as described in Step 2 of Figure 8. The primary criteria of the recognized RTE
paradigm to derive the DT service classification are defined to characterize the impact on business

paradigms and identify the relationship paradigms with DBOs. The primary criteria of the recognized RTE
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paradigms provide the means to specify the DT service classification under the recognized RTE paradigm

as described in Chapter 6.1 through Chapter 6.5.

6.1 PWS5: DT service classification based on BPs and BP activities

The BP is the RTE paradigm since it is associated with one or more DBOs within the RTE architecture and
utilizes diversified DT services. Considering their complexities and the number of BP activities that form
the BP, each BP activity needs to depict the behavior of the actual DT service, as indicated in Figure 9. DT
service categories are identified based on the characteristics of BP activities associated with the BPs
(utilized by the DT service) described in the published work PW5. Additional DT service types can be
introduced depending on the progression of RTE in the presence of DTs. Figure 9 provides DT service

classification based on the BPs.
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Figure 9: DT service classification based on the BP and BP activities

e Reactive processes: BPs with BP activity responding to change propagation at runtime
characterizes the reactive processes. Car manufacturer's factory automation was moving from
one stage of assembly to another needs to react based on the specific intermediate qualitative

conditions of the stage completed is a reactive process.
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Proactive processes: They are the set of BPs that deals with the expected occurrence of the BP
activities and defines the controls to the BP activities. Runtime policy management and invocation
for the human resource department are examples of a proactive process.

Predictive processes: The BP activities of the RTE’s BP need to provide the predictive results based
on the specific set of information categorized under the predictive process. Hourly weather
prediction is an example of a predictive process.

Conductive processes: The BP performing a specific task invoked to complete the sequence
instantiating the periodic events are considered a conductive process. The billing to the customer
is an example of a conductive process.

Observatory processes: The BP activities to observe specific situation is categorized as
observatory process. Monitoring the sale of the product falls in the category of observatory
process.

Cognitive processes: The BP contributes to mature RTE in acquiring information and setting
conditions based on the paradigms defined to gain appropriate result falls under the cognitive
process. Providing discounts based on the consumer's historical purchasing or loyalty points is a
BP activity of the cognitive process.

Operative processes: When BP needs to operate based on certain prior conditions to produce the
defined set of outcomes, it is an operative process. Automated dental treatment and cleanup is
an example of an operative process.

Associative processes: They are generally those BPs that associate BP activities with roles and
responsibilities in the RTE. For example, the manager's role differs from the employee. However,

during the annual appraisal and assessment activities, they must follow steps in coordination.

PW6: DT service classification based on digital activities

To provide the actual characteristics of any DBO, it is necessary for each RTE participant and associated

DT services need to enable one or more digital activities. Suppose any RTE participant generates ad-hoc

activity that is not associated with any digital activity and contributes to responding to digital activity. In

that case, the RTE architecture will not recognize the necessity of a specific DBO. The DT services react to

the set of events associated with the digital activities to recognize the diversity in DBO, as described in

Step 2 of Figure 8. These DT services can be independently built utilizing one or more types of other DT

services placed in the RTE. The following is the list of identified categories of DT services depending on
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their characteristics of responding to an event associated with the digital activity, as indicated in Figure

10.

Competency services: The DT services satisfy the core business offering competencies
categorized as competency services. Certain features between different versions of the same
product line are generic and essential. However, some features need to be distinguished in the
DT service. For example, the difference between a universal life insurance product versus the
whole life insurance differs in terms of the premium payment and agreement to the terms of

return in real-time.
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Figure 10: DT service classification based on the digital activities

Relationship services: The relationship service represents the external and internal relationships
of the RTE application component with the roles associated with the DT service’s functionalities.
An example of a relationship service is the relationship of orders placed within the eCommerce
platform that includes products by multiple suppliers. The corresponding action needs to differ in

the operations of DT service depending on the discount coupons offered by the specific supplier
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for the specific product. Even the inclusion of the warranty for the specific product offered to the
consumer differs from supplier to supplier.

Collaboration services: Any DT service offering collaboration among various RTE application
components and BP activities is considered the collaborative service category. For example, a call
schedule to receive the customer feedback on their service call or agent experience is an example
of the collaborative service. In this example, the participants are the customer, service agent or
service, surveyor, data analysis team to formulate insights, and the RTE manager to improve the
customer experience.

Common services: When an enterprise gain maturity, it needs to have a standardized audit, log,
and monitor capability. This standardized DT service falls in the category of common services. The
common services consistently utilize multiple activities with specific objectives to monitor. For
instance, generating invoices and the amount paid for an order are different BP activities.
However, the number of items purchased is the same, and they are required to monitor and verify
BP activities.

Framework services: The framework services increase awareness of the RTE's technology
architecture capabilities. DT service built to search metadata associated with the application,
data, platform, or infrastructure services is an example of framework service. The DT service
differs in terms of the type of metadata for the variety of services.

Governance services: DT services deployed to ensure the policies, procedures, and defined
practices are the governance services. Most diversification to the security-related services,
including role-based entitlement, are the participant of governance services.

Organizational services: Organization culture has various impacts on BP activities. DT services
that offer a shared understanding of organizational culture and corporate processes are the
organizational services. Ordering and utilizing office supplies for different departments is an
organizational service. In this example, DT service differs in terms of accessibility of type of
supplies to the department.

Strategic services: DT service determines the strategic direction, and corporate goals fall under
the strategic services classification. Financial analysis-based selection of marketing segments and
budgeting based on available statistics of annual spending are the types of strategic services.
Conditional services: Certain BP activities require special attention and business logic dedicated

to the condition. The DT services built, updated, and maintained to accommodate such scenarios
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6.3

are subject to this classification. A credit card with a special privilege for purchases over-allocated
limit is an example of such DT services.

Automation services: Automation services are defined and utilized to introduce the desired level
of automation, yielding additional business value for new or existing activities. Typically,
automation-related services require stronger bonding and maturity at the activities. The service
to send email notifications for the approval versus the service for the online approval process is a

typical example of the type of DT service.

PW10: DT service classification based on DT's business paradigms

RTEs can diversify and customize DBO stemming from DTs' advancements and their impact on the

business paradigms. The primary concern is the standardizations and changes to the DT services across

multiple industry segments and varied characteristics of DT, and its effect on the diversity of DBOs in

terms of business paradigms as described in Step 2 of Figure 8. The DT’s business paradigms include the

capitalizing and supply-chain of product or service offerings, including inventory management system,

vendor association and management, marketplace collaboration and partnership, and RTE participants of

supply-chain management. The following categories are based on the operability of DT services and their

direct correlation between DT impact on the DBOs, as depicted in Figure 11.

Synergistic: DT services that formulate the DT paradigms categorizes as synergistic DT services.
Radio-frequency identification (RFID) services for inventory management are one of the examples
of synergistic DT services.

Cooperative: If DT services cooperate with DT's business paradigms, they are cooperative DT
services. The relationship between pricing and the supply of products is considered a cooperative
service since pricing must cooperate with the supply equation.

Conflictive: The logical evaluation in electronic commerce operations needs to verify the conflicts
between the outcome of the IoT services and the core norms of DT’s business paradigm. In such
a scenario, DT services fall into the conflictive category. For example, communication channel
agreements conflict in security functionalities due to real-time information of wearable devices'
smart services with different methods of performing security functionalities.

Cognitive: The characteristic of cognitive DT services is the embedded decision in DT’s business

paradigms based on the intelligence recognized from the available data and information. loT
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services leveraging the Big Data for predictive analytics and corresponding decisions of the

eCommerce market model are examples of cognitive DT services.
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Figure 11: DT service classification based on the DT’s business paradigms

e Conductive: If eCommerce operations, functions, and actions associated with DT’s business
paradigms are of the anticipated outcome of the DT services, then DT services are classified under
conductive DT service. For example, automated loT-enabled manufacturing services are
dependent on the granular DT services to determine the accurate inventory in production based
on the demand and supply ratio.

e Governing: When DT services govern the DT’s business paradigms, then they are considered
governing DT service. The governing of inventory cost based on the reduced manufacturing cycle

time captured through loT service is an example of governing DT service.

6.4 PWa8: DT service classification based on RTE processes

The RTE processes differ from the pace of DT adaptation and paradigms of the DBOs associated with the

DTs. The primary concern is to determine the correct classifications for the RTE processes that are abstract
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enough to streamline the implementation across multifaceted RTE participants in the diversity of the
DBOs, as described in Figure 8 Step 2. The primary criteria to identify the impact on business paradigms
and relationship paradigms with DBO includes responsibilities of RTE process, type of RTE participants
performing RTE process, activities of RTE process associated with the DBO, and the service level
agreements between the RTE participants. The following are the identified types of the RTE processes in
correspondence to deriving DT services classification as indicated in the published work PW8. Figure 12

provides DT service classification based on the RTE’s processes.
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e Onboarding processes: The processes defined, derived, and implemented to onboard RTE
participants, including consumers, retailers, suppliers, distributors, banking, and manufacturers,
are categorized at the highest level of the RTE process hierarchy. Introducing a specific supplier
to the RTE’s supply chain for a product or service is an example of an onboarding process.

e Correlation processes: The processes leveraged and built to provide the correlation to DBO for
BP activities, participants, dimensional factors, service level agreements, and other external or
internal dependencies defined in RTE operational governance framework (Chapter 4) can be
categorized as correlation processes. It maintains the integrity and relationship among various

types of DBO and subsequent levels of processes within the RTE. The process of associating
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6.5

privacy paradigms with secure mobile payment during the online transaction for specific business
activity is the correlation process.

Management processes: The processes created to manage DBO through the RTE operational
governance framework fall under the management process. Upgrading, deploying, and working
versions of mobile payment DBO for different BP activities and monitoring corresponding
metadata for service level agreements related to the BP activities are the example processes of
the management process category.

Personalization processes: The processes placed for the personalization and changing the
participants' preferences fall under the personalization process classification. For instance,
instantiating alerts for certain types of transactions for retailers is one type of personalization
process.

Activity divergence processes: Any process that leads to the divergence into the activity
categorized in the activity divergence process. The mobile payment must undergo a payment
gateway for utilizing a particular payment method through consumers' mobile devices. It is an
example of the activity divergence process.

Provisioning processes: Processes associated with dimensional provisioning factors defined in
RTE operational governance framework (Chapter 4) and related resources fall under the
provisioning process classification. Leveraging digital signatures and related technologies across
RTE participants for authorizing online transactions is an example of the provisioning process.
Service qualitative processes: The processes introduced to either improve, change, or upgrade
the quality of the services to the participants of the RTE characterizes the service qualitative
processes. It also includes processes to improve scalability, reliability, and performance. Resource
allocation and improved quality of the connectivity for mobile web to increase response time and
turnaround time are examples of the service quality process.

Transaction level processes: The transaction-level process deals with transactions across multiple
participants of the RTE supply chain. Enforcing the prohibition of unauthorized transactions for
the specific BP activity associated with mobile payment DBO based on the supplier's or retailer's

preferences is the type of transaction-level process.

PW?7: DT service classification based on RTE policies
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After establishing the RTE architecture, the primary concerns are the placement and evolution of policy
classifications based on the advancements of the RTE ecosystem and the corresponding participation of
the DBOs. This chapter identifies initial classifications of the policies based on the policy provisioning
lifecycle discussed in Chapter 2.6.1. The subsequent step is to provide these classifications across RTE

participants consistently.

The RTE policies are simplified representations of rules to the capabilities and functionalities of DT
services. Different illuminating hierarchy of rules within the DBO utilizes different classifications. The DT
service classification based on RTE policies emphasizes a precise representation of the characteristics of
the RTE policies concerning the DBO. The identified classes of policies and associated DT services to
effectively implement the RTE architecture framework are listed below and described in the published
work PW7. Figure 13 provides DT service classification based on the RTE policies and the primary criteria

to base the diversification in DBOs, as described in Figure 8 Step 2, due to the RTE policies.
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Consumer privacy and confidentiality policies: Consumer privacy and confidentiality policies
represent policy APIs developed to extend and monitor consumer privacy and confidentiality at
various levels. For instance, sharing the patient information with a third party depends on either
the patient's approval or the type of entities requesting it (for example, the local justice
department or marketing department of a pharmaceutical corporation).

Dimensional subjectivity policies: It is a set of dimensional factors (as described in Chapter 4)
specific subjective policies that require to be enforced based on the characteristics of the
consumer in consideration of the dimension. The DT service can have the further subsequent level
of classifications. For example, the hospital administrator registering and treating the patient in
the emergency is not allowed to transfer or discharge patients except with the informed consent
or stabilization of the patient's condition requiring transfer based on emergency medical
treatment and the active labor act [69].

Functional objectivity policies: Functional objective policies are dimensional factor-specific
functional objective principles where the function of the DT service determines the dependencies
on the dimension. The difference between functional objective policy and DT service is the
dimensional factors with multiple decision points. In the above example, if the patient does not
require emergency services, the hospital can transfer, recommend, and discharge based on the
patient's Medicare status.

Resource intensive policies: Policies required to utilize any RTE resource, including hardware,
software, cloud, external, internal, and network, are considered resource intensive policies.
Policies and necessary consent to monitoring the patient's wearable medical devices transmitting
and receiving data through RTE connectivity are examples of resource-intensive policies.
Constitutional policies: The constitutional policies-based DT services include those derived from
leveraging a specific set of DT services and orchestrations. The overlapping policies to control the
car's speed based on the patient's heartbeat count exemplify the constitutional policy-based DT
service.

Operative policies: The operative policies are typically any operational constraint of a specific
dimensional factor required to enforce in the DT service or corresponding functionalities. The
Workload-related quality-of-service policies to the set of DT services are the classic example of

the operative policies that also restrict access to the bandwidth consumption by the DT services.
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e Coverage policies: Usually, the restraining criteria for DTs in terms of any specific dimensional
factor fall into coverage policies-based DT service. The most prominent example is the healthcare
monitoring DT services are needed to be enforced only for the registered patients.

e Network service's connectivity policies: Network service's connectivity policies address the
accessibility of network connectivity and corresponding services by any participant network
element within RTE. Security policies to access DT services, whether from cloud-to-cloud or cloud-

to-on-premise, are classified in this category.

This chapter derives the DT service classifications based on RTE paradigms, including BPs, DT's business
paradigms, RTE processes, or RTE policies. The DT services are constantly evolving in synergy with the DT
capabilities to advance the RTE architecture. It is necessary to recognize the new or subsequent level of
classification of the DT services under the classification of each RTE paradigm. It is also mandatory to
continuously evaluate the DT service classification to evolve in the measurable and standardized
evaluation paradigms. The different DT service classification mechanism provides a distinct equation to
measure the progress of the RTE architecture. Chapter 8 presents the derived methods and equations to

evaluate the progress of RTE in the presence of DT service classifications.
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CHAPTER 7.

PW3: SCENARIO-BASED CLASSIFICATION OF THE DIGITAL TECHNOLOGY
SERVICES

The possible states or changes in the state of the DBO due to the occurrence of specific digital activity
instantiated by the RTE participants or invocation of DT service(s) associated with the DBO define as the
scenario in the RTE ecosystem. The DBOs and their impact on RTE differ based on DTs' evolving
characteristics corresponding to DT services, resulting in the updated or new scenario [70] and [71]. The
most prominent example is the online movie rental industry. It gradually introduced the DT services that
did not even exist during the traditional way of renting movies from the stores. For instance, the scenario
of introducing DT service is to validate and restrict the number of simultaneous logins and devices to
stream the video of a rented movie for a specific customer. The other scenario introduces capabilities to
evoke the video streaming content when the user paused the video in the previous session. Usually, this
type of scenario recognization occurs during the later stages of development after deploying the DTs or

the products and services.

All scenarios represent combinations of plausible narratives of the DBO for the specific DT service.
Depending on the type of industry vertical, scenarios differ in composition. Scenarios that pursue well-
known causal or functional relationships with the DT services tend to vary primarily in their assumptions
of either current or future digital activities. Multiple actors and factors accompanying the various
scenarios describe the future of utilizing DT services for the specific DBO for the particular digital activity

or set of digital activities.

The primary contribution of the published work PW3 is the scenario-based classification of DT services. It
provides a mechanism for RTE to rationalize individual DBO and their use of DT services in correspondence
to the actual digital activity or the RTE’s internal event. Figure 14 presents an approach to identifying
categories of scenarios. The published work PW3 presents the steps to identify categories of scenarios.
The paramount consent to derive the steps is the DBO to correlate incremental risks, DT capabilities, and
industry-specific compliance. The DBOs can be related to multiple DT services and, correspondingly,

multiple categories of scenarios that invoke either a specific DT service or a set of DT services. The
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technique employs six sequential steps to categorize these scenarios as described in the published work

PW3 and articulated in Figure 14.
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Figure 14: Steps to identify categories of the RTE scenarios

Establish the context of the DBO: Establishing context for the DBO is to collect and record information
that will guide the DBOs. One part of establishing context is scoping the DBOs to consider a specific set of
DTs. Another aspect is identifying the DT capabilities as DT services to implement the specific set of DBOs.
The context of the DBO and corresponding DT capability are scaled to assure that all RTE participants
consistently respond to the specific scenario and adhere to the objective of the DBO. In facilitating online
movie rental with streaming videos through the internet, the initial DT capability and granular scope for a
DBO can be "registering an online account." The policies are employed gradually in the identified context
of the DBO. However, it can be employed instantaneously if specific policies are already known while
contextualizing the DBO. For example, the DT service for registering an online account needs verification

before setting the password for the online account.
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Develop classification schemes: The classification scheme categories scenarios and the policies of the
DBOs. Typical classification scheme groups scenarios according to goals (example: consumer certification),
DBO life-cycle phase (example: manage invoice), the focus of activity (example: process payment), or
usage (example: check account balance). The classification schemes also provide a shorthand for
discussing groups of scenarios and policies and support efficient communication among RTE participants.

Classification schemes developed as input to scenario generation.

Create DT services group: The DT service groups are created based on the similarity in actions performed
by DT services in the diversified scenarios. An example is the DT services associated with consumer
security at various levels of the DBO. The security can be at the transaction or the application level. The
corresponding DT service group remains intact for any type of scenario. However, the severity of the

impact differs for transaction-level security versus application-level security.

Create and refine scenarios: The scenarios are generated independently by the DT service groups
established in the previous step. In this stage, generating appropriate scenarios that provide broad
coverage of DBOs is performed. The initial round elicits a comprehensive range of granular elements of
the RTE scenarios. It considers a set of scenarios that address as many DT service groups within the
classification scheme as possible by situational analysis that could lead to concerns of a DBO or set of
DBOs. The issues could be alleviated if existing corporate policy or control is in place. For example, a
concern under administrative privilege could be providing access to unauthorized third-party data. A
concern under payment technology could be inconsistent payment gateway use by the third-party vendor

providing payment authorization.

Consolidate scenarios in categories: The goal of consolidation is to reconcile and merge the work of the
various DT service groups to identify the scenario policies for the RTE. Several dilemmas may arise during
the consolidation of scenarios generated by the different DT service groups. They are required to be
considered at this stage to identify the categories. Several scenarios across DT service groups appear to
be similar since they utilize the same group of DT services. However, they are different, and elements of
a scenario conflict with one or more scenarios based on the characteristics of the RTE participants and
associated policies. An example of a scenario that generates conflicting policies or mechanisms to address

the same situation is the required prohibition of consumers' access to and purchase specific products or
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services under 16. It is necessary to know the age of the consumer in this case. The example indicates that

it needs reconciliation on a case-by-case basis when deriving categories of scenarios.

Customize policies for the category of scenarios: The primary objectives at this stage are to produce a
single set of implementable policies and other scenario elements. This step is mandatory and responsible
for ensuring that the policies cover the identified RTE scenarios and update the respective policies in
adherence to the RTE operational governance framework. For example, manage the accessibility of the

products and services prohibited for consumers over age 16.

7.1 PWS3: Classification based on incremental risks associated with DT services

The scenarios can be categorized based on the RTE's ability to recognize the incremental risks associated
with the DT services and the specific set of actions. The incremental risks are associated with the DBOs,
and they formulate the basis to categorize the DT services as described in Figure 8 Step 2. The following
represents types of scenarios identified to associate DT services alongside the incremental risks of DBOs

as described in the published work PW3 and listed in Figure 15.
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Figure 15: RTE scenario classification based on the incremental risks associated with DT services
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Explorative scenario: This type of scenario explores the potential outcomes of DT services under
the influence of incremental risks embracing the available knowledge, known processes, or past
trends to assess the possibilities. The explorative scenario does not involve significant
interventions or paradigm shifts in the RTE. The explorative scenario can also describe future DT
service functionalities that bifurcate at some point. An example is the uptake or rejection of a new
DT capability or making assumptions about regulation or adaptation of DT during the constitution
of the DBO. The simplest form of explorative scenario is a direct extrapolation of past trends.
Predictive scenario: Predictive scenarios give a relatively detailed and quantitative indication of
how the RTE reacts to the change under a set of DBOs. Statistical extrapolation of trends or a
deterministic model of reality constitutes the predictive scenarios. If the scenario predicts the
ambient environmental conditions or human exposures and incremental risks, it is under the
predictive scenario category. Anticipating the increase or decrease in the price due to the
associated incremental risks is the form of predictive scenarios.

Properties scenario: The properties scenario depicts the alternative futures of DBOs or
contrasting trends that might differ from the present due to incremental risks of the DT services.
They enable decision-makers to anticipate their reactions to alternative future possibilities,
expect timeframes beyond the immediate future, and make choices. They must include a
description of the present situation, several alternative futures, and possible pathways connecting
the present with images of the results. If DTs are unmatured enough to establish automation of
the DBOs, then property scenarios are utilized.

Interceptive scenario: An individual DBO has added responsibilities in interceptive scenarios. The
DBO temporizes a static occurrence of incremental risks for additional evaluation in the RTE. It
intercepts the typical characteristic of DBO and dynamically adds behaviors without affecting any
other RTE architecture components. The interceptive scenario can help manage cross-cutting
concerns that access standard features such as logging or validation of RTE participants or users.
Substantive scenario: The substantive scenario focuses on delivering essential functional
expectations of groups of DT services. It deliberates the extensibility and maintainability of the DT
services under the incremental risks. Substantive scenario facilitates functional and non-
functional requirements of the specific business aspect associated with the DBOs. It is to sustain
the high priority investment to capture market share and a particular set of consumers. The most

prominent example is the fraud prevention mechanisms for eCommerce’s online transactions.
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7.2

Procedural scenario: The procedural scenario ensures the sequential execution of the
functionalities of DT services and resolution of the interdependencies within the specification of
the DBOs. It estimates the relative frequency of incremental risks occurrence concerning the DBO,
which can be discrete or continuous. The typical example of the procedural scenario is the
reaction and procedure to follow during fraud inducement of electronic commerce’s online

transactions.

PW1.: Classification based on DT service capability utilization

The scenario classification based on the utilization of DT service capabilities emphasizes precisely

representing the characteristics of the DT service capability for the functional aspects of the DBO. It

represents identified DT service capability utilization to perform the specific functions that the DBOs

anticipate under a specific set of conditions. The DT service capabilities in the diversification of the DBOs

determine DT service classification, as illustrated in Figure 8 Step 2. The published work PW1 and Figure

16 depicted the DT service classification based on the DT service capabilities.

DT service subscriber: The DT service subscriber capability has characteristics of implementing
the conditions and logic to subscribe to the DT services. It ensures the rationalization of the service
requests for a subscriber to utilize the DT service at the correct level of the DTs. For instance,
industrial loT service needs to subscribe to the manufacturing cloud services, ensuring it adheres
to supervisory control and data acquisition (SCADA) standardization [72].

Information distribution: The information distribution capability of DT services promotes the
information exchange based on a publish/subscribe methodology for the DT services to the RTE
or other DT services. The information disseminated through it includes resource utilization,
service/unit resolving updates, system status updates, log levels, log entries, and global
configuration.

Deployment and migration: The DT services' automated deployment and migration capabilities
manage and maintain continuous integration. It carries various types of metadata associated with
DT service deployment and migration policies to the DBOs, including versioning and updated
association with BPs.

User access: The user access capability specifies users' correlation and authentication information

for the DT services. It retains the access policies for DT service or a set of DT services. It can also
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specify a group of users that can leverage DT services based on the RTE authorization and

authentication criteria associated with the policies.
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Figure 16: RTE scenario classification based on the DT service’s capability utilization

o DT service control: DT service control capability derives a degree of control over their actions and
internal state corresponding to DT services. DT services should be able to perform tasks based on
the specified controls without the direct involvement of the RTE participants. An example is the
alerts based on specified limiting factors and actions associated with a specific cloud service for a
temperature sensor.

e User interaction: Users utilize various devices such as handheld devices, desktops, and tablets. It
needs specific user interaction and activities recognition, besides interactions between different
applications at the edge. The DT services are responsible for ensuring user interaction activities

among other applications and edge user devices.
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e DT service regulation management: It is a property that regulated industries and their standards
cannot keep pace with rapid innovations in DTs. The regulation management capabilities leverage
industry-specific regulations and anticipated standards for upcoming DT advancements between
DT services and DBOs. For example, the smart grid must accommodate the upcoming regulatory
requirements. However, the regulatory requirements of the DTS are currently in draft form by the
federal energy regulatory commission (FERC) [73].

e Resource reconfiguration: Resource reconfiguration capability specifies, manages, and updates
configurations of DT services. RTE participants can change the configuration at runtime. The most
prominent example is configuring the wind turbine's rotor blades.

e Resource utility: Resource utility capability manages resource utilization and efficiently manages
service level agreements between the DT services and corresponding DBOs. The resources may
include, however, not limited to data sources, servers or clusters, edge devices, and networks.

e Proactive enablement: Proactive enablement capability exhibits opportunities to provide
aggregation between DT service and DTs. It enables goal-directed behavioral aspects of the DT
service in the DBOs. For instance, the cloud computing paradigm offers flexible and robust storage
and computing resources, enabling dynamic data integration and fusion from multiple data
sources to DT services at runtime.

e Operational response: Operational response perceives the DT service-specific operational
environment of the DBOs. RTE anticipates DT services to respond on time to changes in the
operational environment of the DBOs, including unavailability of the specific operational service,
including external cloud services, security services, monitoring services, logging services, and

alerting services.

7.3 PW11: Classification based on compliance-aware DT services

The compliance-aware DT services instantiate a set of rules associated with RTE's DBOs’ scenarios.
Typically, rules have three parts: events, conditions, and actions. Each aspect can have bound to data set
queries, functions, or stored procedures. The basic principles utilized to provide the classification
scenarios and business rule composition techniques are the characteristics of rules in compliance-aware
DT services. The following are the characteristics of the rules inherited to constitute compliance-aware

DT services identified in the published work PW11.
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e Symbolic: Independent to represent business-specific decisions in association with the DT

services.

e Distributable: It has a set of events, conditions, and action measures redistributed with the

compliance-aware DT services.

e Ubiquity: It is compatible with RTE environments and can be extended in the future to support a

diversity of scenarios or new scenarios.

e Distributed execution: It supports scenarios for the centrally developed but distributed business

rules across the RTE.

e Simplicity: It is easy to integrate, update, and operate. It requires no changes in the existing

approaches and practices in the customer landscape.
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Figure 17: RTE scenario classification based on the compliance-aware DT services

The rule characteristics lead to determining the classification of the scenarios. The published work PW16

describes the method of dynamically constituting and orchestrating the rules in the advancement of DT.
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It needs to accommodate a specific type of compliance as a rule or set of rules within the DT services, as

depicted in Figure 17. RTE can further expand the classification depending on the progression of the

compliances or vicinity of the DBOs within the RTE architecture. Depending on the compliance

characteristics related to the scenarios, the following are the scenario classification introduced for the DT

services in the RTEs as described in the published work PW11.

Range compliance scenario: The lowest levels of the DT services that inherit rules are generally
associated with a range check, whether the date, number or the enumeration defined in the data
source. A simple example of the range compliance is that the transaction should be more than $1.
However, it should not exceed the limit associated with the credit card. In this example, the limit
should be checked for the specific credit card, spawning another DT service.

Diversification compliance scenario: The advancement of the business logic with the specific
condition that utilizes particularly identified data set(s) should be considered diversification to the
DT service of the rule. The most prominent example is the amendment to contract in adherence
to legislation specified by the Texas State can coexist with the dilemma of effective and expiration
dates for certain associated retail energy provider accounts specified in amendments. Typically,
DT services associated with different versions of the exact compliance are not eligible to be
utilized unless a more granular perception is available within the DT services. It makes the DT
services and corresponding compliance altogether different from each other.

Behavioral characteristics-based compliance scenario: When DT service depends on human
behavior, it should be evolving and flexible enough to accommodate specifics for the presented
case. The appropriate example is that the waiver for the late payment differs based on the
situation and consistency of the past payment history. The behavioral pattern needs translation
into either conditions or actions of the rules. The above example needs to accommodate payment
history as a particular condition (placed either as good, weak, or excellent, in terms of
enumeration) or as a pre-condition for the rule.

Temporal properties-based compliance scenario: If the events or conditions of rules are
associated with timing constraints and are not valid after a specific interval identified using DT
services, it falls in the temporal properties-based compliance scenario. For instance, the time limit
specifies when to send and receive alert events based on reference timestamps. The RTE can
utilize audit logs, temporal service objects, and service level agreements monitoring. Certain
temporal aspects are critical, and it should have precise actions in place for DT services. The

temporal properties indicate the constraint to an event or upper and lower bound of the timing
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aspect of the rule. When the retail energy service provider receives an outage-to-restoration
notification after 6:00 PM, it must be processed the next day. The actions to reflect payment
adjustment to the account represent temporal properties-based compliance characteristics.

e Policy enforcement compliance scenario: The policy framework is a standard terminology that
provides policy processing and enforcement features at runtime. RTE can implicitly apply policies
to a single rule or a set of rules. The role-based approvals in multiple levels of policies scenario is
an example of policy enforcement compliance. The roles-related information needs to be
retrieved from underneath data sources or employee’s data sets [74]. The RTE can create an
enterprise-grade division of categories to enforce the policy framework.

e Structural composition-based compliance scenario: Structural binding presented among
different DT services or overlaps that need to be precisely identified. The example of offering
multiple products to the commercial customer with bundled rate is governed and monitored by
the federal energy regulation commission (FERC) [75]. RTE can utilize multiple DT services
together to compose rules for various products. However, the conflicts overlap, and additional
explicit rules require attribution. Otherwise, it may not provide the expected result. In the above
example, multiple products can fall under another product group that can utilize a set of decisions
composed of partially binding decisions of the original product type or group.

e Provisional compliance scenario: If the compliances are still in development and they are
identified based on particular anticipations, assumptions, and customization, then it is
characterized as a provisional compliance scenario. The smart grid metering digital initiative is
under development by the federal energy regulation commission (FERC), and the RTEs anticipate

updates to the security governance paradigms [75].

The notion of each scenario's initial conditions, pre-conditions, and post-conditions forms an absolute
entry-point for the rule. DT service-specific conditions and conditions generated due to execution of the
DT service. Generally, initial conditions are mandatory to even look at the rule-specific conditions and
consequently execute them. Most checks for no values returned from DT service fall in the initial condition
category. The RTE much check for facts associated with the rule as initial conditions before checking for
pre-conditions. The RTE architecture's digital service layer provides initial conditions in all the DT services
related to a specific rule type. Chapter 9 details the continuous evaluation and evolution of scenario-based

DT service classification.

70



CHAPTER 8.

EMPIRICAL EVALUATION OF THE RTE ARCHITECTURE

Due to a lack of maturity and standardization in evaluating the impact of introducing and advancing DTs,
the benchmark and evaluation of the RTE architecture are either in the very early stages of identification
or nonexistent in practice. This chapter emphasizes providing mechanisms to evaluate the progress of RTE

in the presence of evolving DTs.

Chapter 6 discussed the DT service classifications based on the BPs, DT's paradigms, RTE processes, or RTE
policies. However, the DT services and classifications constantly evolve in synergy with the DTs and
corresponding capabilities to advance the RTE architecture. It is necessary to place and standardize
measurements to continuously evaluate and identify criteria to measure the advancements of the RTE
architecture during or after the deployment of products or services utilizing new (or updated) capabilities
offered by the DTs in terms of DT services. The distinct methods are derived based on the incremental risk
classification, identified in Chapter 5, and the DT service classification, identified in Chapter 6, to measure
the progress of the RTE architecture. This chapter describes the evaluation properties and experiments

for each primary evaluation mechanism.

8.1 PWa4: Percentile of incremental risks

The percentile of incremental risk (PEIR) evaluates the incremental risk (IR) categories associated with the
DBOs, identified in Chapter 5 during the adaptation or updates of the DTs presented in Chapter 5. It
provides an indicative number for the probability of risk occurrences associated with the DBOs under the
specific IR category. Table 2 provides the evaluation properties for assessing the PEIR, whereas APPENDIX

A.1 details the computing paradigms and results.

Evaluation properties Description

Purpose The PEIR indicates the RTE architecture’s risk management capabilities
(Chapter 2.4) based on the identified categories of the IRs (Chapter 5) during

the introduction or modifications of the DTs and corresponding DT services.
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Characteristic of

evaluation

The empirical evaluation computes PEIR for each category of the IR. PEIR
emphasizes instrumenting the severity of the IR associated with the DTs to
advance the RTE architecture and corresponding DBOs. It computes the
relative measures of the risks associated with the DBOs in a specific IR

category for the total number of DBOs in the RTE architecture.

Industry vertical

The eCommerce platform’s order management system [76] was selected to

perform the evaluation.

RTE paradigm(s)

The 6 BPs and the 43 IRs associated with the DBOs were utilized to perform
the evaluation. The online registration of the new customers, managing
purchase orders, invoicing, and payment were the participant BPs. IR models
were built and implemented with project management [77], enterprise

architecture [78], and BP management [55] tools.

Production

deployment

The experiment included nine production deployment iterations to gradually
introduce and evolve 62 DBOs with the selected development and

deployment platform [79] and external payment gateway [80].

Results and

conclusions

The production deployment in the nin™" deployment iteration was found
stable in consumer engagement since occurrences of communication, and
consumerization IRs were minimal. The occurrence of technology change IR
was still higher in the nin™" deployment iteration due to the response time
associated with the external payment gateway. The pace of updates or
introduction of DBOs decreased and stabilized in the later deployment
iterations since the deployment rate of new or updated DT services also

decreased.

APPENDIX A.1

APPENDIX.A.1 provides the 6 BPs utilized to perform evaluation, computation
of the PEIR, the resulting statistics of PEIR for each IR category and overall RTE
in the nine production deployment iterations, and the experiment's

outcomes.

Table 2: Percentile of incremental risks (PEIR) of DBO: Evaluation properties

8.2 PWS5: Degree of coverage: DT service classification based on BPs
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The degree of coverage (DoC) evaluates DT service classification based on BPs and BP activities presented
in Chapter 6.1. The DoC is the relative measure to indicate the coverage of RTE architecture’s
functionalities performed by the DBOs and associated DT services. Table 3 provides the evaluation

properties for assessing the DoC, whereas APPENDIX A.2 details the computing paradigms and results.

Evaluation properties Description

Purpose The DoC directly reflects the number of BPs and BP activities that formulate
the RTE architecture’s DBO manager (Chapter 2.7) and utilize DT services

based on the DT service classifications identified in Chapter 6.1.

Characteristics of The DoC provides the relative measure of the RTE’s BP activities performed by

evaluation the DT services in comparison to the previously deployed DT services and the
diversification in the BPs or BP activities. The DoC depends on the
diversification in the BP activities, the severity of the diversification or change,
the number of impacted DBOs, and the dimensional factors of the RTE

operation governance framework (Chapter 4).

Industry vertical The manufacturing supply-chain of industrial loT devices [81] considered the
Big Data as DT services [82] was selected to perform the evaluation. The
experiment proactively engaged RTE participants to perform BPs in the

manufacturing supply-chain ecosystem [83] to deliver products to consumers.

RTE paradigm(s) The 42 pre-existing BPs without utilizing DT services were adapted to
transform the capturing of the online orders, payment management,
manufacturing production plant processes, and dispatching the delivery of

products to customers.

Production The experimentation performed seven production deployment iterations to
deployment introduce 23 BP activities and evolve 200 BP activities gradually. Big data
architecture pattern [84] and BigData reference architecture’s functionalities

[82] were utilized to develop and deploy DT services [79].

Results and The DoC became steady during the progress from one deployment iteration
conclusions to subsequent deployment iteration. The reactive and predictive processes
requirements were immediately recognized as the DBO manager correlated

BP activities with the DT services. However, the associative and cognitive
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processes progressed at pace with the introduction of new DT services. The
proactive, conductive, observative, and operative processes remained steady
in later stages after the first three deployment iterations. The DoC provides
indicative optimization opportunities for RTE architecture and statistical

direction to evolve in the marketplace or specific industry vertical.

APPENDIX A.2

APPENDIX.A.2 provides the computation of the DoC in each deployment
iteration, the resulting statistics of the DoC for each DT service classification
based on the BPs and BP activities and overall RTE in the nine production

deployments iterations, and the outcome of the experiment.

Table 3: Degree of coverage (DoC): Evaluation properties

8.3 PWa2: Viscosity of DT services based on BPs and BP activities

The viscosity (n) of the DT services evaluates the level of a data services’ composition for the DT services

associated with the BP and BP activities. The viscosity measures the number of granular data services

required to construct the composite DT services associated with the BP activities. The following Table 4

provides the evaluation properties for the viscosity of the DT services, whereas APPENDIX A.3 details the

computing paradigms and results.

Evaluation properties

Description

Purpose

DT services' viscosity (n) indicates the efficacies accompanying the RTE
architecture’s orchestration and correlation engine, presented in Chapter
2.5, to form the service models and orchestrate the data services to cover

the BP and BP activities in the composite DT services (or APIs).

Characteristics of

evaluation

The degree of API (or composite DT service) coverage (DOAC) was derived
to indicate the number of data services supported by the BP activities.
However, the capabilities index (Cl) measures the variation in the APIs (or
composite DT services) relative to the limits of business requirements in
each production deployment iteration during the delivery of composite DT

services.
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The Cl was derived based on the Taguchi capability index [85]. Taguchi
capability index was the function of the specification limits, the process,

and a provided target.

Industry vertical The data services of the eCommerce platform’s order management system

[76] were selected to perform the evaluation.

RTE paradigm(s) The empirical setup included 85 BPs and 1500 BP activities without using
DTs. They were updated to transform the supply chain of the eCommerce
partner ecosystem, including onboarding the new supplier (or partner) to

dispatching the product(s) from the warehouse.

Production deployment | The experimentation performed seven production deployment iterations
to gradually introduce and evolve 242 data services using the DT services

development and deployment platform [79].

Results and conclusions | The data services introduced to define the relationships between the data
sets were high on viscosity (n) and relatively low on capabilities compared
to other data service types during the composition of DT services. The
DOAC increases by 46%, indicating the RTE’s orchestration and correlation
engine evolves service models to compose DT services that correlate with

BP activities and their responsibilities.

APPENDIX A.3 APPENDIX.A.3 provides the types of data services, computation of the

viscosity, degree of API coverage, capability index, and the results.

Table 4: Viscosity (n) of the DT services: Evaluation properties

8.4 PW10: Degree of fragmentation: DT service classification based on DT’s business paradigms

The degree of fragmentation (DoF) evaluates DT service classifications based on DT’s business paradigms
presented in Chapter 6.3. DoF measures the correlation between DT services and DT’s business paradigms
numerically. Table 5 provides the evaluation properties for assessing the DoF, whereas APPENDIX A.4

details the computing paradigms and results.

Evaluation properties Description
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Purpose

The DoF assesses the introduction or changes of the DT services due to the
external dependencies and data required to formulate the composite DT
services in association with the DT services business paradigms derived in Step
2 of Figure 8 in Chapter 6. The DoF indicates the impact of the DT services and
their formulation in the RTE’s digital service layer presented in Chapter 2.3
based on the DT service classifications identified in Chapter 6.3 using types of

BPs and associated BP activities.

Characteristics of

evaluation

The DoF provides the relative measure of the impacted RTE’s application
integration and corresponding composite DT services deployed in previous
production deployment iterations to advance the RTE architecture for the

internal or external RTE activities.

The DoF depends on the DT service correlation factorial (DCF) and correlation
impact factor grade (CIGF) during the introduction or changes to the DT
services. DCF computes the number of impacted business paradigms
associated with the newly introduced or updated DT services. CIGF level

indicates the severity of the impact on the business paradigm.

Industry vertical

The eCommerce’s online store management of healthcare products and
supply-chain of healthcare monitoring accessory products [86] are selected

for the experiment.

RTE paradigm(s)

The existing experimental environment included 32 DT business paradigms.
The experiment included eight additional DT business paradigms of the
eCommerce platform, including pricing, product ontologies, personalization
of online stores, digital communication channels, and a dynamic digital

market model.

Production

deployment

The six production iterations to gradually evolve or introduce DT services. The
25 RTE application integrations (or appliances) and 58 DT services were either
migrated or introduced through the DT services development and

deployment platform [79].

Results and

conclusions

The DoF decreases over the introduction or modifications of DT services,

indicating the stabilization of RTE in the advancement of DTs. The DoF of the
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DT service of type governing and synergistic was higher in the initial three
iterations. However, it significantly reduced at iteration 6, indicating that
these categories of DT services have consistent functional behavior for the

specific industry segment.

The consistent improvement found in the DoF of cooperative DT service and
conductive DT service categories indicates that the DT service for new loT
devices must have minimal generality and abstraction due to the specific
divergence required for upcoming advances. The DoF for conflictive and
cognitive DT service categories were directly proportional to the number of
changes performed to DT services, indicating that they bring the accuracy and

desired level of customization to the RTE under the influence of DTs.

APPENDIX A.4 APPENDIX.A.4 provides the computation of the DoF and DCF based on the
level of the CIGF in each production deployment iteration, the resulting
statistics of DoF for each DT service classification based on the DT’s business
paradigms and overall RTE in the six production deployment iterations, and

the outcome of the experiment.

Table 5: Degree of fragmentation (DoF): Evaluation properties

8.5 PWe: DT services maintainability index: DT services classification based on digital activities

The service-oriented architecture maturity models and governance are applied to more operational
aspects of the available services using the agile approach [87] in traditional architecture frameworks [1].
The evaluation presented in [88] and [89] measures the agility of the RTE irrespective of the
maintainability of the DT services. However, not much emphasis on evaluating the maintainability of DT

services in the uncertainties and advancements of DTs.

The DT service maintainability index (DSMI) evaluates DT service classifications based on digital activities

presented in Chapter 6.2. The maintainability index measures whether DT services remain maintainable

to account for the progression of the RTE architecture in the presence of a multiplicity of the RTE's digital
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activities. Table 6 provides the evaluation properties for assessing the DSMI, whereas APPENDIX A.5

details the computing paradigms and results.

Evaluation properties Description

Purpose The DSMI provides the indicative performance of the RTE’s DT services in
terms of their maintainability in association with the BPs. DSMI essentially
specifies the integrity of the RTE’s service appliance and operations manager
presented in Chapter 2.8 during the advancement of DTs and corresponding

DT services based on the identified DT service classification in Chapter 6.2.

Characteristics of The velocity of the RTE represents the rapid changes and updates necessary

evaluation to achieve the BP requirements due to RTE’s digital activities. Updating or
introducing DT services, granular level of DT service operations, BP activities,
or sublevel of the BPs can achieve the desired changes and compute the RTE's

velocity.

The DSMI is the relative measure of the following RTE’s concerns.

e Business continuity after the introduction or modification of the DT
services.

e Operational risks associated with the DT services.

e Service level agreements assess the DT services' scalability, reliability,
and performance.

e Consistency determines the scope of the DT service across multiple
BP activities and their performance under different digital activities.

e Extensibility and continuous improvement of the DT services based

on the required level of customization for the BPs.

Industry vertical Customer account and order management for the eCommerce platform [90].

RTE paradigm(s) The experimental evaluation included seven BPs associated with the new

customers' online registration, purchase order management, invoicing,

account management, payment, and notifications.
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Production The 62 DT services out of the already existing 304 traditional functional
deployment services were introduced in four production deployment iterations, mapping

the relationship of DT services with BP activities using agile practices [91].

Results and The experiments suggest a 58% reduction in velocity in deployment iteration
conclusions four and a 21% increase in DSMI in deployment iteration four. The result
directly illustrates continuous monitoring and improvements in the following
areas of the RTE.

e It reduced the number of issues reported by the RTE participants.

e It provided immediate resolutions of the DT services' failures.

e It recognized the accurate utilization of DT services for specific digital

activities.

e Precisions in test scenarios decrease the velocity of the RTE.

APPENDIX A.5 APPENDIX.A.5 provides the list of BPs utilized during the experiment, the
computation of the DSMI in each deployment iteration, and the resulting
statistics of DSMI for each DT service classification based on the DT activities
and overall RTE in the four production deployment iterations, and the

outcome of the experiment.

Table 6: DT services maintainability index: Evaluation properties

8.6 PWS8: Degree of process classification: RTE processes-based DT service classification

The degree of process classification (DOPC) evaluates DT service the classifications based on RTE processes
presented in Chapter 6.4. It measures the effectiveness of the RTE operational governance framework
described in Chapter 4, which corresponds to the correlation between the RTE processes and
advancements in DTs to achieve the DBOs. Table 7 provides the evaluation properties for assessing the

DOPC, whereas APPENDIX A.6 details the computing paradigms and results.

Evaluation properties Description

Purpose The DOPC assesses the introduction or changes to the DBOs due to updates

to the RTE processes in association with the DTs and corresponding DT

services. DOPC indicates the impact of the RTE processes on the RTE’s DBO
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manager described in Chapter 2.7 and the RTE participant’s roles defined in
the digital service layer (Chapter 2.3) based on the impacted dimensional
factors of the DBOs as indicated by the RTE operational governance

framework (Chapter 4).

Characteristics of

evaluation

The DOPC is the relative measures of the impacted DBOs, dimensional factors
of the DBOs, BP activities, RTE participant roles, and service level agreements
associated with the DT services during the introduction or modification of RTE

processes to update DTs and DT services.

Industry vertical

The rapid progress of RTE offering mobile commerce [92] and [93] has
become a powerful trend in digital commerce and online retail industries.
Mobile commerce can improve transaction-level productivity and innovate
and adapt DTs to offer greater and more general services to diversified supply-
chain stakeholders [94] through extensive processes [95]. Mobile commerce
operations face many challenges, such as impeded service quality, capacity
and necessary diversifications in communications, and loss of revenue due to

transaction-level ambiguities [96] and fraudulent refund requests [97].

The RTE operation governance framework can continuously provide feedback
to streamline and monitor the corresponding feature capabilities that were
either updated or introduced to the mobile commerce platform. The
evaluation was performed for the supply chain of pharmacy stores [98] and

mobile devices to perform mobile commerce-specific digital activities.

RTE paradigm(s)

The 50 RTE operational governance framework dimensional factors (Chapter
4), the 40 BP activities, the 25 RTE participant roles, and the 90 service level
agreements of the mobile banking and payment, communication with
pharmacy stores and healthcare providers, and healthcare data analytics were

selected to perform the RTE processes.

Production

deployment

The experiment performed seven production deployment iterations to
gradually introduce and evolve 75 DBOs with the DT services development

and deployment platform [79] and external payment gateway [80].

80




Results and The DOPC decreases consistently as RTE's operational governance framework
conclusions introduces the granular aspects of the RTE processes’ service level
agreements. The DOPC of the personalization process type was at its peak
during the deployment iteration seven, indicating that as RTE participants get
more aware of their personalization options, they demanded (or anticipated)

the corresponding feature capabilities offered by the DTs.

The DOPC of the management processes and activity divergence processes
were consistent, indicating that the deployment of the DBOs was at pace with
the evolution of DTs. DOPC of service qualitative and transaction-level
processes stabilize after initial fluctuation due to applying the RTE operational

governance framework.

APPENDIX A.6 APPENDIX.A.6 provides the computation of the DOPC in each deployment
iteration, the resulting statistics of DOPC for each DT service classification
based on the RTE processes and overall RTE in the seven production

deployment iterations, and the outcome of the experiment.

Table 7: Degree of process classification: Evaluation properties

8.7 PW?7: Edge policy integrity gradient: DT service classification based on RTE policies

The edge policy integrity gradient (ePIG) evaluates the DT service classification based on RTE policies
presented in Chapter 6.5. The edge policy integrity gradient assesses the abilities of DT services to attend
to the RTE policies during the introduction or update of the DTs. Table 8 provides the evaluation properties

for assessing the ePIG, whereas APPENDIX A.7 details the computing paradigms and results.

Evaluation properties Description

Purpose The ePIG assesses the RTE architecture evolution based on the policy
provisioning lifecycle phases defined in RTE’s service classification and policy
engine (Chapter 2.4) based on the DT service classification based on RTE
policies presented in Chapter 6.5 during the introduction or update of the DTs

and corresponding DT services.
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Characteristics of

evaluation

The impact factor of the RTE policies was computed based on the RTE policy
impact levels of the newly introduced or updated RTE policies. The ePIG is a
relative measure of the number of RTE policies introduced or updated, the
number of dimension factors introduced or updated, service level agreements
violations, and the number of DT services introduced or updated in

association with the impact factor.

Industry vertical

The smart healthcare consumer applications [99] and policies [100] were
developed and deployed to mobile edge computing platforms (MEC) [101].
The MEC empowers consumer applications and content providers with cloud-
computing capabilities and APIs at the edge of the mobile network [102] and
[103]. Smart cars [104] and smart homes [19], along with the corresponding
healthcare policies, were introduced to evaluate the multiple policies of
different regulatory requirements of the diversified verticals in the smart city

[105].

RTE paradigm(s)

The 70 RTE policies, 15 participant RTE applications, 12 RTE operational
governance framework dimensional factors, and 145 service level agreements
associated with the DT services were either introduced or updated to perform

the experiments.

Production The experiment performed eight production deployment iterations to
deployment gradually introduce and evolve 70 RTE policies associated with 225 DT services
under five diversified heterogeneous cloud environments.

Results and The ePIG increases consistently as RTE architecture progresses to introduce
conclusions the granular aspects of the RTE policies across the DT services. Dimensional

subjectivity policies, resource-intensive policies, and coverage policies specific
ePIG gradually increased, illustrating that the updating or introduction of new
dimensional factors was in pace. However, the consumer privacy and
confidentiality policies, operative policies, and network service's connectivity
policies specific ePIG significantly increase during the initial stages and
stabilize in the later deployment iterations. It is due to the stability of RTE
architecture in consideration of new consumers, new loT devices, and

adherence to the regulatory requirements.
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Functional obijectivity policies and constitutional policies specific ePIG
increase in pace, indicating that the updating, modifying, and introduction of
DT services (or APls) were leveraging reusability at the level of the RTE

policies.

APPENDIX A.7 APPENDIX.A.7 provides the computation of the ePIG in each deployment
iteration, the resulting statistics of ePIG for each DT service classification
based on the RTE policies and overall RTE in the seven production deployment

iterations, and the outcome of the experiment.

Table 8: Edge policy integrity gradient: Evaluation properties
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CHAPTER 9.

SCENARIO-BASED ASSESSMENT OF THE RTE ARCHITECTURE

The DT service classification presented in Chapter 7 provides the basis for evaluating RTE architecture
depending on the identified types of scenarios. The scenario-based classification includes incremental
risks associated with the DBOs, utilization of DT service capabilities to perform the DBOs, and compliance-
aware DT services of the DBOs. This chapter derives and represents evaluation properties and
experimental setup to assess RTE architecture depending on the scenario-based classification of DT

services.

9.1 PWs3: Inductivity of the scenarios based on the incremental risks

The inductivity (L) evaluates the DT service classification based on the incremental risks (IRs) associated
with the DT services. The inductivity measures the change to mitigate the incremental risks while
introducing and updating the DT services. Table 9 provides the evaluation properties for assessing the

inductivity (L), whereas APPENDIX B.1 details the computing paradigms and results.

Evaluation properties Description

Purpose The inductivity (L) assesses the RTE architecture’s risk management
capabilities, described in Chapter 2.4, in correlation to the digital activities
performed by the various types of RTE participants. The inductivity (L)
qguantifies the impact of the IRs during the updates or introduction of the
DBOs based on the DT service classifications derived from the identified

categories of IRs in Chapter 7.1.

Characteristics of The inductivity is the relative measure of the severity of the IRs associated

evaluation with the DBOs under a specific category of IRs, the number of impacted DBOs
due to the introduction or update of the DT services, consumer applications
of the RTEs, BPs, and participant RTE data entities. The consumer applications
of the RTEs can include customer portal, call center agent portal,

administrative database applications, and vendor-specific applications.
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Industry vertical

The eCommerce platform’s order management system [76] was selected to

perform the evaluation.

RTE paradigm(s)

The 9 BPs of customers' online shopping experience, 12 consumer
applications of the RTE, and 22 RTE data entities were either updated or

introduced to perform the evaluation.

Production

deployment

The experiment carried out eight production deployment iterations to

gradually evolve 84 DBOs and manage 78 IRs associated with the DBOs.

Results and

conclusions

The inductivity (L) of predictive and properties scenarios decreases before it
increases since these scenarios are highly dependent on the DBOs
incorporating specific DTs, including predictive analytics and corresponding
RTE data entities. The inductivity (L) for the explorative scenarios was stable

since the digital marketplace anticipates new regulatory events in pace.

However, the inductivity (L) of the substantive and procedural scenarios
continuously decreased due to the consistent advancements in DBOs. The
characteristics of the cognitive scenarios were unpredictable as they
fluctuated dramatically during the deployment of DBOs due to the impact of
various factors, including consumer geographical location and purchasing
patterns based on the diversity of the population in the region. The inductivity
(L) of interceptive scenarios gradually decreased in correlation with the
advancements in DBOs due to decreased rate of updates necessary for the

DBOs.

APPENDIX B.1

APPENDIX.B.1 provides the detail of the BPs for the experiments, the
inductivity (L) computation in each production deployment iteration, the
resulting inductivity (L) statistics for each DT service classification based on
the IRs for the eight production deployment iterations, and the outcome of

the experiment.

9.2

Table 9: Inductivity of the scenarios: Evaluation properties

PW1: Average standard deviations in throughput
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The average standard deviations of the DT services’ capabilities utilization’s throughput measure the
performance and response time consistency. Table 10 provides the evaluation properties for assessing
the average standard deviation, whereas APPENDIX B.2 details the results of the scenarios generated to

introduce DTs’ capabilities gradually.

Evaluation properties Description

Purpose The average standard deviation in the throughput is the typical approach to
measure the service level agreements identified during the RTE operational
governance framework (Chapter 4) and is usually captured during the
monitoring capabilities of the RTE’s service management and administration

component described in Chapter 2.8.

Characteristics of The average standard deviation in the throughput assesses the performance
evaluation of the DBOs during the advancements and incorporation of concurrently

running DT services in the enablement of multiple DTs’ capabilities.

Industry vertical Mobile edge computing (MEC) [106] manages computational resources across
edge users in the diversity of the evolving loT devices [107] and corresponding
APIs in the heterogeneous cloud environment [108]. The DT services were
built under the heterogeneous cloud environment [109] and [105] for smart
manufacturing [83] and [20] leveraging industrial loT [81] services. The
runtime included 150 mobile network nodes, with each node having 12 cores

and 128 GB of memory (2.30 GHz frequency).

RTE paradigm(s) The following are the approached empirical scenarios to capture the average
standard deviation in the throughput of the DT services based on the DT
service classification identified in Chapter 7.2.

e Scenario 1: No presence of DT services.

e Scenario 2: DT services deployment after enabling reconfiguration
capabilities, resource utility capabilities, and operational response
capabilities.

e Scenario 3: DT services deployment after enabling proactive
enablement capabilities and all the other DT services deployed in

scenario two.
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e Scenario 4: DT services deployed after enabling subscriber
capabilities, information distribution capabilities, deployment and
migration capabilities, and the capabilities enabled under scenarios
two and three.

e Scenario 5: DT services deployed after enabling user access
capabilities, DT services’ control capabilities, user interaction
capabilities, and regulation management capabilities, along with all

the capabilities enabled under scenario four.

Production

deployment

64 DT services out of 80 DT services were dependent on the services offered
by the loT device vendors, heterogeneous cloud, and the MEC. The
experiment captured the average standard deviation of throughput of DT
services in the enablement of DTs’ capabilities for each of the five scenarios

in the increment of the 10 DT services.

Results and

conclusions

The average standard deviation of throughput increases gradually for scenario
two from the production deployment of 10 DT services to the 64 DT services.
However, the average standard deviation of throughput is stable for scenario
five after minor fluctuations due to the increased dependencies between the
DT services. It indicates that DT services take advantage of the auto-scaling

capabilities offered by the heterogeneous clouds.

APPENDIX B.2

APPENDIX B.2 presents the average standard deviation in throughput for the
identified scenarios, service level agreement violations for the number of
concurrent DT services for scenario three to scenario five, and the response

latency for scenario one to scenario three.

Table 10: Average standard deviation in throughput: Evaluation properties

9.3 PW11: Degree of divergence and compliance-aware DT services governance index

The degree of divergence (DoD) evaluates the DT service classification based on compliance-aware DT

services presented in Chapter 7.3. The DoD indicates the diversification required in the business rules,

policies, and controls associated with the DT services. The compliance-aware DT services governance

index (CDGI) evaluates the correctness of utilizing the DT services version, ability to prohibit compliance

87




violations, adherence to service level agreements, and responsiveness of the BP activities due to
compliance-aware DT services during the updates or introduction of the compliances, regulatory
requirements, and industry standards. The following Table 11 provides the evaluation properties for

assessing the DoD and CDGI, whereas APPENDIX B.3 details the computing paradigms and results.

Evaluation properties Description

Purpose The DoD and CDGI assess the effectiveness of the RTE’s service classification
and policy engine component, described in Chapter 2.6, in association with
the RTE’s service element and appliance operations manager component
(Chapter 2.7). The RTE’s service administration and configuration manager
(Chapter 2.8) manages and updates the DT services' compliances, regulatory

requirements, and industry standards.

Characteristics of The DoD is computed based on the compliance-aware DT services, BP

evaluation activities utilizing these DT services, the rules associated with the DT services,
the number of compliances, and the conflicts between the multiple
compliances against the BPs. However, the following are the primary concerns
incorporated to formulate the CDGI since it is focused on operational aspects
of the compliance-aware DT services.

e Diversification of compliance requirements in DT services (DCRD).

e The latest version of compliance-aware DT services utilization (LDSU).

e Prohibit violations to compliances in DT services (PVCD).

e Adherence to RTE's service level agreements (ASLA).

e Responsiveness of BP activities to compliance-aware DT services

(RBPA).

Industry vertical The federal energy regulation commission (FERC) [75] for the smart grid-
enabled retail energy’s regulations with the payment card industry - data
security standard (PCI-DSS) [110] and statement on standards for attestation

engagements 16 (SSAE 16) [111] for reporting were utilized for the evaluation.

RTE paradigm(s) The evaluation utilized 7 BPs and 326 existing DT services for the smart grid

meter quotation, installation, and activation.
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Production

deployment

The experimentation performed eight production deployment iterations to
evolve 62 BP activities gradually and 64 DT services to capture the DoD and

CDGl.

Results and

conclusions

The experiment recorded An average of 13% improvements in the DoD.
However, the DoD increases significantly during early iterations since DT
services include many of the compliances at the early stages of the production

deployment.

The CDGI increases over the production deployment iterations due to
introducing compliance requirements to the DT services within pace.
Essentially, it indicates that the greater the number of compliance-aware DT
services and their utilization, the greater the level of divergence in the RTE

architecture. However, it is vulnerable to consistency and extendibility.

Contrarily, the multiple compliances under the single DT service increase the
additional level of service level agreements' associations to the single DT
service. It, in turn, increases the complexities of RTE architecture. RTE
architecture must decide a trade-off during the correlations between

compliance requirements, BP activities, DT services, and rules (or policies).

APPENDIX B.3

APPENDIX.B.3 provides the BPs utilized for the experiment, the computation
of the DoD and CDGl in each production deployment iteration, the resulting
statistics of DoD and CDGI for each DT service classification based on the
compliance-aware DT services, and overall RTE in the eight production

deployment iterations, and the outcome of the experiment.

Table 11: Degree of divergence and compliance-aware DT service governance index: Evaluation

properties
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CHAPTER 10.

OVERALL CONCLUSION

Despite recent advancements and available methodologies, real-time enterprises (RTE) face significant
challenges in incorporating DTs before realizing the need to establish or update DBOs. The RTEs evolved
by integrating, updating, and evolving DTs and BPs. The primary contributions of this research are to
introduce RTE architecture, RTE operational governance framework, digital service classification schemes,
and methodologies to continuously measure and improve the RTE architecture while keeping pace with

the DTs.

The incremental risk modeling framework provides the way to capture uncertainties due to the
introduction of DTs and actions to mitigate them in association with DBO. The generic incremental risk
modeling framework allows various businesses to analyze, evaluate, and predict pervasive scenarios. It
captures the structure and communication between the RTE participants to the identified DBOs and BPs.
The primary concerns addressed are articulating DT services' impact on business operations, including
inventions, pricing models, and marketing strategies. The methodology to determine types of scenarios
assists RTEs by investigating external and internal interventions to manage DBOs efficiently. The RTE
architecture framework provides instrumental actions in conjunction with the RTE operational
governance framework and incremental risk modeling framework. It evolves the RTE architecture based
on rational problem solving to manage incremental risks associated with DTs in correspondence to the

BPs. The research work resolves the following primary challenges.

Continuously evolving RTE architecture: The ubiquitous RTE architecture articulated in Figure 3 provides
a rationalized approach to establishing, integrating, updating, and monitoring the relationship between
DT and BPs in the form of DBOs. The evolving characteristics of RTE architecture are streamlined based
on the type of emerging technologies required or advanced, BPs and BP activities, and DBOs and
incremental risks associated with them. The RTE operational governance framework provides the
approach to streamline the advancement of DBOs in runtime as the inherent capability of RTE architecture
orchestration and correlation engine's service model component. The degree of coverage (DoC)
continuously identifies the number of BPs of the RTEs associated with the DT services. It provides the

measurement of the RTE's pace to introduce DTs to existing BP activities.
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Defining and deriving the DT services: The RTE architecture framework introduces the digital service
layer. The responsibility of the digital service layer provides the means of modeling the services that
leverage DTs in association with the RTE's BPs to constitute the DBOs. It encapsulates the paradigms of
DTs, including but not limited to DT capabilities, policies, and resources utilized by DT services based on
the RTE participant activities. The digital service layer is extendable to introduce more elements and
paradigms to either introduce or update the DT services described in each experiment. The viscosity (n)
of DT service defined in published work PW2 provides the measure of business requirements associating
the enterprise data entities and corresponding paradigms with the DT services in the form of the data

services.

Real-time decisions capabilities: The policy provisioning lifecycle identified in Figure 4 provides an RTE
architecture service classification based on the decision criteria embedded in the RTE policies. It gives
real-time decisions to RTEs utilizing policies associated with DT services by contextual monitoring in real-
time. The policies are derivations of the incremental risks associated with DBOs. The incremental risk
modeling framework illustrated in published work PW4 encounters the uncertainties, assumptions, or

estimated data deficiencies to operationalize the DT services.

The RTE architecture's service administration and configuration manager executes the specified risk
model and computes the risks in real-time for the DT service based on the identified associations by the
service association and management. The published work PW4 indicates that the severity of the
incremental risks associated with DBOs, and the overall goal of the DT service instantiates the need to
introduce or update the policies. The hierarchy of decisions and rules has evolved in policies advocating
the identified incremental risks. The results indicate that the weighing and percentile of incremental risk
measure the probability of risks during the gradual introduction or updating of DT services to the RTE

architecture framework.

DT service composition: The DT services are modeled and constituted within the digital service layer of
the RTE architecture framework. However, the dynamic orchestration of the DT services performed within
the orchestration and correlation engine of the RTE architecture is based on the context of DT
functionalities provided by the digital service layer to the DT service model. The orchestration and

correlation engine retains the structure of the composite services in the form of DT services and a
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corresponding diversified set of metadata derived at the granular levels of services. The degree of
fragmentation (DoF) identified in the published work PW10 evaluates and standardizes the RTE
architecture in the correlation with DT paradigms based on the definition and classification of DT services.
The incremental rate of the degree of fragmentation for DT services provides the measurement of RTE

architecture stability in the advancement of DTs.

Manual intervention to the BPs: The service element and appliance operations manager component of
the RTE architecture framework provisions the automation of BPs. The digital BP automation engine of
the service element and appliance operations manager component presented in Figure 3 determines the
level of automation provided with the DT services. It ensures the manual intervention necessary to
perform the DBOs. The DT service maintainability index (DSMI) derived in the published work PW6
measures the ability of the RTE to maintain the DT services to account for the digital activities of the
diversified types of participants. These digital activities are manual interventions by the diversified types
of participants across the RTE ecosystem. It continuously evaluates the level of interactions necessary and
whether the DT services remain maintainable in the advancing BOs. It considers the BPs, BP activities,
consistency, and service level agreements to evaluate the maintainability of DT services in the presence

of digital activities performed by the RTE's participants.

Deploying and changing DT services in real-time: The service administration and configuration manager
component of the RTE architecture is responsible for introducing, managing, monitoring, and deprecating
services in real-time. It manages the service lifecycle by performing service recognition, identification, and
discovery. The RTE ecosystem can leverage newly introduced DTs. Changes to the composite level DT
services are versioned and maintained due to the new or updated granular DT services. The inductivity (L)
presented in published work PW3 of RTE architecture measures changes performed to mitigate the
incremental risks during the deployment of newly introduced or updated DT services.

He RTE

End-to-End DT service provisioning: The DBOs manager component of the RTE architecture establishes
the structured DBO models. The structure of the DBO model consistently evolves RTE architecture in the
end-to-end perspective of the DT services in correlations with BPs. These DBO models manage the end-
to-end DT service provisioning across the RTE. The average standard deviation in throughput was
measured gradually by enabling DT services in the different scenarios of the end-to-end capabilities

offered by the DT services in the vicinity of the RTE architecture, as illustrated in the published work PW1.
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Despite the rationalization of the RTE architecture framework and streamlining of the evolving
characteristics of DTs in terms of DT services and BPs, the impact of innovation and disruption in DTs on
the RTE and businesses remains unpredictable. The following are the open issues to be considered within
RTE architecture.

e Every RTE is different in characteristics, and the RTE architecture leveraging DBO has not yet
become a global standard. If the level of automation in the DBOs is incorrect, then the RTE
architecture and corresponding operational governance can be vulnerable to manipulations to
evolve the DBOs.

e Usually, the novel DTs' compliances, regulations, and standards are introduced after utilization of
the DTs and recognition of the advantages offered by the DT services. The early adaptors and
implementation of the DBOs to the RTE architecture framework may be susceptible to violations
and corresponding legal consequences. The impact and changes due to newly introduced
compliances remain unknown and unpredictable. The mechanism needs to be developed to
either recognize the upcoming compliances or limit the conditional execution of unauthorized
DBOs.

e Itis evident that the stakeholders, including the consumers and suppliers, cannot adapt the DTs
and corresponding DT capabilities. It is anticipated that the RTE architecture needs to work with
both types of participants, that is, participants eager to accelerate the operations utilizing DTs and

participants accustomed to the traditional way of performing operations.

The future direction is to explore the subclassification of the identified categories of DT service
classification in a large-scale automation initiative. Typically, the connected RTE ecosystem involves the
cross-utilization of multiple DTs and corresponding DT services between multiple RTEs and the same
participants with multiple roles. The subsequent aspect is to generate subclassifications based on the
overlapping characteristics of the various RTEs and the corresponding roles of the RTEs' participants. For
instance, the smart city ecosystem includes interconnectivity between smart traffic control systems,
emergency response service providers, and smart hospitals during roadside accidents or events. It
requires a granular level of classifications to identify the precise impact of the DTs on each of the involved
industry verticals since they are interdependent during globalization. The regulatory requirements are

evolving based on the advanced automation and interconnections across multiple industry sectors. The
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multiple standardization bodies are coming together to introduce regulations for the cross-utilization of

DTs.
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APPENDIX A: RTE architecture’s experiments and results

APPENDIX A.1: PW4: Percentile of incremental risks (PEIR)

The experimental evaluation of PEIR included six diversified BPs and 62 DBOs, as indicated in published

work PW4). The DBOs are associated with one or more of the BPs identified below.

BP# 1: Online customer enrollment. The registration and account validation are examples of DBOs
inheriting BP# 1.

BP# 2: Manage customer information, inquiry, and history. Customer payment history is the type of DBO
within the arsenal of this BP.

BP# 3: Manage purchase orders. Addition, removal, and updating the item from a purchase order
constitute BP #2's DBOs.

BP# 4: Online billing and invoicing. Generating invoices is an example of the DBO of BP# 3.

BP# 5: Payment processing and account receivable. The bank's credit card payment processing is the most
prominent DBO for BP# 5.

BP# 6: Online notification and acceptance of terms. Updating payment terms is the DBO that can utilize

this BP.

The incremental risks (IRs) are used to attempt to compute the worst-case scenario for the identified
timeframe. The production deployment iterations are typically set for four weeks to capture and iterate
the DBOs and update the associated IRs. Severity levels are assigned to each identified IR. Although the
RTE can define their levels and interpretation of severity levels (ISL), the four levels of IR severity were
utilized during the evaluation. They are listed below.

e ISL1 (critical): When the IR is anticipated to be critical and interrupts continuity in day-to-day
business, it is assigned with an ISL1 severity level. The assigned value for ISL1 is at the highest
level, that is, ISLV1 =1, since it signifies disruption of the DBOs. It implies that the BP may fail and
cannot recover the impairment due to the failure. It will directly impact the various stakeholders
associated with DBO.

e ISL2 (high): If the backend operational level failure occurs due to connectivity or resource

unavailability, the IR is assigned to the ISL2 severity level. The assigned value for ISL2 is relatively
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lower than the ISL1 level to the DBOs, that is, ISLV2 = 0.7 since the RTE can still recover revenue
due to manual support or corrective actions.

ISL3 (medium): If the IR is determined to violate one or more specified service level agreements,
itis assigned with the ISL3 severity level. The ISL3 is 60% lower in impact than ISL1. Itis the reason
he assigned value to ISL3 is 0.4, that is, ISLV = 0.4. The IRs associated with ISL3 are fully recoverable
without manual intervention, and stakeholders can continue utilizing DT services with minimal
interruptions.

ISL4 (low): The customer or vendor anticipates a minor request for an additional feature or add-
on capability from the DBO, then the IR is assigned with the ISL4 severity level. IRs associated with
ISL4 do not cause any significant challenges. However, it requires correction in subsequent
advancements of the corresponding DBOs. The incremental risk associated with ISL4 is assigned

the value of 0.2 since the impact is much lower than ISL1 (80% lower); ISL4 = 0.2.

The average weighing AW<IR category> in Equation 1 represents the average severity of all the IRs of the

specific category of IR specified in Chapter 5. The following are the terminologies utilized to formulate

Equation 1.

ISLV<i> represents the finite value of the severity level “i” for the specific IR category.

#IR<i><IR category>: It is the number of IRs identified for the specific category with the severity
level “i” in the current production deployment iteration.

"n": The number of levels defined for the severity in the present iteration, ISL1 to ISL4. The (n =
4) for this evaluation.

#HIR<IR category>: The number of IRs identified for the specific category (5 categories described in

Chapter 5) in the current production deployment iteration.

" [ISLV<i>]x[#IR<i><IR category>]

AW <IR Category == #IR<IR category>

(1)

The PEIR for the specific IR category is dependent on the AW < IR category > and the number DBOs

impacted due to the particular category of incremental risk. For example, a security breach does not need

to occur on all online transactions due to the introduction of cloud migration. A security breach probability

is much lower than the probability of Big data analytics-specific risks. The PEIR provides the measure of

actual violations of the service level agreements based on the occurrence of the IR after deploying the
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particular set of DT services associated with the DBOs. If the DBOs include multiple IRs from the multiple
IR categories, they are considered for the corresponding IRs to provide accuracy in computing the PEIR.
Equation 2 represents the percentile of IR for each category of IR, that is, PEIR<IR Category>. The following
are the terminologies utilized for Equation 2.
e #DBO: The number of RTE’s DBOs in the current production deployment iteration.
e H#DBO <IR category>: The number of DBOs associated with the specific category of IRs in the
current production deployment iteration.
e #IRs: The number of IRs in the current production deployment iteration.
e HIR<IR category>: The number of IRs of the specific IR category in the current production
deployment iteration.
e AWKIR category>: The average weighing of the IRs computed using Equation 1 for the specific
category of IR in the current production deployment iteration.
e “p”: The number of IR category paradigms utilized to compute the PEIR. The value of p is three

since AW<IR Category>, IR<IR Category>, and DBO<IR Category> were utilized to compute PEIR.

(AW<IR category>x#IR<IR category>x#DBO<IR category>)Xx10P

PEIR < IR category > = #IRX#DBO

(2)

Figure 18 provides the PEIR for each IR category, and the number of DBOs deployed in each production

deployment iteration from iteration#1 to iteration# 8.
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Figure 18: PEIR<IR category> form the production deployment iteration# 1 to 8
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Table 12 represents the absolute values of PEIR captured for each category of the IR in the production
deployment iteration 9. The number of actual unique service level agreement (SLA) violation occurrences

due to identified IRs in the specific IR category is observed and specified in Table 12.

IR category paradigms
IR categor A i i
gory #IRs |#DBOs| AW | PEIR Ctusal_' ;’;‘:3:::1:: the
Technology Change Incremental Risk | 14 18 0.72 68 5
Communication Incremental Risk 4 7 0.375 3.9 0
Governance Incremental Risk 8 12 0.56 20.2 3
Competitiveness Incremental Risk 12 20 0.65 58.5 6
Consumerization Incremental Risk 5 5 0.48 4.5 1

Table 12: PEIR<IR category> in production deployment iteration# 9

APPENDIX A.2: PW5: Degree of coverage (DoC)

The Big data architecture pattern [84] was adopted as a potential DT for the RTE to measure the DoC.
Each production deployment iteration completes the phases to associate Big data architecture patterns
with BP activities. The BP activities are introduced or updated based on the necessary Big data
functionalities captured in the DT services. The mapping between the Big data architecture patterns and
BP activities determines the diversification behavior in the DBOs. The focus of the BP activities was actual
transactions and associated properties in utilizing analytical data. The most prominent example is the real-
time inspection of any potential fraud or compromised privacy during the online payment processing

based on the past transactions’ history and location of the transaction.

The severity levels have been assigned to each diversification introduced or updated to the DT services
associated with the DBOs. Although the RTEs can define their severity levels and interpretation of severity
levels, the following five levels of severity are defined to evaluate the DoC.

e Severity Level 1 (Critical): If diversification in DT service is anticipated to be critical and interrupts
continuity in day-to-day business, then it is categorized in severity level 1 (SL1). For instance, the
unavailability of the DT service providing functionality to retrieve the mission-critical data and
transaction history to perform and validate the transaction is at SL1. It has the highest level of the

finite value assigned, that is, severity level value 1 (SLV1) = 1, to indicate the level of criticality.
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Severity Level 2 (Major): If RTE expects one or more functional failures due to DT service, it is
considered severity level 2 (SL2). For example, anticipated error due to incorrect validation criteria
for the online transaction is an example of SL2. It has a lower impact than SL1. However, a
significant impact may allow inaccurate or erroneous online transactions. Typically, it is 20% less
severe than SL1. The severity level value 2 (SLV2) has been assigned with a finite value of 0.8 (SLV2
=0.8).

Severity Level 3 (Intermediate): When DT service is estimated to violate one or more service level
agreements, it has been assigned severity level 3 (SL3). An example of a service level agreement
is the real-time online transaction with an anticipated time to complete the authorization in 30
milliseconds. The SL3 is 40% less severe than SL1. The severity level value 3 (SLV3) has been
assigned with a finite value of 0.6 (SLV3 = 0.6).

Severity Level 4 (Minor): If there is an anticipation of a request for an additional feature or add-
on capability in the DT service, however, it is yet to be included, then DT service has been assigned
with severity level 4 (SL4). The most prominent example of SL4 is blocking the donation with the
online transaction during online shopping due to the undeployed capabilities offered by the
eCommerce platform. Typically, SL4-related issues are recoverable and 60% less severe than SL1.
The severity level value 4 (SLV4) has been assigned with a finite value of 0.4 (SLV4 = 0.4).
Severity Level 5 (Negligible): If the RTE expects to include a specific extension for the monitory
aspect of DT services, then it falls into severity level 5 (SL5). For instance, the inability to
instantiate the customer requires a survey to be filled out after the customer service call is
considered at SL5. It has practically minimal to no impact and is 80% less severe than the SL1. The

severity level value 5 (SLV5) has been assigned with a finite value of 0.2 (SLV5 = 0.2).

Equation 3 provides the formulae to compute AWOP<DT Service Classification>, the average weighing of

the changes to all the BP activities associated with the DBO for specific DT service classification presented

in Chapter 6.1. The following are the terminologies utilized to formulate the AWOP<DT Service

Classification>.

AWOP<DT Service Classification>: Average weighing of the changes to all the BP activities
associated with the DBO for specific DT service classification presented in Chapter 6.1.

#DBO: The number of times that the DBOs need to be either diversified or updated.
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e SLV<j>: The severity level associated with the DT service of the DBO under the specific DT service
category. If the multiple DT services are associated with the DBO, it is counted separately in the
equation.

SiPEOIsLY <j>]

AWOP < DT service category > = Py

(3)
Equation 4 provides the formulae to compute the AWFN<DT service category>, the average weighing of
the changes to DT service and its functionalities under the specific DT service category in the
consideration. The following are the terminologies utilized to formulate the AWFN<DT service category>.
o  AWFN<DT service category>: average weighing of the changes to DT service and its functionalities
under the specific DT service category in the consideration.
e #DFN represents the number of DT service functionalities that need to be either diversified or
updated.
e SLV<j>:The severity level associated with the DT service functionality under the specific DT service
category. If the multiple DT service’s functionalities are associated with the DBO, it is counted
separately.

THPFN [ v <i>]

AWFN < DT service category > = “DEN

(4)
In Equation 5, DoC<DT service category><lteration (N)> represents the DoC for a specific DT service
category in the current production deployment iteration (that is, N is 7 for the production deployment
iteration number 7). Essentially, each production deployment iteration has a dependency on the previous
iteration of updates and diversification in the DT services. DoC<DT service category><Iteration (N-1)>
represents the DoC computed in the previous iteration. The following are the terminologies utilized to
formulate the DoC<DT service category><Iteration (N)>. The DoC of the previous production deployment
iteration for the very first production deployment iteration is essentially 0.

e DoC<DT service category><Iteration (N)>: DoC for a specific DT service category in the current

production deployment iteration.
e DoC<DT service category><Iteration (N-1)>: The DoC computed in the previous production

deployment iteration.
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#FN: The number of DT service functionalities participating in the BP activities of a specific DT
service category.

#DFN: The number of diversified or newly introduced DT service functionalities.

#OP: The number of RTE operations that participate in the BP activities of the DT service category.
#DBO: The number of diversified or newly introduced digital business operations.

#DM: The number of dimension models that participate in the correlation between Big data
architecture patterns and BP activities of the DT service category.

#DDM: The number of DT service category diversified or newly introduced dimension models.
#BPA: The number of BP activities that participate in qualifying corresponding BP in the DT service
category.

#BDAP_BPA: The number of BP activities diversified, newly associated, or introduced to RTE for
the specific DT service functionality.

"p": The number of paradigms considered to evaluate the DoC in the presence of DTs. In this

experiment, the value of p = 4, that is, #BPA, #FN, #OP, and #DM.

DoC < DT service category >< Iteration(N) > =

DoC < DT service category >< Iteration(N — 1) >
+

<((#BD::£PA ) + (#:;PO) + (#:Fi\llv) + (#:DD:)) < DT service category >> X 10::_2 (5)

Table 13 represents the experimental data at the end of the DT service category's production deployment

iteration# 7. The following terminologies are utilized to represent the DoC.

o DoC(N): DoC<DT service category><Iteration (N)>.

o DOC(N-1): DoC<DT service category><Iteration (N-1)>.

DT service category ’;‘;’ZAP_ AWFN 75__’;6\)’ 22/ 7:: ; Z’DD[;\I/"Z DoC (N-1) | DoC (N)
(#BPA)

Reactive processes 10(55) |6 (11815) 3 6(68) | 3(18) | 242.2 280.85

Proactive processes |4 (42) |4 5(76) | 2 1(62) | 1(12) | 178.32 190.16

Predictive processes (8 (35) |2 (1542) 2 7(23) | 4(23) | 211.77 250.5

Conductive processes |2 (28) 6.5 2(34)| 0 0(23) | 0(6) 169.42 180.76
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#BDAP
. - #DFN | AW | #DBO | #DDM
DT service category |BPA AWFN (#FN) OP | (#OP) | (#DM) DoC (N-1) | DoC (N)
(#BPA)
Observatory 3(25) |2 3(38)| 0 | 0(12) | 0(19) | 153.61 160.55
processes
Cognitive processes |5(21) |4.5 5(38) |2 1(35) | 2(10) | 188.1 215.28
Operative processes |1 (45) |7 2(98) | 4 2(82) | 0(25) | 223.01 229.57
Associative processes |4 (26) |4 6(62) | 2 1(15) | 0(12) | 188.35 205.2
Average degree of coverage 194.35 214.11

Table 13: DoC computation in the production deployment iteration# 7

Figure 19 illustrates the progress of the DoC and the evolution of each identified DT service category from

the production deployment iteration 1 through production deployment iteration 7.
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Figure 19: DoC evaluation in the production deployment iterations # 1 to #7

APPENDIX A.3: PW2: Viscosity (n) of the DT services
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The BP activities associated with DT services use multiple data services in this experiment. Each data

service combines one or more data sets and functionalities performed to the data sets to measure the

viscosity (n). Logical data services are composed of multiple canonical and physical data services. For

instance, the account reconciliation data service is the logical data service utilizing account information

physical data service and general ledger entries as canonical data service. The viscosity of data services is

the ratio of a total number of physical and canonical data services against the corresponding number of

logical data services as DT services.

The computation of viscosity (n) is presented in Equation 6. The following terminologies are utilized to

formulate viscosity (n).

#LDS: The number of logical data services to compose the data services category.
#PDS: the number of physical data services (PDS) utilized within the logical data services (LDS).
#CDS: The number of canonical data services (CDS) used within the logical data services (LDS).

#C_PDS: The number of physical data services used by the canonical data services.

n = (THPS[#PDSi + #CDSi + #C_PDSi])/LDS (6)

The following represent logical data services (LDS) categories based on their characteristics to formulate

DT services.

RTE data entity management service: Data service manages the RTE's participant data entities.
Managing or updating customer account information is an example of an RTE data entity
management service.

Provisioning data service: Data service encapsulates data changes of the RTE application(s) and
introduces modes of operations for BPs. For example, the delivery mode determined for the
online order based on the customer's delivery address is a provisioning data service.
Relationship data service: Data service carrying information to specify and retain the relationship
between the entities of RTE. For instance, the data service managing the relationship between
the customer's account information and the online order instantiated by the customer is an
example of relationship data service.

Association data service: Data service placing and providing an association between inter or intra-
RTE data entities to the external participants such as vendors, suppliers, and customers of RTE.
The association of the RTE to the shipping company for order fulfillment is an example of an

association data service.
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e Governance data service: Data service specific to data quality, policies, security, and other
regulatory aspects of RTE. For instance, address verification and payment validation are

governance data services.

The composite DT services are developed in the form of APIs with multiple types of data services. The
degree of API coverage (DOAC) indicates the number of data services supported by the BP activities within
these APIs. The BP activities are associated with the BP and corresponding DBOs. The following are the
terminologies utilized to formulate the DOAC in Equation 7.

e #BA: The number of BP activities defined and placed within the BP for the specific data service
type. If the BP activity utilizes multiple data services, they are counted for each data service type
separately for the accuracy in computing DOAC.

e #DS: The number of data services utilized to accomplish the BP activity for the specific data service
type.

e #BP: The number of BPs using the APIs associated with the BP activities that fall under the specific
data service type.

e DS type: Identified data service types associated with the APIs to perform BP activities.

TRERIE i #Ds) )/#BAK]

DOAC < DS type > = pryas

(7)

The capabilities index (Cl) measures the amount of variation in the APIs relative to the limits of business
requirements during the advancements of BPs using DTs. The Cl is derived based on the Taguchi capability
index [85]. Taguchi Cl is the function of the specification limits, the process, and a provided target. In
Equation 8, the Cl considers the specification limit as presenting the level of alteration in business
requirements due to the updated or newly introduced data services for the specific data service type,
corresponding changes in the present deployment iteration, and variations in the BPs. The following are
the terminologies utilized to derive the Cl for the specific type of data services.
e B_USL: The upper bound limit of the number of business requirements.
e B _LSL: The lower bound number of alterations in business requirements to advance the BP
activities based on the introduction or update of the DTs.
e (B_USL-B_LSL) provides a finite number indicating allowable BP variations in the effect of APIs'
changes dedicated to data service type (or DT service type).

o "T" is the target state mean of the number of changes to data services during the current
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deployment iteration.

“woon,

. K”: The mean number of changes to data services.

e The actual variability of the data services is expressed as a standard deviation, o. Standard

deviation is computed for each deployment iteration relative to the variability of data services

captured during the previous deployment iteration.

e DS type: Identified data service types associated with the APIs to perform BP activities.

Cl < DS type >=

BySL—B;SL

601+ ((W—-T)/ 0)? (8)

Table 14 provides the experimental evaluation in an order management system where each data service

category is measured in Equation 6, Equation 7, and Equation 8. The 1.3 value of standard deviation o in

Table 14 represents the increased (or decreased) variability of 37.54% in the utilization of data services

compared to previous production deployment iterations. It represents the measures of each type of data

service.
Data Service Type (#DS) Viscosity (n) DOAC<DS type> CI<DS type>
c=13
RTE data entity management (23) 6 7.5 1.8
Provisioning (21) 7 8 1.33
Relationship (18) 8.5 4.33 0.83
Association (12) 3 6.5 2.05
Governance (15) 4 5.5 1.66

Table 14: The Viscosity (n), DOAC, and Cl of the data services

APPENDIX A.4: PW10: Degree of fragmentation (DoF)

The degree of fragmentation (DoF) is introduced to evaluate and standardize the RTE architecture

corresponding to the correlation between DT services and DT’s business paradigms, as indicated in

Chapter 6.3. The example DT’s business paradigms for the eCommerce industry are pricing, digital market

model, visualization, personalization, product ontologies, communication channel, and privacy. The

evaluation of DoF considers the use case of adding a supply-chain of healthcare monitoring accessory

products [86] to the existing eCommerce marketplace in this experiment. Correlation Impact Factor Grade

116




(CIFG) represents the criticality of the correlation between the DT’s business paradigm and the DT

services. The following describes the levels of CIGF.

Correlation impact factor grade level 1 (CIFG1): If the impact of DT’s business paradigm is very
high on the DT services, then the DT’s business paradigm for the specific DT service category is at
the CIFG level 1, that is, CIFG1. The most prominent example is the market model in the
eCommerce platform. The online offering of a new healthcare accessory that monitors multiple
conditions to the global marketplace changes the market model for the existing healthcare
accessories for individual conditions is an example of CIFG1. It has the highest level of the finite
value assigned as “10”, that is, CIFG1 = 10, to indicate the level of criticality.

Correlation impact factor grade level 2 (CIFG2): If 10T services are independently associated with
the DT’s business paradigm to meet the requirement of the RTE, then the specific DT’s business
paradigm isin CIFG2. The pricing paradigm based on the supplier's readiness and the baseline cost
of the healthcare product offerings is an example of CIFG2. The finite value assigned for the CIFG2
is "8" since it has a 20% lower impact than CIFG1.

Correlation impact factor grade level 3 (CIFG3): If DT services are collaborated to perform specific
market activity utilizing any digital channels for a particular DT’s business paradigm, it falls under
CIFG3. The personalization offered to the third-party product advertising on the eCommerce
platform is an excellent example of a CIFG 3. The designated finite value for CIFG3 is "5" since it
has a 50% lower impact than CIFG1.

Correlation impact factor grade level 4 (CIFG4): If the DT services have many external
dependencies, then the DT’s business paradigm is considered at CIFG4. For example, the
visualization offered to view the anticipated product inventory for the specific timeframe from
the manufacturers is categorized in the CIFG4. The finite value of the CIFG4 is "2" since it has an

80% lower impact than CIFG1.

Equation 9 represents the DT service correlation factorial (DCF) formulation for each DT service category

identified in Chapter 6.3.

#ED: The number of DT’s business paradigms as eCommerce dimension (ED), associated with the
specific DT service category.
#IED: The number of DT’s business paradigms, as eCommerce dimensions (IED), are impacted due

to the introduction or modification of DT services under the specific DT service category.
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#IED
DCF : = 2 _cre )
<DT service category> — HED

The following are the factors identified to derive a degree of fragmentation (DoF) for the supply chain of

the introduction of healthcare accessories to the eCommerce marketplace.

Market activities (MA): The market activities recognized by the eCommerce platform
eCommerce appliances (EA): The applications developed and utilized to formulate the end-to-end
eCommerce platform.

Composite loT services (loS): Composite DT services utilize granular DT services to perform
specific eCommerce functionality.

Entities associated with |oT or DT services (EIS): EIS represents the data entities of information
associated with the DT services to perform the specific eCommerce functionality.

loT service (or DT service) dependencies to external participants of eCommerce platform (IDX):
The action to be performed by the external participants to complete specific eCommerce

functionality.

Equation 10 presents the computation of the DoF for the specific DT service category during the current

production deployment iteration of the RTE architecture.

_ [tMA+tEA+tIoS+tEIoS+tIDX]|x10t~2
D0F<DT service category> — DCF<DT service category> t (10)

"t" represents the number of criteria considered to quantify the measures of the degree of
fragmentation. In this case, the value of "t" is "5", the five paradigms listed above.

tMA: It is the ratio of impacted or introduced market activities due to the loT services of the
specific DT service category over the total number of market activities associated with the specific
DT service category.

tEA: It is the ratio of impacted or introduced eCommerce appliances due to the loT services of the
specific DT service category over the total number of loT services associated with the specific DT
service category.

tloS: The ratio of impacted or introduced IoT services of the specific DT service category over the

total number of IoT services associated with the specific DT service category.
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e tEloS: The ratio of impacted or introduced data entities due to the loT services of the specific DT
service category over the total number of data entities associated with the specific DT service
category.

e tIDX: It is the ratio of impacted or introduced external dependencies due to the DT service
category's internet-of-things services (#1IDX) over the total number of external dependencies of

the DT service category.

During the computation, if the market activity, eCommerce appliance, data entity, and loT service
dependency are impacted or introduced for the multiple DT service categories, they are considered
separately for each DoF<DT service category> in the RTE. The RTE's DoF is computed as a DoF average for
all the identified DT service categories, as indicated in Table 15. Table 15 represents the DoF for the sixth

production deployment iteration of the RTE based on Equation 10.

DT service DCF <DT service paraqies to Eraliat Dor DoF <DT service
classification e e tMA tEA tloS | tEloS | tIDX
classification> category>
Synergistic 0.3 0.02 0.1 0.02 | 0.03 | 0.03 12
Cooperative 0.5 0.2 0.14 | 0.15 | 0.04 | 0.025 55.5
Conflictive 0.15 0.15 0.035 | 0.2 0.02 0.1 15.15
Cognitive 0.2 0.2 0.15 | 0.18 | 0.05 | 0.01 23.6
Conductive 0.7 0.1 0.2 0.08 | 0.028 0 57.12
Governing 0.15 0.01 0 0.1 | 0.015| 0.05 5.25
RTE’s Degree of Fragmentation (DoF) 28.10

Table 15: DoF during the sixth production deployment iteration

Figure 20 presents the DoF of each DT service category from the production deployment iteration 1 to

iteration 6.
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Figure 20: DoF evaluation in the production deployment iteration# 1 to #6

APPENDIX A.5: PW6: DT services maintainability index (DSMI)

The thrust of evaluating the DT service maintainability index is to derive the relationship between the BP
activities and DT services to perform and provide actions to the specific set of digital activities. For
instance, DT services must complete customer validation before acknowledging the successful
registration to the eCommerce platform; else, it introduces the risk of unauthorized access to the

customer account. The following are the BPs selected for the experiment.

BP# 1: Customer enrollment and registration. The BP is to enroll new customers or register existing
customers to the eCommerce platform. The customer validation and account creation BP activities are
part of this BP.

BP# 2: Manage customer information, inquiry, and history. The BP manages the customer information. It
has various access levels, including the customer, call center agent, and administration, to update and

retrieve the customer information for different purposes.
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BP# 3: Purchase order management. The BP is to manage the purchase order. It includes selecting the
items, online shopping cart management, and the checkout process for the eCommerce platform
customer.

BP# 4: Payment processing and account receivables. The BP is for the payment processing, shipping,
vendor management, and account receivable.

BP# 5: Invoicing. It is the BP of managing invoices and returning procedures of the already purchased
items.

BP# 6: Notification and acceptance of terms. The BP includes notification and acceptance of the terms for
compliance reasons to access the online capabilities of the eCommerce platform. The RTE can configure
the level of notifications for individual customers based on the customers' preferences. For example, RTE
administration can set order delivery notifications to either customer’s email address or mobile
messaging.

BP# 7: Account management. The customer can manage the account through this BP. The RTE
administrator and the customer can upgrade to the premium services. The authorized user can change

other customers’ profile information through this BP. For example, the address change for the customer.

The velocity (V) of the RTE represents the rapid changes and updates necessary to achieve the BP
requirements. Updating or introducing DT services, granular level of DT service operations, BP activities,
or sublevel of the BPs can achieve the desired changes. Correspondingly, the velocity is based on four
types of ratios as specified below. The ratios represent the level of change necessary to achieve the goals
of BP requirements.

e DT services’ ratio (DSR): The DSR represents the number of DT services introduced to the RTE to
perform the DT activities over a total number of existing DT services.

e DT service operations' Ratio (OPR): The OPR represents the number of DT service operations
introduced to the RTE to perform the digital activities over a total number of existing DT services'
operations.

e BP activities’ ratio (AR): The AR represents the number of BP activities introduced to the RTE to
perform the digital activities over a total number of existing BP activities.

e Sublevel BPs’ ratio (SBR): The SBR represents the number of sublevel BPs introduced to the RTE

to perform the DT activities over a total number of existing sublevel BPs.
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_ 2#BPS mxDSR +1x OPR+ h XAR + ¢ XSBR

V
#BPs

(11)

The velocity evaluation presented in Equation 11 introduces the impact factor corresponding to each

ratio, that is, c (critical), h (high), m (medium), and | (low). The assigned values for the impact factors are

c=10,h=7,m=4,and | =2 to indicate finite value for the severity of update. The following describes the

levels of impact factor and their utilization.

c (critical): If the sublevel BP is introduced to meet specific compliance, regulation, or standard,
then it falls under the critical category. For example, payment information verification BP is the
sublevel BP since it has the highest impact on the customer's online purchasing experience. It is
the reason the BP sublevel introduction and modification has a critical impact factor, and it is
assigned the highest impact factor value, that is, 10.

h (high): The impact of introducing or updating the BP activity is higher than introducing the DT
services and DT service operations. However, the impact is lower than introducing the sublevel
BPs. For example, the BP activity to set up the payment notification has a lower impact than
payment verification BP. However, it has a higher impact than notifying the completion of a
transaction. Typically, these BP activities are 30% lower than the sublevel BPs. It is the reason;
that the high impact category has an assigned value of 7 (30% less than the critical category of the
impact).

m (medium): The impact of introducing or updating the DT services is higher than introducing
the DT services' operations. However, the impact is lower than introducing the BP activities. For
example, the DT service to send a reminder for the payment has a lower impact than setting up
the autopayment. However, higher impact than the call back function after sending the reminder
for the payment. Typically, the impact of DT services is 60% lower than the sublevel BPs, and it
has an assigned value of 4 (60% less than the critical category of the impact).

I (low): The impact of introducing or updating the DT services' operations is lower than
introducing DT services. It has the lowest level of changes and granular level of operations. For
example, acknowledgment of notification sent to the customer's mobile devices. Typically, the
impact of DT services' operations is 80% lower than the sublevel BPs, and it has an assigned value

of 2 (80% less than the critical category of the impact).

DT services' operations, DT services, BP activities, and sublevel BPs reused across multiple BPs are counted

for accuracy to evaluate velocity. Table 16 provides an implementation-based analysis and computed
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velocity of BP requirements' fourth production deployment iteration corresponding to the identified BPs

(as described above). The following are the acronyms utilized in Table 16.

#DTS: Total number of participants' DT services for the BP.

#OP: Accumulative number of DT services' operations involved.

#A: Total number of BP activities for the BP.

#SBP: Total number of sublevel BPs of the BP.

#ACS: Sum of new and updated DT services to the BP in the production deployment iteration 4.
#AOP: Sum of the new and updated number of DT services' operations introduced to the BP in
the production deployment iteration 4.

#AA: Sum of new and updated BP activities introduced to the BP in the production deployment
iteration 4.

#ASBP: Sum of new and updated sublevel BPs introduced to the BP in the production deployment

iteration 4.

There is no maximum limit set for the velocity (V). However, the current production deployment

iteration's velocity (V) score is considered the baseline for subsequent deployment iterations.

BP# #DTS #OP #A #SBP
(HACS) (#AOP) (#AA) (#ASBP)
1 7(0) 20(2) 8(1) 2(0)
2 12(3) 28(7) 15(0) 3(0)
3 18(4) 42(7) 22(2) 5(1)
4 8(2) 15(3) 15(2) 3(0)
5 5(1) 12(2) 10(1) 3(0)
6 3(0) 8(1) 7(0) 1(0)
7 9(2) 16(3) 14(1) 2(0)
V=152

Table 16: Velocity (V) of the RTE in the production deployment iteration# 4

The DT services maintainability index (DSMI) computes and continuously monitors the maintainability of

DT services. The paradigms to formulate the DT services maintainability index is described below for the

types of DT services.
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Business continuity (BUC): Business continuity determines whether the introduced or updated DT
services can continue the day-to-day business activities after the deployment (or iteration). The evaluation
criterion for the business continuity paradigm is to monitor the number of unique support tickets created
for the type of DT services in the context. For example, new customer registration provides errors due to
inaccuracies in validating customer account numbers or customer identification. The inverted ratio for
business continuity specific to DT services associated with the DT service type is derived below.

e #ST<DT service category>: Number of unique support tickets by the customers in the current

production deployment iteration for a specific DT service category.
e #DTS<DT service category>: Number of DT service deployers for the specific DT service category

in the current production deployment iteration.

IBUC < DT service category >
= (#ST < DT service category >/#DTS < DT service category >)

Operational risk (ORI): Operational risks evaluate the DT service level continuation of the RTE operations.
RTE traces the number of failures that occurred for the DT services in the production of the present
deployment iteration. A specific example is the change purchase order request specific DT service failed
due to unambiguous conditions within dedicated DT services. The inverted ratio for ORI specific to DT
services associated with the DT service type is derived below.

e #OF<DT service category>: Number of unique operational failures in the current production

deployment iteration for a specific DT service category.
o  #DTS<DT service category>: Number of DT service deployers for the specific DT service category

in the current production deployment iteration.

iORI < DT service category >
= (#0F < DT service category >/#DTS < DT service category >)

The ratio of operational risk is generated by comparing with the failures of the previous deployment

iteration. The DT services header contains the probability of failures, and it is automated to gain indicative

operational risk at runtime.
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Service level agreement factorization (SPR): Service level agreement factorization accumulates
scalability, reliability, and performance (SPR). The service level agreement is defined considering the
desired level of scalability, reliability, and performance anticipated for each DT service category. The SPR
is identified based on the number of violations by the category of DT services in the current production
deployment iteration. The four-second delay (when the service level agreement is set for three seconds)
in sending confirmation to the vendor for the specific product due to heavy traffic is an example of a
service level agreements violation. The inverted ratio for SPR specific to the set of DT services associated
with the DT service category is derived below.

e  H#SPR<DT service category>: The number of unique scalability, reliability, and performance-
specific service level agreement violations in the current production deployment iteration for a
specific DT service category.

e #DTS<DT service category>: Number of DT service deployers for the specific DT service category

in the current production deployment iteration.

iSPR < DT service category >
= (#SPR < DT service category >/#DTS < DT service category >)

Consistency (COS): RTE can evaluate consistency in many different aspects. The primary objective of this
criteria is to assess the scope of the DT service across multiple BP activities. Due to the BP requirements,
the specification of the DT service needs to incorporate high-level interactions with RTE data entities and
underneath events of BP activities. The consistency of DT service is being derived based on the number of
BP activities utilizing the specific type of DT services in consideration. The most prominent example is
order delivery confirmation, and status needs to send to customer, vendor, and account receivables. The
inverted ratio for consistency specific to the set of DT services associated with the DT service type is
derived below.

e  #BPA<DT service category>: Number of BP activities utilizing DT services in the current production

deployment iteration for a specific DT service category.
e #DTS<DT service category>: Number of DT service deployers for the specific DT service category

in the current production deployment iteration.

iCOS < DT service category >
= (#BPA < DT service category >/#DTS < DT service category >)
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Extendibility and continuous improvements (ECI): Extensibility and continuous improvement of the DT
services are evaluated based on customization required to accomplish BP requirements. The number of
additional custom modeling and implementation needed in the context of BP activity and the RTE data
entity. The primary objective is whether respective DT services can accommodate these customizations
within the dilemma of their dependencies with existing RTE data entities. For example, if the payment is
not received within six months, it needs to be sent for collection, and the vendor also needs to be notified.
It is an example of the extendibility of DT services associated with payment processing and account
receivable BP. The inverted ratio for extendibility and continuous improvement specific to the set of DT
services associated with the DT service type is derived below.

e  HABPAF<DT service category>: Number of alternate BP flows accustomed in DT services in the

current production deployment iteration for a specific DT service category.
e #DTS<DT service category>: Number of DT service deployers for the specific DT service category

in the current production deployment iteration.

IECI < DT service category >
= (#ABPAF < DT service category >/#DTS < DT service category >)

n": The number of DT service types identified in the RTE. It is 10 in this case, as indicated in Chapter 6.2
and published work PW6.

#Paradigms: The number of paradigms to impact the DT service maintainability index (DSMI) is 5, as

described above, that is, BUC, ORI, SPR, COS, and ECI.

The inverted DT service maintainability index (iDSMI) is computed based on Equation 12.

Y1iBUC + YTioRI + YTiSPR + sticos + YHiECI
n n n n n

iDSMI = (1 / DSMI) = (12)

#Paradigms

Table 17 below presents the DT service maintainability index computed in the production deployment

iteration 4 for the identified and deployed BPs.

126



Paradigm iBUC iORI iSPR iCOS iECI
DT service
category
(#DTS)
Competency (6) 0.33 0.83 0.5 0.5 0.67
Relationship (12) 0.25 0.67 0.5 1.5 0.5
Collaboration (4) 0.25 0 0.25 0.5 0.25
Common (7) 0.29 0.14 0.42 2 0.29
Framework (8) 0.5 0.25 0.75 0.5 0.38
Governance (6) 0.33 0.5 0.33 1.5 0.83
Organizational (7) 0.29 0.14 0.42 0.71 0.86
Strategic (7) 0.14 0 0.14 1 0.42
Conditional (5) 0.6 0.8 0.4 0.4 0.2
Automation (3) 0.33 0.67 1.67 0.67 2

DSMI (of the production deployment Iteration# 4) = 1.76

Table 17: DT service maintainability index (DSMI) in the production deployment iteration# 4

Figure 21 provides the progress of velocity (V) and DT service maintainability index (DSMI) through

production deployment iterations 1 to 4 for the identified 7 BPs deployed, advanced, and monitored.
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Figure 21: The Velocity (V) and the DSMI in the production deployment iterations 1 to 4
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APPENDIX A.6: PW8: Degree of process classification (DOPC)

The degree of process classification (DOPC) evaluates the RTE operational governance framework
corresponding to the correlation between the classification of processes and advancements in mobile
commerce operations. A pharmacy store’s supply chain use case is developed to illustrate the evolving
characteristics of DOPC. The evaluation included healthcare or mobile devices and DT services (including
mobile banking, social networking integration, and analytics) across existing mobile commerce operation
models utilizing the RTE operational governance framework for the pharmacy store’s customers. An
example of mobile commerce operations is payment processing through the secure payment gateway.
However, there are dimension factors associated with each mobile commerce operation. An appropriate
illustration of a dimensional factor is the security of payment information during payment processing. The
dimension factor represents dependency on DT’s advancements in mobile commerce, such as mobile
payment processing. Multiple mobile commerce operations can be associated with dimensional factors,
and vice versa is also possible. The mobile commerce operations are a participant of the BP activities. Each
BP activity is associated with RTE participants and service level agreements to ensure the performance of

mobile commerce operations.

Equation 13 represents the method to evaluate the DOPC for each DT service classification. Based on the
RTE processes based on the DT service categories identified in Chapter 6.4 and published work PW8.
Following are the interpretation of each term indicated to derive a DOPC for each RTE process
classification.

e rMCOM: The ratio of the impacted (or new) DBOs and the total number of DBOs corresponding
to the update or introduction of DT services of the specific DT service category for the RTE
processes.

e rDF is the ratio of the impacted (or new) dimension factors and the total number of dimensional
factors corresponding to the update or introduction of the DBOs for the specific DT service
category.

e rBA is the ratio of the impacted (or new) BP activities and the total number of BP activities
corresponding to the update or introduction of the DBOs for the specific DT service category.

e rRPT is the ratio of the impacted (or new) types of RTE participant roles and the total number of
RTE participant roles corresponding to the update or introduction of the DBOs for the specific DT

service category.
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e rSLAis the ratio of the impacted (or new) service level agreements and the total number of service
level agreements defined corresponding to the update or introduction of the DBOs for the specific
DT service category.

e "r'"is the number of paradigms to evaluate the degree of process classification for specific RTE

process classification (r = 5 for rMCOM, rDF, rBA, rRPT, and rSLA).

[rMCOM+1DF+rBA+rPT+rSLA]x10" 2
r

DOPC<pr service classification>= (13)

Equation 14 presents the approach to computing the DOPC of mobile commerce for the current
production deployment iteration. The "n" represents the total number of DT service classifications based
on the RTE processes (n = 8 as indicated in Chapter 6.4), and "I" is the level of the RTE process in the
hierarchy of RTE processes. The RTEs can derive levels of RTE processes based on a number of different
criteria. The four levels of RTE processes are defined for the experimental evaluation based on the order

of invocation of the DT services associated with the RTE process, as indicated in Chapter 6.4 Figure 12.

[z{;l DOPC;X 1/li ]

DOPC = (14)

Table 18 provides the degree of process classification for each RTE process classification and DOPC of the
mobile commerce ecosystem in production deployment iteration 7. At the end of iteration 7, mobile
commerce was operating under 75 mobile commerce-specific DBOs, 50-dimensional factors, 40 business

activities, 25 participant roles, and 90 service level agreements.

RTE process Paradigms to Evaluate DOPC

Classification rMCOM | rDF rBA rRPT rSLA DOPL: fRTI.:- Process
Classification>

Onboarding processes 0.027 0.02 |0.025 |0 0.044 | 23.2

Correlation processes 0.12 0.04 |0.125|0.08 |0.133 | 99.6

Management processes | 0.08 0.06 |0.05 |0.04 |0.089 | 638

Personalization 0.24 012 |02 024 0167 |193.4

processes

Activity divergence 0.04 0.04 | 025 |0.08 | 00556 |93.12

processes

Provisioning processes | 0.013 0.1 0.125 | 0.04 0.033 | 62.2
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RTE process Paradigms to Evaluate DOPC
Classification MCOM | rDF | rBA | rRPT | rsLA | DOPC <RTE Process
Classification>

Service qualitative 0.04 006 | 0075 008 |022 | 95
processes
Transaction level 0.08 008 |01 |012 |0167 | 109.4
processes

DOPC for mobile commerce 34.03

Table 18: DOPC in the production deployment iteration# 7

Figure 22 presents the progress of the DOPC from the production deployment iteration 1 to the

production deployment iteration 7 for each DT service classification based on RTE processes.
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Figure 22: DOPC of mobile commerce in the production deployment iterations # 1 to 7

APPENDIX A.7: PW7: Edge policy integrity gradient (ePIG)

Provisioning the RTE’s policies in the APIs or DT services is novel, and there is no standard way of
evaluating the effectiveness of the policy-based DT services. The edge policy integrity gradient (ePIG)

measures RTE architecture evolution based on the identified categories of DT services from the policy
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provisioning lifecycle phases in Chapter 2.6.1 Figure 4 and published work PW7. The use case of smart
healthcare implied the RTE architecture components and the policy provisioning lifecycle defined in
Chapter 2.6.1 to illustrate the ePIG. Chapter 6.5 and the published work PW7 describe DT services'

identified categories based on the RTE policies.

The policy impact level (PIL) is the terminology to formulate the impact of policy APIs (or DT services) at
each phase of the policy provisioning lifecycle (PPL). Policy impact level 1 corresponds to the policy
provisioning lifecycle phase I. If the policy APl impacts the already defined registration, formalization, and
standardization, then the policy API's impact level is at the highest policy impact level 1. Policy impact
level 2 is for the effect of policy API at policy provisioning lifecycle phase Il. Similarly, policy impact levels
3, 4, 5, and 6 were derived for the impact of policy application programming interfaces at policy
provisioning lifecycle phases Ill, IV, V, and VI, respectively. The finite policy impact level value (PILV) for
each policy impact level 1 through level 6 is assigned to impact policy provisioning lifecycle phases to

guantify the diversity of policy application programming interfaces.

e Policy impact level value 1 (PILV1) is associated with the policy impact level 1 and, in turn, with
the policy provisioning lifecycle (PPL) phase | described in Chapter 2.6.1 Figure 4. The highest
possible finite value associated with policy impact level 1 is 1.0 since it has the highest impact on
the RTE, PILV1 = 1.0. For instance, standardizing access to the network resource configuration
impacts the runtime system resource utilization and causes operational failures.

e Policy impact level value 2 (PILV2) is associated with the policy impact level 2 and, in turn, with
the policy provisioning lifecycle (PPL) phase Il described in Chapter 2.6.1 Figure 4. The finite value
associated with policy impact level 2 is 0.8, PILV2 = 0.8. Typically, resolving the dependencies
through application programming interfaces increases extendibility and introduces consistency
across RTE. It has 20% less impact over policy impact level 1.

e Policy impact level value 3 (PILV3) is associated with the policy impact level 3 and, in turn, with
the policy provisioning lifecycle (PPL) phase Il described in Chapter 2.6.1 Figure 4. The finite value
associated with policy impact level 3 is 0.6, PILV3 = 0.6. The interconnectivity paradigms are
defined in policy provisioning lifecycle phase lll. It has a higher impact on notification and
acknowledgment; however, lower impact than resolving the dependencies across the RTE

architecture through application programming interfaces.
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e Policy impact level value 4 (PILV4) is associated with the policy impact level 4 and, in turn, with
the policy provisioning lifecycle (PPL) phase IV described in Chapter 2.6.1 Figure 4. The finite value
associated with policy impact level 4 is 0.4, PILV4 = 0.4. The runtime changes to the policies are
accomplished in policy provisioning lifecycle Phase IV. It has 60% less impact than introducing the
policy application programming interfaces since essential standardization is already established
in policy provisioning lifecycle phase I.

e Policy impact level value 5 (PILV5) is associated with the policy impact level 5 and, in turn, with
the policy provisioning lifecycle (PPL) phase V described in Chapter 2.6.1 Figure 4. The finite value
associated with policy impact level 5 is 0.2, PILV5 = 0.2. The notifications are configurable through
policy application programming interfaces. It has a much lower impact (80% lower) than enforcing
regulatory requirements in policy provisioning lifecycle phase I.

e Policy impact level value 6 (PILV6) is associated with the policy impact level 6 and, in turn, with
the policy provisioning lifecycle (PPL) phase VI described in Chapter 2.6.1 Figure 4. The finite value
associated with policy impact level 1 is 0.1, PILV6 = 0.1. Automation has the lowest impact;
however, it brings consistency across policy application programming interfaces. It has 90% less
impact over standardization since RTE can use only automation efficiently after the

standardization.

Equation 15 provides the formulae to compute the average impact factor (IF<c >) of the updated or newly
introduced policies. #cPA represents the number of policies associated with the specific DT service
category required to be updated or introduced. Each policy can fall only into one DT service classification.
A single policy-based DT service can impact multiple policy provisioning lifecycle phases. In such cases,
the average is considered for computing the impact factor of the specific DT service category (IF<c>). For
instance, if a specific policy associated with the DT service category is impacting policy provisioning
lifecycle phase | and policy provisioning lifecycle phase IV, then ((PILV1 + PILV4)/2), that is, "0.7" in finite

value, is placed in Equation 15.

#cPA :
IF < ¢ > =2z PV )
#cPA

Equation 16 represents the method for evaluating the edge policy integrity gradient for each DT service
category (ePIG<c>) identified in Chapter 6.5. the variability of the RTE architecture for mobile edge

computing depends on the policies, DT services deployed as APIs, participant application under the RTE
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architecture components, dimensional factors of the RTE operational governance framework (Chapter 4),
and the service level agreements. The following five paradigms are considered to assess ePIG<c>.

e #PA s the number of policies associated with the specific DT service category.

e #cPAis the total number of either new or updated policies associated with the specific DT service
category.

e #APl is the total number of APIs (or DT services) in the current production deployment iteration
for the DT service category.

e #cAPI is the number of APIs (or DT services) either introduced or updated in the current
production deployment iteration for the DT service category.

e #CAisthe total number of participant applications in the current production deployment iteration
for the DT service category.

e #cCA is newly introduced or updated participant applications in the current production
deployment iteration for the DT service category.

e #DIM presents the total number of dimensional factors in the current production deployment
iteration for the DT service category.

e #cDIM is the number of dimensional factors introduced or updated in the current production
deployment iteration for the DT service category.

e #SLAisthe total number of service level agreements associated with the policies for the DT service
category in the current production deployment iteration.

e #cSLA is the number of service level agreements violated in the current production deployment
iteration associated with the policies associated with the DT service categories.

e "r" represents the number of paradigms to evaluate each DT service classification's edge policy
integrity gradient. The value of "r" is five since the above paradigms derive the ePIG, that is, #PA,

#API, #CA, #DIM, and #SLA.

IF<c>X(#PAX#APIX#CAX#DIMX#SLA)

ePIG <c>= -
H#CPAXH#CAPIX#CCAX#CcDIMX#cSLAX107~1

(16)

Based on Equation 16, if the policy is not updated or introduced for the specific DT service category, the
denominator in Equation 16 will not have any values for any of the paradigms. The ePIG for each DT service
category will be at its peak. Table 12 provides the values of all the paradigms specified in Equation 16 for

each identified DT service category (Chapter 6.4) in the production deployment iteration 8. At the
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production deployment Iteration 8, 70 policy-based DT services, 225 total DT services, 15 RTE participants,

12-dimension factors, and 145 service level agreements were recorded.

Paradigms to derive ePIG
Policy classification IF ePIG
<> #cPA | #cAPIl | H#cCA | #cDIM | #cSLA <>
Consumer privacy and
. 1 2 4 171.2
confidentiality policies 0-5 > 3 8
Dimensional subjectivity policies 0.45 2 5 1 3 8 77.08
Functional objectivity policies 0.65 3 6 2 3 3 82.47
Resource intensive policies 0.6 3 3 3 2 5 91.35
Constitutional policies 0.55 4 7 4 1 2 100.93
Operative policies 0.7 1 5 3 1 10 | 191.84
Coverage policies 0.4 2 3 4 2 3 114.19
Net.vxfork service’s connectivity 0.75 1 9 3 1 6 190.31
policies
ePIG of RTE 127.43

Table 19: ePIG of RTE in the production deployment iteration 8

Figure 23 presents the progress of the edge policy integrity gradient for each DT service category and the

overall edge policy integrity gradient of mobile edge computing from the production deployment iteration

1 to the production deployment iteration 8.
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Figure 23: Progression of ePIG in the production deployment iteration# 1 to 8
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APPENDIX B: RTE architecture’s scenario-based experiments and results

APPENDIX B.1: PW3: Inductivity (L) of the RTE scenarios

The inductivity (L) of the RTE architecture, identified in the published work PW3, provides the measure of
changes performed to mitigate the incremental risks during the introduction and updates of the DT
services. The DBOs and corresponding identified scenarios are associated with one or more of the

following BPs to practically evaluate the inductivity (L) of the RTE architecture.

BP# 1: Online customer enrollment. The registration and account validation DBOs utilize this BP.

BP# 2: Manage customer information, inquiry, and history. Customer payment history is the type of the
DBO utilizing this BP.

BP# 3: Manage purchase orders. Removing the item from a purchase order is an example of a DBO utilizing
this BP.

BP# 4: Delivery of product and service. Assigning a vendor to deliver a specific product is the DBO utilizing
this BP.

BP# 5: Manage inventory. Supplier removing a number of items from inventory after delivery is an
example of the DBO utilizing this BP.

BP# 6: Online billing and invoicing. Generating invoices is an example of the DBO utilizing this BP.

BP# 7: Payment processing and account receivable. The bank's credit card payment processing is a type
of the DBO utilizing this BP.

BP# 8: Online notification and acceptance of terms. Updating payment term is the DBO utilizing this BP.
BP# 9: Online support and resolution. Requesting a different address is an example of a DBO utilizing this

BP.

Scenarios attempt to compute the worst-case possibility considering all the participants of the RTE in the
provided timeframe. The production deployment iterations were typically set for 4 to 5 weeks to capture
and iterate scenario categories and associated incremental risks (IRs) using the incremental risk
governance framework. The empirical evaluation was completed in eight production deployment
iterations. The severity levels were assigned to each identified incremental risk. Although RTE can define
its severity levels and interpret the severity levels, the following five severity levels of incremental risks

were determined and utilized to assess the inductivity (L) of the RTE architecture.
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Incremental risk severity level 1 (catastrophic): If the incremental risk is anticipated to be critical
and interrupts continuity in the day-to-day business for the specific scenario's DBO, then it is
categorized under incremental risk severity level 1. It has the highest level of the value assigned.
The incremental risk severity level value (ISLV) 1 has set the finite value of 1 (ISLV1 = 1) to indicate
the highest criticality level.

Incremental risk severity level 2 (significant): If the operational level failure of the RTE’s DBO is
possible due to an incremental risk, it has been identified as incremental risk level 2. Usually, the
incremental risks associated with the scenario categorized under incremental risk severity level 2
are relatively less than those under incremental risk severity level 1. However, it has a significant
impact as it may allow erroneous transactions. Typically, it is 20% less severe than the incremental
risk severity level 1; incremental risk severity level value 2 (ISLV2) has been assigned with a finite
value of 0.8 (ISLV2 = 0.8).

Incremental risk severity level 3 (moderate): An incremental risk is estimated to violate one or
more specified service level agreements for the DBO of a specific scenario category. It is
categorized under incremental risk severity level 3. The incremental risk associated with the
scenario is usually 40% less severe than the incremental risk severity level 1; that is, severity level
value 3 (ISLV3) has been assigned with a finite value of 0.6 (ISLV3 = 0.6).

Incremental risk severity level 4 (low): If there is an anticipation of a request for an additional
feature or add-on capability for the DBO of a specific scenario category, then the risk associated
with the scenario is categorized in incremental risk severity level 4. Typically, it is recoverable and
usually 60% less severe than the incremental risk severity level 1; incremental risk severity level
value 4 (ISLV4) has been assigned with a finite value of 0.4 (ISLV4 = 0.4).

Incremental risk severity level 5 (negligible): If the particular extension has expected to include
monitory help for consumers within the DBO of a specific scenario category, it falls into
incremental risk severity level 5. It has practically minimal to no impact and is usually 80% less
severe than the incremental risk severity level 1; incremental risk severity level value 5 (ISLV5) has

been assigned with a finite value of 0.2 (ISLV5 = 0.2).

The average weighing for the category of scenario is computed based on the number of DBOs, the

corresponding number of incremental risks associated with the specific category of scenario, and the

severity level determined for the incremental risks. Equation 17 presents the average weighing (AW) of

the scenario category in consideration.
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"n" represents the number of levels defined for the severity in the present iteration (n = 5 for
ISLV1 to ISLV5).

#IR<sc> is the total number of incremental risks of the DBOs within the scenario category in the
current production deployment iteration.

#IR<sc><ISL> is the number of incremental risks that fall into the specific incremental severity
level in the context of the scenario category or <sc> for the current production deployment
iteration.

ISLV<sc> has an assigned value based on the level of the incremental risk severity for the specific

category of scenarios.

S [ISLV<i>]X[#IR<i><ISL>]
#IR<sc>

AW < sc >=

(17)

The inductivity of the DBOs associated with the specific category of scenarios (L<sc>) is identified in

Equation 18, providing an indicative number for the probability of scenario occurrences (for the specific

category). In Equation 18, the following is the terminology utilized to formulate the inductivity (L).

#DBO represents the total number of DBOs in the current production deployment iteration.
#BPs represent the total number of BPs in the current production deployment iteration.

#CAs are the total number of consumer applications in the current deployment iteration.

HEEs is the total number of RTE data entities in the current production deployment iteration.
#DBOs<sc> is the number of DBOs associated with the specific scenario category during the
current production deployment iteration.

#BPs<sc> is the number of BPs related to the particular scenario category during the current
production deployment iteration.

#CAs<sc> is the number of consumer applications associated with the specific scenario category
during the current production deployment iteration.

HEEs<sc> is the number of RTE entities related to the scenario category during the current
production deployment iteration.

"p" presents a number of paradigms in consideration (p = 4 for the paradigms DBO, BPs, CAs, and
EEs).

AW<sc> computed using Equation 17 for the specific category of scenario in the current

production deployment iteration.
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(AW<SC>X#DBO<SC>X#BPS<SC>X#CAS<SC>X#EES<sc>)x10P~1

L c>=
<sc> #DBOSX#BPSsX#CASX#EEs

(18)

Table 20 represents the L<sc> recording of the production deployment iteration 8 of the categories of
scenarios and associated DBOs. If the DBO participates in multiple scenario categories, they are
considered in both categories to provide accuracy while analyzing the impact. Similarly, if the same
incremental risks are present in the DBOs for a single scenario, it is considered various times to compute

the weighing of the scenario category.

Scenario category Scenario category paradigms
#IRs AW | #DBOs | #BPs #CAs HEEs L<sc>
Cognitive scenarios 12 0.6 18 5 7 10 18.93
Explorative scenarios 14 0.7 23 6 8 12 46.46
Predictive scenarios 18 0.65 20 7 9 16 65.65
Normative scenarios 10 0.48 14 9 9 8 21.82
Interceptive scenarios 8 0.56 10 7 5 15 14.73
Substantive scenarios 7 0.4 8 4 4 9 2.3
Procedural scenarios 9 0.34 12 6 7 13 11.16

Table 20: Inductivity (L) of scenario categories in the production deployment iteration# 8

Figure 24 provides the total number of DBOs in each deployment iteration and the inductivity of each
category of scenarios for the corresponding iterations. It is apparent from the presented analysis in Figure
24 that each category of scenarios has a different pace of inductivity (L) and respective probability of

incremental risks’ occurrence rate.
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Figure 24: The inductivity (L) in the production deployment iterations # 1 to 8

APPENDIX B.2: PW1: Average standard deviation in throughput

When mobile edge computing resources run over virtual infrastructures [106], adding flexible and scalable
resource management capabilities, it transforms into a heterogeneous cloud computing environment
[109]. The environment enables users to publish DT services, allowing data processing and storage to
move from the devices to a centralized computing platform in the heterogeneous cloud platform. Other
users accessed these DT services over the wireless connection based on a thin native client or web
browser. Essentially, it is an infrastructure where the DT services, data storage, and data processing occur

outside the devices.

A fundamental problem is the complete delegation of the DT services and corresponding heterogeneous
cloud users that require autonomous intelligence from clients to the heterogeneous cloud. The
heterogeneity of the clouds, nature of knowledge generated, and heterogeneity of data processing are
the inherent concerns of any RTE. It is viewed as a computational grid consisting of many DT services

generating cognitive information-base for processing.
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DT services can carry out specific tasks for a set of DT services. They have a degree of intelligence that
permits RTE to perform part of their task autonomously. To evaluate the implications of the scenarios
derived based on DT service capability utilization, an integrated heterogeneous cloud environment for
smart manufacturing is implemented during experimentation in the published work PW1. Diversifications
in heterogeneous clouds are primarily focused on manufacturing supply-chain management and industrial
loT cloud based on the identified DT service capability utilization categories in Chapter 7.2. It consists of

150 nodes, with each node having 12 cores and 128 GB of memory (2.30 GHz frequency).
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Figure 25: Response latency and number of DT services

The first level of feature capabilities to enable or disable a set of 10T APIs (as DT services) is introduced for
evaluating the impact of resource reconfiguration capability, resource utility capability, operational
response capability, and proactive enablement of DT services capabilities. The RTE measures the DT
services’ response latencies during integrating loT APIs (as DT services) between the system resources
through abstracting Microservices [112]. Additionally, the access latency captured from the mobile edge
computing communication channels for all three scenarios considering resource access over the

heterogeneous cloud. The following are the approached scenarios.
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e Scenario 1: No presence of DT services.

e Scenario 2: Enabling DT services developed and deployed to provide reconfiguration, resource
utility, and operational response capabilities.

e Scenario 3: Enabling DT services developed and deployed to provide proactive capabilities with

all the other DT services developed and deployed in scenario 2.

The response latency reduces as DT services develop and deploy for resource utility capabilities. The
response latency has a higher rejection rate as more loT APIs were introduced in the form of DT services.
In scenario 2, it starts at a 16 % reduction in response. However, it was at a 25% reduction when all the
loT APIs were introduced to the RTE. It further improves the result by 10% to 20% depending on the

dependencies between resources in scenario 3.

Another assessment was performed to evaluate the concurrent loT APIs (DT services) and corresponding
violations of service level agreements. The following are the service level agreements considered to
capture the service level agreement violations due to concurrent loT APls in the mobile edge computing

e Accessibility of the DT services (or loT devices).

e Response time of the DT services.

e Availability of the DT services.

e Quality of the DT services.

e Quantity of the information received through the DT services.

Adapting the same set of paradigms described in scenario 3, RTE recorded the service level agreement
violations for running loT APIs concurrently. Scenario 4 evaluates the impact of DT services developed and
deployed to introduce DT service subscriber capability, information distribution capability, deployment
and migration capability, and the DT services deployed in scenario two and scenario 3. Scenario 5 includes
DT services developed and deployed to provide user access capability, DT service control capability, user
interaction capability, and DT service regulation management capability.
e Scenario 4: Enabling DT services developed and deployed to introduce subscriber capabilities,
information distribution capabilities, deployment and migration capabilities, and DT services

deployed in scenarios 2 and 3.
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e Scenario 5: Enabling DT services developed and deployed to provide user access capabilities, DT
services’ control capabilities, user interaction capabilities, and regulation management

capabilities, along with all the DT services deployed in scenario 4.

Figure 26 presents the recorded statistics of the service level agreement violations in the specified

scenarios under the same external influences and internal bindings within the mobile edge computing.
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Figure 26: The service level agreement violations and number of concurrent DT services

As the number of concurrent DT services increases, the service level agreement violations also increase.

After introducing the DT service subscriber capability, information distribution capability, and deployment
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and migration capability, the service level agreement violations decrease by 15%. The reduction in the
service level agreement violations is uniform. However, during scenario 5, there is a significant reduction
in the service level agreement violations as the concurrent DT services increase. It begins with a 14%
decrease in service level agreement violations over scenario four and ends with a 27% during the
maximum number of possible DT services in concurrency. The resource utilization at all the three
distinguished levels of service level agreements is predictable based on the anticipated runtime

concurrency of DT services.

Eventually, the average standard deviation in throughput is measured gradually by enabling DT services
in scenarios 2 to 5. 64 DT services depend on the action plan associated with the DBOs, as indicated in
Figure 27. The average standard deviation in throughput increases gradually for scenario 2. However, it
becomes stable for scenario five after a minor level of fluctuations due to increased dependencies. It

indicates that DT services introduce auto-scaling capabilities.
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Figure 27: The average standard deviation in throughput and DT services
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APPENDIX B.3: PW11: Degree of divergence (DoD) and compliance-aware DT services governance index
(CDGI)

RTEs can support multiple lines of products and services that can also generate conflicts in compliances

due to the standards and regulations requirements for each line of product or service. For instance, the
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health insurance portability and accountability act (HIPAA) [61] and payment card industry — data security
standard (PCI-DSS) [121] have different sets of compliance requirements. Government committees
intended the HIPAA to protect citizen data for the healthcare industry. The private sector developed the
PCI-DSS to reduce fraud-related costs regarding card data loss. The HIPAA restricts healthcare insurance
providers from disclosing the customer's personal information, including the bank account number and
national identification number. RTE offering health insurance and payment services (or payment towards
reward programs) needs to recognize and manage the privacy aspects of both the compliances
separately. The degree of divergence (DoD) and compliance-aware DT service governance index (CDGI)
assesses the effectiveness of the RTEs in managing and updating the compliances, regulatory
requirements, and the industry standards within the DT services in the multitude of existing and upcoming

standards and regulatory specifications.

The experimental evaluation includes retail energy sectors required to utilize the federal energy
regulation commission (FERC) [75] for the smart grid with the payment card industry regulations - data
security standard (PCI-DSS) [110] and statement on standards for attestation engagements 16 (SSAE 16)
[111] for the reporting. The assessment included eight iterations of the development, updates, and
deployment conducted for the following 7 BPs. The average duration of each deployment iteration is 4 to
5 weeks. The BP activities and DT services are derived based on the identified regulations and compliance

requirements.

BP# 1: Smart grid meter quotation, installation, and activation

BP# 2: Manage consumer account for smart grid meter information, inquiry, and history
BP# 3: Billing and invoicing to the consumer

BP# 4: Payment processing and account receivables

BP# 5: Real-time monitoring and provisioning of smart grid meters

BP# 6: Notification and reporting of smart grid meter activities

BP# 7: Outage and restoration of smart grid meters

Equation 19 represents the scorecard to measure the DoD in the business rules that are incorporated in
the DT services. The goal of scoring the DoD is to identify the level of diversification required for DT
services to accommodate new or updated compliances and regulatory requirements. The DT services can

inherit conflicts in compliances due to the standards and regulations requirements for each product or
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service line. For instance, the privacy regulations to protect FERC's customer data [75] differ from the PCI-
DSS standard [110] since PCI-DSS needs to monitor customers’ payment information for any fraudulent
activities proactively. Each standard is specifically designed for different types of information. RTE offering
retail energy and payment services needs to recognize and separately manage the privacy aspects of both
the compliances. The following is the terminology to represent the score for the DoD in Equation 19.
o #DTS: It represents the number of compliance-aware DT services for the BPs in the current
production deployment iteration.
o #BP Activities: It represents the number of BP activities associated with the BPs considered to
participate in the RTE in the current production deployment iteration.
e #BRs: The number of business rules instantiated along each BP activity associated with the BPs in
the current production deployment iteration.
e #Compliances: It represents the number of compliances required in adherence during the
operationalization of the DT services in the current production deployment iteration.
e #Conflicts: It represents the number of conflicts between the multiple compliances or regulations

supported by the DT services in the current production deployment iteration.

Z#BPS #DS/(#Compliances+#Conflicts)

BP=1 #BRs/#BPActivities

DoD = / (19)
#BPs

Table 21 provides an implementation-based analysis and compliance scenario of the FERC, PCI-DSS, and
SSAE 16 of the production deployment iteration# 8. After each update, the DoD can be evaluated to
accommodate new or upcoming compliance requirements to understand the level of changes to the rules
associated with DT services. Higher the degree of divergence, the higher the adherence and

maintainability of the compliances associated with the DT services.

BP# #BP Activities | #BRs: # of #Compliances | #DS: # of DoD
business rules | (#Conflicts) compliance-aware
DT services

1 7 12 13(3) 15 0.39
2 10 7 8(3) 13 1.68
3 6 10 11(2) 17 0.78
4 12 17 13(5) 19 0.75
5 6 9 7(2) 12 0.89
6 7 6 5(2) 6 1

7 14 16 18(3) 23 0.96
Degree of divergence (RTE) 1.075
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Table 21: Degree of divergence in the production deployment iteration# 8

The compliance-aware DT services governance index (CDGI) computes and continuously monitors the
governance of compliance-aware DT services. The paradigms to formulate CDGI are described below for
a set of DT services for each type of compliance scenario category. The compliance-aware DT services
governance index is presented in the published work PW11. The following are the primary governance
concerns incorporated to formulate the CDGI since it is focused on operational aspects of the compliance-

aware DT services.

Diversification of compliance requirements in DT services (DCRD): Continuous improvement of the DT
services is evaluated based on the customization required to accomplish compliance requirements. The
DCRD is computed considering the number of additional custom compliance needed in the BP activities.
It is the number of alternate service operations accustomed in the DT services of the compliance scenario
category over the total number of service operations in the DT services deployed for the compliance
scenario category. The DCRC for the specific compliance scenario category is derived using the following
ratio.

e #SO: The number of alternate service operations accustomed in DT services of the specific

compliance scenario category.
e #tSO: The total number of the service operations in the DT services of the specific compliance

scenario category.

DCDR < CS category > = #S0/#tSO

The latest version of compliance-aware DT services utilization (LDSU): The vendors, partners,
employees, and customers must utilize the newest version of the compliance-aware DT services.
However, certain parties and consumers of DT services of an enterprise could not upgrade and continue
utilizing the previous version of the DT services due to structural and integration challenges. The LDSU is
the number of consumers using the latest versions of DT services of the compliance scenario category
over the total number of consumers for DT services. The LDSU for the specific compliance scenario

category is derived using the following ratio.
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e #LD: The number of the consumers using the latest versions of DT services of the specific
compliance scenario category.
e #tLD: The total number of the consumers using the latest versions of the DT services of the specific

compliance scenario category.

LDSU < CS category > = #LD/#tLD

Prohibit violations to compliances in DT services (PVCD): The DT services are placed based on logical
attributions of compliances, and it validates the business rule-specific conditions. However, open-ended
compliance attributes may trigger violations by the consumers. The PVCD evaluates the number of times
DT services prohibit such attempts. The number of times DT services prohibited violations of compliances
over the number of times consumers attempted to violate compliances. The PVCD for the specific
compliance scenario category is derived using the following ratio.

e H#PV:The number of times the DT services of the specific compliance scenario category prohibited

violations of compliances.
e #tPV: The total number of times that consumers attempted to violate compliance with the DT

services of the specific compliance scenario category.

PVCD < CS category > = #PV [#tPV

Adherence to RTE's service level agreements (ASLA): It determines the number of times the set of
compliance-aware DT services of a specific compliance scenario category meets the identified and placed
service level agreements for the RTE data entities or data source in use. The number of service level
agreements accomplished over the number of DT services deployed for the compliance scenario category.
The ASLA for the specific compliance scenario category is derived using the following ratio.
e #AS: The number of SLAs accomplished by the DT services of the specific compliance scenario
category for the RTE data entities.

e #tAS: The total number of the DT services deployed for the specific compliance scenario category.

ASLA < CS category > = #AS/#tAS
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Responsiveness of BP activities to compliance-aware DT services (RBPA): It may not be possible for the
RTEs to be aware of all the changes to the standards due to upcoming DTs and provide complete BP
activities specifications for the DT services. It is the number of responses by DT services to the BP activities
over the total number of anticipated responses by DT services to the BP activities. The RBPA for the
specific compliance scenario category is derived using the following ratio.

e HRBA: The number of responses by the DT services of the specific compliance scenario category

to the BP activities.
e H#tRBA: The total number of anticipated responses by the DT services of the specific compliance

scenario category to the BP activities.

RBPA < CS category > = #RBA/#tRBA

"n": The number of compliance scenario categories identified in the RTE (n=7 based on Chapter 7.3).

“i”: It represents the compliance scenario category currently considering the RTE’s CDGI.

#Paradigms: The number of paradigms to impact the compliance-aware DT services governance index is

five, as stated above, that is, DCRD, LDSU, ASLA, and RBPA.

The RTE can compute the compliance-aware DT services governance index (CDGI) based on Equation 20.
The CDGI is the accumulation of all the RTE governance paradigms identified to evaluate compliance

scenario categories.

[2? DCRD] + [2? LDSU] + [z{l PVCD] + [z{‘ ALSA] + [E? RBPA]
n n n n n

CDGI = (20)

#Paradigms

Figure 28 provides the progress of DoD and CDGI through the production deployment iteration 8.
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Figure 28: The CDGI and DoD in the production deployment iterations # 1 to 8

150



APPENDIX C: Definition of standard terminologies

Terminology

Definition

Application Programming

Interface (API)

Application programming interface (API) is the integration
between multiple systems, software, applications, and
technologies. It establishes protocols and enables communication

between diversified enterprise elements.

Business Process (BP)

Business process (BP) is the collection of business process
activities (or tasks) that an enterprise performs for operations and
management, including order processing, customer acquisition,
budgeting, expense management, customer support, and

marketing.

Business Process Activity (BPA)

The business process activity (BPA) is the set of structured events
associated with the specific step within the business process to

perform the desired action to progress the business process.

Consumer Applications (CAs)

Consumer application is the software developed, deployed,
customized, and integrated to perform a specific task for the
consumer. Consumer application provides interactions with

different types of consumers of the enterprise.

Digital Business Operation (DBO)

The DBO presents the core operations performed utilizing digital
technologies. It creates new value for the RTE’s participants and
the internal capabilities that support the enterprise’s

core operations.

Digital Technology (DT)

Emerging technologies provisioning end-to-end business
processes (BPs), proactively engaging a diversified set of the RTE
participants and advancing interactive services defined as digital

technologies (DTs).

Digital Technology Service

The functional or operational services and application
programming interfaces are derived from the capabilities of

digital technologies to perform specific tasks. Digital technology
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services can be data services, cloud services, internet-of-things,

and consumer application services.

Enterprise Entity

Any entity participates in functionalizing, operationalizing,
capitalizing, or utilizing the enterprise service and product

offerings.

Incremental Risk (IR)

The incremental risk (IR) is the amount of uncertainty added to or
degraded from a risk associated with managing the RTE
architecture by incorporating new and updated DBOs or

eliminating the need to update the DBOs.

Key Performance Indicator (KPI)

A key performance indicator is a measurable value that
demonstrates the effectiveness of an enterprise in achieving the
goals of BPs. Enterprises use KPls at multiple levels to evaluate

their success in reaching the business objectives.

Real-time Enterprise (RTE)

Enterprises respond to the business and technology changes in
real-time. Real-time enterprises are acceding to enterprises'
responsive characteristics to the functional and operational

changes.

Real-time Enterprise Operational

Governance

The RTE operational governance performs the key operating
decisions made by the RTE’s business operations following the
policies. It presents governing criteria to operate real-time

enterprises in response to the business operations.

Service Level Agreement (SLA)

An SLA is an operating agreement between the technology
platforms, vendors, partners, customers, suppliers, and the other
RTE participants. It defines the evaluation criteria used to

measure the level of services provided by any part of the RTE.
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