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 a b s t r a c t

We introduce DFAMiner, an efficient tool for learning minimal separating deterministic finite 
automata (DFA) from a set of labelled samples. The significant improvement of DFAMiner over 
existing tools is the use of an intermediate representation called three-valued automaton for the 
given set of labelled samples. This three-valued automaton has accepting and rejecting states 
as well as don’t-care states, so that it can exactly recognise the labelled samples. The minimal 
separating DFA for the labelled samples is then learned by minimising the constructed three-
valued automata via a reduction to SAT solving. Separating automata are an interesting class of 
automata that occurs generally in regular model checking and has raised interest in foundational 
questions of parity game solving. Therefore, DFAMiner has the potential to further advance these 
fields.

1.  Introduction

The task of inferring a minimum-size separating automaton from two disjoint sets of samples has gained much attention from 
various fields, including computational biology [1], inference of network invariants [2], regular model checking [3], and reinforce-
ment learning [4]. More recently, this problem has also arisen in the context of parity game solving [5], where separating automata 
can be used to decide the winner. These applications can be formalised as seeking the minimum-sized DFAs, known as the Min-DFA 
inference problem, from positive and negative samples. In passive learning, all samples not seen can take any value.

Finding the minimal DFA can be done in two steps. We can first learn a concise representation of an almost deterministic finite 
automaton with three values: accept, reject, and don’t care. That is, we first represent them as a 3-valued almost deterministic finite 
automaton (3ADFA), and finally reduce the problem of finding a minimal DFA that agrees with the 3ADFA outside of don’t care 
entries to a Boolean Satisfiability (SAT) problem.

While we have developed our tool around passive learning, it is also possible to obtain a 3ADFA directly from specifications. In 
regular model checking, for example, we can make all runs that cannot be created by an abstraction (or that violate assumptions in 
assume-guarantee reasoning) as don’t care. In the case of parity games, words that contain both winning and losing cycles, as well as 
short words, can be marked as don’t care.
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Related work. The Min-DFA inference problem was first explored in [6,7]. Due to its high complexity (NP-complete), researchers 
initially focused on either finding local optima through state merging techniques [8–10], or investigating theoretical aspects such 
as reduction to graph colouring problems [11]. Notably, it has been shown that there is no efficient algorithm to find approximate 
solutions [12].

With the increase in computational power and efficiency of SAT solvers, research has shifted towards practical and exact solutions 
to the Min-DFA inference problem. Several tools have emerged in the literature, including ed-beam/exbar [13], FlexFringe [14],
DFA-Inductor [15,16], and DFA-Identify [4].

The learned Min-DFA can be seen as a witness proof that separates the sets of good and bad behaviours for a given system. 
Therefore, our work can be directly applied to the problems that look for those proofs, such as regular model checking [3] and 
reinforcement learning [4]. Another standard application is in the active learning of minimal DFAs using equivalence queries [17]. 
We remark that non-incremental and incremental constructions were proposed in [18] to find small and even minimal APTAs that 
separate the positive and negative samples. These two constructions are based on regular positive negative inference (RPNI) state 
merging techniques [9]. Their algorithms are approximate constructions. As a consequence, their constructed APTAs cannot be used 
to extract a minimal separating DFA.

2.  Problem description

Before introducing our problem, we first give some basic notation and terminologies. We fix an alphabet Σ in the paper. A word 
𝑤 is a sequence of letters in Σ; in particular, 𝜀 is the empty word. A regular language is a set of words that can be recognised by a 
DFA. A DFA  is a tuple (𝑄, 𝜄, 𝛿, 𝐴) over an alphabet Σ where 𝑄 is a set of states, 𝜄 is the initial state, 𝛿 ∶ 𝑄 × Σ → 𝑄 is the transition 
function and 𝐴 is the set of accepting states. We also extend 𝛿 to words by letting 𝛿(𝑞, 𝜀) = 𝑞 and 𝛿(𝑞, 𝑎𝑢) = 𝛿(𝛿(𝑞, 𝑎), 𝑢) for any 𝑞 ∈ 𝑄, 
𝑎 ∈ Σ and 𝑢 ∈ Σ∗. Hence,  can be seen as a function such that (𝑢) = + if 𝛿(𝜄, 𝑢) ∈ 𝐴 and (𝑢) = − otherwise.

Let 𝑆 = (𝑆+, 𝑆−) be the given set of labelled samples in the whole paper where 𝑆+ is the set of positive samples that must be 
accepted while 𝑆− contains all samples that need to be rejected. Naturally, we can regard 𝑆 as a function such that, for a word 
𝑢 ∈ Σ∗, we have 𝑆(𝑢) = $ if 𝑢 ∈ 𝑆$ where $ ∈ {+,−} and 𝑆(𝑢) = ? if 𝑢 ∉ (𝑆+ ∪ 𝑆−). Our problem here is to construct a separating DFA 
having the minimal number of states for a given set of labelled samples. We say a DFA  is separating (consistent with) the samples 
𝑆 if, for all 𝑢 ∈ Σ∗, if 𝑆(𝑢) = $, then (𝑢) = $, where $ ∈ {+,−}. Our goal is to find a minimal separating DFA (Min-DFA)  for 𝑆, i.e., 
a separating DFA having the minimal number of states.

To address the separating Min-DFA problem, DFAMiner makes use of succinct intermediate representations for 𝑆. First, DFAMiner
uses a 3-valued DFA (3DFA)  with a minimum number of states to represent 𝑆, where  classifies the words in Σ∗ into three different 
types such that, for all 𝑢 ∈ Σ∗, (𝑢) = 𝑆(𝑢) [19,20]. To this end, the 3DFA  is defined as a tuple (𝑄, 𝜄, 𝛿, 𝐴,𝑅) where (𝑄, 𝜄, 𝛿, 𝐴)
is the same as a DFA, 𝑅 is the set of rejecting states (with 𝐴 ∩ 𝑅 = ∅) and thus 𝐷 = 𝑄 ⧵ (𝐴 ∪ 𝑅) is the set of remaining don’t-care
states. DFAMiner also uses another representation of 𝑆 called 3-valued almost deterministic finite automaton (3ADFA)1: a tuple 
(𝑄, 𝜄𝑎, 𝜄𝑟, 𝛿, 𝐴,𝑅) where (𝑄, 𝜄𝑎, 𝛿, 𝐴, ∅) is a 3DFA separating (𝑆+, ∅) and (𝑄, 𝜄𝑟, 𝛿, ∅, 𝑅) is a 3DFA separating (∅, 𝑆−). 3ADFAs are more 
general than 3DFAs. In the following, 3ADFAs refer both to 3ADFAs and 3DFAs unless specified otherwise.

3.  Tool architecture

DFAMiner is written in Python and available publicly at https://github.com/liyong31/DFAMiner under MIT license; the main 
code metadata is summarised in Table 1. Its architecture, shown in Fig. 1, comprises two components: the 3ADFA constructor, which 
builds a 3ADFA to recognise the sample set 𝑆 and the 3ADFA minimiser, which uses a SAT solver to obtain from the 3ADFA a minimal 
separating DFA for 𝑆.

3.1.  DFAMiner core

3ADFA constructor. The Constructor implements the algorithms described in [20] to construct a 3ADFA or a 3DFA  for the set 𝑆
of samples. If  is a 3DFA, it is further guaranteed that  has the minimal number of states among all possible 3DFAs recognising 
𝑆 [20].

3ADFA minimiser. The Minimiser encodes the problem of finding a separating Min-DFA from a 3ADFA as a SAT problem. More 
precisely, given an integer 𝑘 > 0, and a 3ADFA , Minimiser would guess a DFA  of 𝑘 states by using Boolean variables to encode 
the existence of the transitions and whether a state is accepting or not. Furthermore, to enforce a consistent DFA of 𝑆, Minimiser also 
adds the corresponding clauses as constraints. It is guaranteed that there is a separating DFA  with 𝑘 states for 𝑆 if, and only if, 
the SAT problem is satisfiable. To ensure minimality, Minimiser starts by setting 𝑘 = 1 and then increases 𝑘 until the SAT problem is 
satisfiable. So, the first satisfiable DFA  of 𝑘 states would be a minimal DFA we look for. We refer to [19,20] for the details.

DFAMiner delegates all SAT queries to the Python library PySAT [21].
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Table 1 
Code metadata (mandatory).
 Nr. Code metadata description Please fill in this column
 C1 Current code version v1.0

 C2 Permanent link to code/repository used for this code version https://github.com/liyong31/DFAMiner

 C3 Permanent link to Reproducible Capsule https://doi.org/10.5281/zenodo.17204729

 C4 Legal Code License MIT

 C5 Code versioning system used Git and GitHub
 C6 Software code languages, tools, and services used Python, PySAT
 C7 Compilation requirements, operating environments and depen-

dencies
Python 3.7+

 C8 If available, link to developer documentation/manual https://github.com/liyong31/DFAMiner/blob/main/README.
md

 C9 Support email for questions turrini@ios.ac.cn

Fig. 1. The architecture of DFAMiner.

Fig. 2. DFAMiner usage.
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Fig. 3. Input file format: Abbadingo (left) and JSON (right).

3.2.  DFAMiner usage

DFAMiner is a command line tool whose main file, dfaminer.py, offers a number of options to control its behaviour, listed in 
Fig. 2. Regarding input and output, there are three command options: file (mandatory) for the input file with the samples, out
(mandatory) for the output file where to save the learned DFA, and intermediate that allows to save the constructed 3DFA/3ADFA 
(which depends on the 3dfa option) before minimisation. Regarding controlling the behaviour of DFAMiner, the option solver
allows the user to choose which SAT solver to use while mining the minimal DFA. The pair of options lower and upper allow to set 
the minimum and maximum number of states the output DFA can have. The default minimum number of states is 1 while the default 
maximum matches the number of states in the 3DFA built from the input samples. To reduce the search space, Minimiser by default 
uses the technique proposed in [15] to look for only a representative DFA for all isomorphic DFAs differing only in their state names. 
The idea underlying this approach is that the breath-first search (BFS) tree for each isomorphic DFA is unique. So, we can restrict the 
BFS tree in the encoding. When using the option nobfs, we indicate that this anti-symmetric technique is disabled in the encoding. 
The safety option tries to restrict our search to a separating safety automaton for parity game solving specially described in [19,20]. 
Lastly, the verify options makes dfaminer.py verify the correctness of the mined DFA with respect to the input words. That is, it 
checks whether the output DFA is really separating the given set 𝑆 of labelled samples.

We now explain in detail the format of the files to be used with the input file and the output out options.

Input format. DFAMiner accepts two types of input files: an Abbadingo file or a JSON file. The Abbadingo file is a plain text document 
with a very strict format. The first line of the file contains two numbers: the total number of samples in the file and the number of 
letters in the alphabet. Each of the following lines in the file encodes one sample as a sequence 𝑚 𝑛 𝑙1 𝑙2 … 𝑙𝑛, where 𝑚 ∈ {0, 1} is 
a Boolean flag indicating whether the sample is positive, 𝑛 is the length of the sample, and 𝑙1,… , 𝑙𝑛 are the 𝑛 letters composing the 
sample. The JSON file has a more flexible structure: it contains three keys (“alphabet”, “accepting”, and “rejecting”), each one being 
an array of strings. The “alphabet” strings have length 1 and are thus single letters, and each string in the “accepting” and “rejecting” 
arrays must be composed of letters of the alphabet. Fig. 3 shows the same samples provided in Abbadingo (on the left) and JSON (on 
the right) format. The format of the input file is derived from the extension of the input file: if the extension is “json”, then the input 
is assumed to be a JSON file; otherwise it is assumed to be an Abbadingo file.

Output format. The DFA generated by DFAMiner is saved in the file specified by means of the out option; its format is controlled 
by the output-format option, which allows to choose between the default “textual” format á la Abbadingo and the “dot” format 
of Graphviz. The “textual” format is quite straight-forward and strict: the first line gives the number of states and the size of the 
alphabet. Each of the following lines is either of the form 𝚒 𝑛 (denotes that state 𝑛 is initial), 𝚊 𝑛 (𝑛 is accepting), 𝚛 𝑛 (𝑛 is rejecting), 
or 𝚝 𝑠 𝑙 𝑑 (there is a transition from state 𝑠 to state 𝑑 by letter 𝑙). Alternatively, when output-format is set to “dot”, dfaminer.py
generates a file containing a Graphviz’s digraph, which can be automatically visualized by means of Graphviz. For example, Fig. 4 
shows the content of the “textual” file created by dfaminer.py with the 3dfa option on the input shown in Fig. 3 as well as the graph 
drawn by Graphviz from the “dot” file. Fig. 5 shows the analogous output for the final learned minimal separating DFAs.

4.  Evaluation

The scatter plots in Fig. 6 show the comparison between the size of the intermediate ADFAs generated by DFAMiner with and 
without the 3dfa option and DFA-Inductor [15,16], which uses the same representation of samples as DFA-Identify [4]. As we can 
see from the plots, DFAMiner outperforms DFA-Inductor by a factor of 3 (the dashed line on the plots), with the 3DFA construction 
performing slightly better than the 3ADFA one, as indicated by the plot on the right. The DFAs produced as output by the different 
tools have all matching sizes, since each tool produces the minimal separating DFA for the given input samples.

The scatter plots in Fig. 7 show the comparison of DFAMiner without the 3dfa option against DFAMiner with it (right plot) as 
well as with DFA-Inductor (left plot) and DFA-Identify (centre plot). As we can see from the plots, DFAMiner is usually faster than 

1 In [20], it is called double DFA.
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Fig. 4. DFAMiner’s intermediate 3DFA as “textual” (left) and “dot” (centre) output format, with its graph version on the right.

Fig. 5. DFAMiner’s learned DFA as “textual” (left) and “dot” (centre) output format, with its graph version on the right.

Fig. 6. Size comparison of the intermediate automata.
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Fig. 7. Running time of DFAMiner against other tools.

both DFA-Inductor (left plot) and DFA-Identify (centre plot), with just few isolated cases where the opposite occurs. While using the
3dfa option usually helps to reduce the size of the intermediate representation of the sample set 𝑆 (cf. Fig. 6, right plot), there is 
no clear indication regarding the running time: as shown in the plot on the right of Fig. 7, the marks are rather equally distributed 
above and below the diagonal.

5.  Impact

First of all, according to [19], DFAMiner already proves the lower bound of the separating safety automata used in the parity 
games that involve parity condition up to 7 colours. Moreover, one can image that our results can immediately improve the regular 
invariants extraction algorithm proposed in [3], as it relies on computing the minimal separating DFAs. The main idea underlying
DFAMiner is to reduce the number of Boolean variables needed in the SAT problem by leveraging smaller 3DFA representations 
of the labelled samples, which naturally can be an inspiration to improve [4]. We believe that DFAMiner can inspire and even be 
applied to solving many future problems that involve succinct representations of labelled samples.

6.  Conclusions and future plans

We have introduced DFAMiner, an efficient tool for learning minimal separating DFA for labelled samples. From the empirical 
evaluation, we can see that DFAMiner is much faster and more scalable. The main reason behind the efficiency of DFAMiner is 
that it needs fewer Boolean variables in the SAT problem due to the succinct representation of 3ADFAs for samples. As future work, 
we plan to investigate whether a more succinct representation of labelled samples than 3ADFAs, e.g., three-valued nondeterministic 
finite automata, can further accelerate the SAT problem solving.
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